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12-11 RX packet NUMbBEr FlT RSSI.....covviviiieiieeieei ettt 314

AN-19011501-C5 16 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

1 SDK /48

% BLE SDK #Zit BLE slave/master JT % demo, FJ' ] AfEiXLL demo Al
IR E SN T

1.1 HHHRER
1% BLE SDK 3 F 22K £ 5 APP 3 FH JZ A1 BLE stack Bhis k% #E4) .

f£ Telink IDE " A\ sdk TAE)G, Ron ISR HRAZ T B, Tz

{434 7 4~: application, boot, common, drivers, proj_lib, stack, vendor.

Fle Edit Source Refactor Navigate Search Run Project @ Telink Tools Window Help

rs - |& &

[ Praject Explorer 2
B&|s
4 -5 ble_sdk_multimode|
b ) Includes
(= application
b (= boot
b (= common
b (= drivers
b = projlib
b = stack
4 (= vendor
4 = 8258 _ble_remote
b [ app_attc
> [n app_config.h
» [€ app_phytestc
b [€) app_uic
© [h app_uih
[3 app.c
© [€ battery check.c
b [A) battery_checkh
© € mainc
b rer.c
b [H rcirh
b (= common
[ (= 8258 _ble_beacon
r = B258_ble_sample
& [ 8258 _driver test
b (= 8258 feature test
> (= 8258_hci
> = B258_master_kma_dongle

» % 8258 module
n [ ranfin b

<>

GG R B - Qv SO 5~ NiE [T -
= B[ [d mainc

S Doy o
[£ app.c 2

void main_loop (void)
i
tick_loop ++;

if (ui_mic_enable){
task audio();
1
#endif

#1f (BATT CHECK ENAELE)
if (battery get detect enable() && clock time exceed(lowBattDet tick, 500000} ){
lowBattDet tick = clock_time();
2pp_battery power check(VBAT ALRAM THRES MV): //2000 mV low battery
1
#endif

proc, keyboard (0,0, 0):

#if (BLT_APP_LED_ENABLE)
device led process():
flendif

K 1-1 SDK X458

application: FRAt—&8i@ N FH A AR, W print. keyboard %5 .

< boot: AL ) software bootloader, Bl MCU | HiJ5 55k deepsleep M JiE
Ja I g AL PRI FE, NJGIH CiBE S HBIT B,

< common: FR{E—LLIHH SRR B, WA R B TR AL

< drivers: &5 MCU ‘K% A HOBE AR5 B AN IR FESF, 40 clock flash,

i2c. usb. gpio. uart &,

AN-19011501-C5
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< proj_lib: {7 SDK iz4T Fr b 75 M FESCA (40 liblt_8258.a) . BLE Bpilfk. RF
X5l PM IRBNEESCAE, WEEERAEE SO, H P iR E B SCEE

< stack: fFJH BLE WM SG ISk SO o I SCPF4Rc g 196 21 2 SO B T, 3o
JAN AT L o

< vendor: A7 NHZEARN,

1.1.1 main.c

B main BB, RGEVTGL IR R LR TERIER while(1)K 5,
FEVAERS AR AT B2, BRI Sk,

int main (void) {

blc_pm_select_internal_32k_crystal(); //i% £ 4 70 32k rc {4 32k counter [ 2
cpu_wakeup_init();//MCU iz FE A A U4k
int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup();

J/EIRE 75 M deep retention M fig
rf_drv_init(RF_MODE_BLE_1M); //RF #]L5 1k

gpio_init(!deepRetWakeUp); //gpio #JUfi{t, user {f app_config.h HHLE A 240

if( deepRetWakeUp ){
user_init_deepRetn ();//deep retention i A [ Lk 4] U4k,

}
else{

user_init_normal ();//ble ¥JUGtt, N ARGV, user FEAT IR E
}
irq_enable(); /1714 Ry v
while (1) {

#if (MODULE_WATCHDOG_ENABLE)

wd_clear(); //clear watch dog

#endif

main_loop (); //f04 ble WURALBE . (IR DIHEE B user HIAESS
}
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1.1.2 app_config.h

P ECE S, TN RGWMHRSHOTECE, A5 BLE MHXSH.
GPIO ICE . PMAKIIHFEE B AAH S B 55 .

JE T 2R BRI 2% app_config.h HEIAS NS HLI & SCHEAT PRI A .

1.1.3 application file

app.c: F P EXM, AT 58 BLE REVIMEI . BB, (RThFEALFE4E

BLE slave _L.f2[1] app_att.c: service Al profile [JACE L f, A Telink & X1
Attribute 544, RIEIZLEER), CIRME GATT. FrE HID FIFLAA I OTA. MIC Z5AH 5%
Attribute, F 7RI LS IX LA E Y service A profiles

HoAth Ul SCPE: W IR (Z04M) . battery detect CEEIHAGIND) 25 FES5 1 Ab
A

1.1.4 BLE stack entry
Telink BLE SDK " BLE stack #i4) code FJ F1 R EUA P
1) main.c X+ irq_handler B&ZEH BLE AHICHRIT AL EE A 1T

irg blt sdk handler.

_attribute ram code void irq handler (void)

irqg blt sdk handler ();

2) application file main_loop A" BLE 12 #5 A1 (4% Ab FE ) R BN [

blt sdk main loops.

void main loop (void)

{
/1717777777777 777777/ BLE entxy ///////17 7777777777777 777777
blt sdk main loop () ;

[1177777777777/7/7/7/77/7// UL entxy /////////////1/////7/7////////
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O SEMICONDUCTOR,

1.2 BEH ICNHA

EHW T JUR Ic 8BS, EA1H)E T 8x5x 2%, 8251/8253/8258 1% & [F—,
TE AR R AR — 3, HZ7E SRAM size T THIIGH Z 7.

IC Flash size SRAM size
8251 512 kB 32 kB
8253 512 kB 48 kB
8258 512 kB 64 kB

Ry b T =50 1C 92 5 32 B2 SRAM size, M2 —3UH, SDK SCf4E
¥ 7 SDK/boot/ B shHIA (H software bootloader L4 ) A1 boot.link X445 %
AN, HARE > e 43

1.3 software bootloader /%3
— A 1C 1) software bootloader F AN, SCFA7AE SDK/boot/ H 5

4 = boot

4 = 8251
[ @ cstartup_8251_RET_16K.S

[» @ cstartup_8251 RET_32K.5
b [§ cstartup_8251.5
4 (= B253
[» @ cstartup_8253_RET_16K.5 bootloader
I [8] cstartup_8253_RET_32K.5
b [§] estartup_8253.5
4 = B258
[ @ cstartup_8258_RET_16K.S
[» @ cstartup_8258 RET_32K.5
[» cstartup 8238.5
|=| boot_16k_retn 8251 8353 8258.link
|| boot_32k_retn_8251.link bootlink
|=| boot_32k_retn_8253_8258.link

K 1-2 AN[F] IC XM bootloader LA & bootlink #£1%

&R 1C X B 3 /> software bootloader SCAH:, 43711 %F B J&i FH 16k deep retention.
32k deep retention A4 5 H deep retention IjEE (deep retention H/ A 7] LAS %

RIAREHE” | .
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L cstartup_8258_RET_16K.S A, ZH—*t]#ifdef
MCU_STARTUP_8258 RET_16K )i #] T R4 24 user '€ X T
MCU_STARTUP_8258_RET_16K I, 1% bootloader 424 %K.

F P ] DIAR B SR A8 FH I 1 DA 2 7518 F deep retention (16K 8% 32k) 1)
ALk FEANEI B software bootloader .

Kite BLE SDK HL1#) T FEER AT FH I BC & /2 Sram size 64K 1] 8258 , deepsleep
retention 16K sram, Bl 4 FH 1] software bootloader I link 34443514
cstartup_8258_RET_16K.S 1 boot_16k_retn_8251_8253_8258.link, [ /7 75 ZEARYE [ O
RS 388, Retention K/NRPHAL TSI T 3B UHBCE (R M T VAR 25 /N T

“Sram =A]” ) o

L 8258_ble_remote A5l it BH Ui 16 # 8258 ) software bootloader 24
deepsleep retention 32K sram.

1. user AJ LATE 8258 ble_remote LFE¥E HE X
-DMCU_STARTUP_8258 RET 32K Rl a], 1 &R,

= Properties for ble_t_multimode = ]

type filter text Settings fe=TE 4 v v

Resource

Builders Configuration: [8258_b|e_remote [ Active ] '] [Manage Configurations.. i
C/C++ Build

Build Variables

Discovery Options B Taol Settings ‘ 2 Build Steps | Build Artifact | Binary Parsers | @ Error Parsers

Environment

Loagi (2 Additional Toals in Toolchain [Tl Suppress warnings (-\W)

ogging

Settings B 1532 CC/Assembler (-Xassembler) options £
Tool Chain Editor 2 Genelgl

B
C/C++ General (3 Paths
(22 Debugging
& TC32 Compiler
(3 Directories

Project References
Run/Debug Settings
Task Repository
Telink Toals I (£ Symbols
WikiText ' & Warnings
# Debugging
2 Optimization
# Language Standard
# Miscellaneous
B3 TC32 C Linker
# General
# Libraries
(22 Objects
i#) TC32 Create Extended Listing
# General
B TC32 Create Flash image
(22 General
3 Print Size
& General

mn

Other GCC Flags -DMCU_STARTUP_8258_RET_32K -
<[ 111 o ¢

@) OK ] [ Cancel
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1-3software bootloader ¥ &

HER: MRIERTHE A BIERAIEE 8251, 8253 F1 8258 [] Sram size &= A—FE, BT,
SEBRH PR BEASF B software bootloader S5 A 75 E& 24 SDK R H 3% T HY
boot.link ST CHRAE T 5% B¢ 24 F b i1 link ST Hb ) A 25 5 4 1) SDK AR H 5%
N boot.link H) , AN[A] IC ] software bootloader L& boot.link % 2% & WL~
xo

Retention
type 16kB retention 32kB retention
IC

boot_16k retn_8251 8253 8258.link | boot 32k retn_8251.link

8251
cstartup_8251 RET_16K.S cstartup_8251 RET_32K.S
boot_16k retn_8251 8253 8258.link | boot_ 32k retn 8253 8258.link

8253
cstartup_8253_RET_16K.S cstartup_8253 RET_32K.S
boot_16k retn_8251 8253 8258.link | boot 32k retn 8253 8258.link

8258
cstartup_8258 RET_16K.S cstartup_8258 RET_32K.S

2. MR LB DL RS R, FRATTAIIE software bootloader SCA4 A
cstartup_8258_RET 32K.S, ikl
SDK/boot/boot_32k_retn_8253_8258.link 14 N 4 & #: 51 SDK #2 H 3% T 1Y
boot.link SCA4H .

3. 1E APl use_init()™# blc_lI_initPowerManagement_module() /5 i A API
blc_pm_setDeepsleepRetentionType(DEEPSLEEP_MODE_RET_SRAM_LOW32K)H
T B E ) Retention [X 1k

1.4 Demo 4

TeLink BLE SDK %5 H P $24it T £ BLE demo.

H @i g4 demo a7, AT AMER 2 EW IR « P 0] PAAE demo
code F#tATIEM, FERCE N HIT A .
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= vendor
= 8258 _ble_remote
[= common
= B258 _ble_sample
[= 8258 driver_test
[= 8258 _feature_test
= 8258_hci
[= B258_master_kma_dongle
[= 8258_module

K| 1-4 BLE SDK #£f£f] demo code
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1.4.1 BLE slave demo
BLE slave [t} demo M X Hn N &R FT7N .

Demo Stack Application MCU function

Controller, HCI 115

8258 hci BLE controller No v g
! HAh MCU host 3813
BLE controller + Application 7& F 1% ‘ -
8258 modul BLE 2
module host MCU | BT
BLE troller + et 11 . s
8258 ble remote controtier S e IVARH F % Mcu

host

i f&] B slave
demo, RAT #AM | £ Mcu
ERE TR

BLE controller +

8258 ble sample
P host

8258 hci s&—> BLE slave controller, #&4it 3£ USB/UART ] HCI, F1HA:
MCU ] host 115, TE—>5E 3] BLE slave &%t

8258 ble remote/8258 module #f 72 Telink #2572 22 f] BLE slave stack. 8258
module RAEN BLE B4, 514 MCU Bit UART £ 181S, — RN FIARHY
HALEX 7 34 MCU.

8258 ble sample s& %] 8258 ble_remote K4k, 7] LARIFRIER] 10S/android
ZHOXT R

1.4.2 BLE master demo

8258 master kma dongle #& BLE master single connection ] demo, 1] DAl 8258
ble sample/8258 ble remote/8258 module 181 .

8258 ble remote/8258 ble sample XT3 [1] libary $2 £ T A= #EF) BLE stack(master
F slave 3L —4> libary) , & T BLE controller + BLE host, F /' R ZALE app
ZEINE SN AR, A 24P BLE host HIATY, 582 HKHiT controller
H host (] API BIF]

#r SDK 1] library #% slave fll master JE& - N— 1, 8258 master kma dongle
Yn Pk code MR H 2 FH = A AR AER) BLE controller THEEH 77, library %A
AL master FIAR#E host TEE. 8258 master kma dongle demo code 7E app /2 %5
TS5 1) BLE Host [SEBL J7vk, ALFE ATT. & 5[ SDP (service discovery
protocol) iz % F ) SMP (security management protocol) %5,
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BLE master fix & 2 I T HELE T X slave server [ service discovery T A service
IR, —MEREALE android/linux 224t A GESZI . Telink 8258 IC F T flash size A1
Sram size HIFR I, ToIEHEAL5EHE M) service discovery. {HE SDK FHHft 7 FrE
service discovery 7 & 2 ATT 211, H /0] LL2% 8258 master kma dongle %
8258 ble remote f] service discovery i 8, Z:5ZHLH S HI4FE service H# )]

1.4.3 feature demo F driver demo

8258_feature_test &1 X —%&4 HI ") BLE AH<H] feature 25 7 demo code, M
FIA] S 1K demo S/ H TN DIRESEIL, V1% W code. 1%3CAY BLE #7041
FTE 1) feature.

1f 8258 feature_test & HL [ app_config.h X% “FEATURE_TEST_MODE”
HHTHPEMER E X, BPAT U4 2 AS[F] feature test ) Demos

8258 driver test XJ A K] driver 45 T sample code, 2% IFLUE
1) driver ThEE. ACHY driver i 72=FEAIN 445 driver.

1F 8258 driver test T_f% H.[fij app_config.h 1%J%: “DRIVER_TEST_MODE " 7
IR E X, BRI Y3 2] driver test ] Demos
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2 MCU ERE#EER

2.1 MCU HihkZ=[H]

2.1.1 McCU HuhkZ[E] 4Bl

PLHLFY K] 64K Sram FRAS N, A48 Mcu Hihk=S a0, R TR .
Telink 8x5x MCU [ # K31k 75 [8] 4 16M bytes:
< M 0 2| OX7FFFFF [ 8M = [a] AP =3 0], Bl KFEF 22N 8M bytes.

<~ 0x800000 | OXFFFFFF J9#hiii BE4 2% []: 0x800000~OXB8OFFFF 75 #7454
[i; 0x840000~0x84FFFF 7y 64K Sram 7% .

0x84FFFF
Sram
Peripheral

Space
0x840000
0x810000

Register
0x800000
0x7FFFFF
Firmware Flash

Space

0x000000

K 2-1 MCU Hihik-=5 [7] 4> B

8x5x MCU W F-hkmt, Huhb£R BIT (23) FI-F X BIRE R 25 A) /4 % 45 [ «

S ZHLEEA O B, U5 IR A I

S ZHUEEA 1, U5 AR S T

FhE RPN A (BIT(23)8 1) B, HihkZE BIT (18) H T [X %I Register
F1 Sram:

< 1ZhbkA 0 B, iR Register;
<> iZdhk N 1, UiiE Sram.
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2.1.2 Sram ZE[A]4MED

8x5x Sram 7% [A] 73 BL AR D65 250 70 1) deepsleep retention DIREZ VIAH R,
5P EY2 T fi# deepsleep retention FHZR%1R

W R AHEF deepsleep retention ZhfE, R F| suspend F1H# [ deepsleep
Ihfie » 8x5x Sram Z¥ (1] /3B 1] LAAN Telink _F—4X BLE IC 826x F %1l —#F . Al i 826x BLE
SDK M F' R %652 (826x BLE SDK handbook) H' Sram Z[8] T[4 4H, FEA0
ARATEALHT 8x5x Sram 25 [H] 43 FOA— 2L X LY, IXAE AT DAADVR XX — B # R

2.1.2.1 Sram H Firmware &3[]

%F MCU HihikZ3[a] 5 Sram 23 8] f{) 23 B — 25 U i .

32kB Sram Hhlik- 2% 5] 75 [ 5 0x840000 ~ 0x848000, 48kB Sram Mkl 2= [H] 7 [
A 0x840000 ~ 0x84C000, 64kB Sram Hblik 2= &7 [FE Y 0x840000 ~ 0x850000 .

NI& /2 8258.8253.8251 7E 16k retention £ 32k retention £ 3 N X M [) SRAM
A BC VR . BV R A SE IC N 8251 HAEH deepsleep retention 32K sram 1%
A, Hosram A BOR s A HE R, BARR] PLS X N Y software
bootloader Fl link SC 4

osgsono 04K SRAM 64k SRAM 48k SRAM 48k SRAM 32k SRAM 32k SRAM
o [ vector I vector 1 vector I vector T vector U vector
I ram_code | I ram_code | I ram_code | ram_code
— | | |
retn ’5"’ retention ’I Tam_code retn 15“’ retention | Tam_code retn ’5( retention |
\\ data | data | \ data 4 retention
tn 3
| wasteful area | || wasteful area | | wasteful area data
retn 32 retn 32Kl |
cache (2. 25 K) \ retention 0x84‘4900 cache (2. 25 K) | retention cached(Z. 25 X) \
data data data data | data |
[ | Bss || cache(2.25 K)
Bss | Bss || unused dﬂ‘"
s
! wasteful area e unused area
ol || vasteful area normal stack T T
Coche 2,25 1 Coche 2.25 10 8251 16k retn 8251 32k retn
Bl 'V unused data
data || e
Bss
Bss unused
e | e 1 — | _smea
aram aren ox84cooo|_"0™2! stack |:840000 [ normal stack |
unused 8263 16k retn 8253 32k retn
aaaaaa
normal stack normal stack

8258 16k retn 8258 32k retn

2-2 % IC 7F 16k A1 32k retention %™ [ Sram 4% [A] 4 Fic
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NI BA Sram size 64K F1) IC: 8258+ SDK H ERIA ) deepsleep retention 16K sram
BB 2 Sram XIS AN 55 o W Sram size 2 HARAE, B3 deepsleep
retention 32k sram 530, F AT DAEHE— TN EIAT,

64k Sram XN [ Sram A1 Firmware 25 B8]0 B a0 K B PR -

Sram Flash
0x00000
0x840000 , vector vector \
/ _ramcode_size_ .\"\
ram_code TR G ram_code / \ .
g:igziiiﬁ , load A _rstored_ ) _retention_size_
area (16 K) \ retention data retention data :
\ wasteful wasteful
0x844000 \ sram area flash area 004000
Cache (2. 25 K)
0x844900 Jota
bss Firmware )
/ '
unused text
sram area
normal stack
0x850000
rodata
data initial value
512K

2-3  Sram Z[0] 4Bl & Firmware Z5[8] 43 Aid

SDK F1 Sram 2% [A] 43 Be A 25 B SCAEF boot.link (FH “software bootloader /143”7
ANTTRRATT AT 03X B boot.link I %¥[F] boot_16k_retn_8251_8253_8258.link S 1)
Al cstartup_8258_RET_16K.S. (I HA{#H deepsleep retention 32K Sram, I
bootloader X} M. cstartup_8258 RET_32K.S, link SC44-% M
boot_32k_retn_8253 8258.link. )

Flash #' Firmware £ vector. ramcode. retention_data. text. Rodata £/l
Data initial value.

Sram H {5 vector. ramcode. retention_data. Cache. data. bss. stack £/l
unused sram area.
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Sram H Y] vector/ramcode/ retention_data s& Flash # vector/ramcode/
retention_data X UL,

1) vectors. ram_code

“vectors” B eI g A cstartup_8258 RET_16K.S XMW TR, #E it
i (software bootloader) .

“ramcode” B/ Flash Firmware ™1 /5 29 51 N A7 code, X/ SDK HBrA 1N
T RHEY “_attribute_ram_code_” HJPREL, LU flash erase_sector PR%L:

_attribute ram code void flash erase_sector (u32 addr);

PR A A A A -

— e FLE R A T A BN Flash MSPI DU AR ) P SR A, A0 25088 B 9 A
IARTRE flash gt B P 5%, 3 REAL, 4 flash 38AFAH SR BT R 2L

R ram ST 068 SOV PR R EE A flash TRTRERR, T B
BRI, FTLUGF— BT 14 B R 0 T LURCEI R B 27, AT
Xk SDK T BLE I I — e 8 BT R B SO BEBIN 47, KK
IEHTITE], AR BB IhRE.

P an R T B AR BCF RN AT, A LI L 1i flash_erase_sector, £ H
CHIR B EAR gt “ attribute_ram_code_” , ZWiFZ)EmRELE list 344
W& 2% R ELE ramcode Bt T .

Firmware F1f vector 1 ramcode #{5F5 Z4E MCU _F HLIF 4383 ram [, 24
VG, XS N ki) size N_ramcode_size_. _ramcode_size & —"Nw
PER R UIRIAR A, R 5SZILLE boot.link #1, WIS N, 4miriss
B ramcode_size. T vector Al ramcode FITH code H] size.
. = 0x0;

.vectors :

{
*(.vectors)
*(.vectors.*)

}

.ram code :
{
* (.ram_code)
*(.ram_code.¥*)
}
PROVIDE (_ramcode_size_ = . );//TH5HSEPRHramcode size(vector + ramcode)
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2)

retention_data

8258 ] deepsleep retention mode 3Z#F MCU #f A\ deepsleep /&, Sram HJHT
16K/32K 7] LA L ORFFAE Sram _EREHE A ZE K.
2R R BRI, 20 liE data” B "bss” B, X
BRI N BANTE BT 16K [ retention X35k, #EXN deepsleep 2FHL E k.

R Ay B — Lkl 52 ) AR S 7 deepsleep (deepsleep retention mode) Hf[a]FE 1%
A B, REEEN B retention_data” BRI R], HEEE X &
IS N8 7" _attribute_data_retention_”. PA R LA

_attribute_data_retention_ int AA;
_attribute_data_retention_  unsigned int BB = 0x05;
_attribute_data_retention_ int CC[4];

_attribute_data_retention_  unsigned int DD[4] = {0,1,2,3};

225 N H RV EA A0 “data/bss” BEA A, data BOHI 4 B8 & X MY initial
value 75 B ATAALE flash | ; bss BXHAF & initial value A 0, To 75 #& A 4%,
bootloader iIZ4TH} BLF&/E sram F% A 0 B AT,

{H”retention_data” B ¥4 /24X & AN initial value /2 5N 0, 2 To R UER T
‘BT initial value, {FEBUEE flash [ retention_data area . FHL (& normal
deepsleep Mifi) J52#EAk+E D1E] sram [ retention_data area .

“retention_data” Bt K IR % "ram_code” B ¥, E[l”vector + ramcode +
retention_data” 3 BZIRFHEAGLE flash FIETTH, ST KN N

“ retention_size_” « MCU _I"Hi (deepsleep wake_up) J5”vector + ramcode +
retention_data” {EN— N EAAEE D12 sram R TH JﬁtFﬁf?i‘AﬁLﬁfqﬂ/\ﬁ
A3 deepsleep (HH suspend/deepsleep retention) , iX—HEHR A &5 —
HARFRAE sram |, MCU JoZi M flash b iszH

boot.link {4 retention_data BtAHRHIECE LT .

. = (0x840000 + ( _rstored ));
.retention data :
AT ( _rstored )
{
o= (0 +3) /4
PROVIDE (_retention data start = . );
* (.retention data)
*(.retention data.¥)

PROVIDE (_retention data end = . );
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DAL ERCE RS SO RIS 2S5 E “retention_data” KBTI E,
{E flash firmware 70 A FIAC LG HHEN “ rstored_” , 7E Sram X B # ik
A 0x840000 + (_rstored_). 1] “_rstored_” iX/ME 5l /&"ram_code” section ]
é:lg)zzéo

0 5 P 3k B IC B AF T ) /2 deepsleep retention 16K Sram mode, 1HE X[
“_retention_size_” #IL T X1 16K, ZmiFht <IN B P B AR 1%

O YUSIALL S CUmMSEULI U b GULL_ LML L U LU WU Lin . " R PR VI R PR A
C:\TelinkSDK1.3\opt\tc32\bin\tc32-elf-1d.exe: section .text loaded at [00004000,0000ab8b] overlaps section .retention_data loaded at
[000037a0, 00004£d7]

make: **%* [ble 1t multimode.elf] Error 1

FH ] CLd e i g —Fh o s ks iR
1. /b FTE )7 _attribute_data_retention " J& T g
2. LN deepsleep retention 32K Sram, VEZIAC B 715 5% /N1 1.3

2 “ retention_size_” NI 16K Bf (RN 12K) , flash _EAFAE— F 4K
1] “wasteful flash area” (JGXK flash [X38) , XF N[ firmware binary file I
Al LLE B 12K~16K N AR EB2 T8 “0” . #£ U1 Sram J5, Sram b4
2 4K /] “wasteful sram area” (R SRAM [X i) .

WER A AT IR K Z 1 flash/sram, 7] LU 438 0 H 2 1) ram_code 1
retention_data, FfZ Hi/ANTE ram_code/retention_data HJ fucntion (PR#D)
Jvariable (AF&) @A IIXT R 1 58 F )4 2] ram_code/retention_data .
JAE ram_code H1 (] function B LA 48 81T I [ PARFAR Dh#E, TAE
retention_data "' [ variable 14 1] L5 A W AR AT (8] PARRAR DhFE (AR RI1E
ZERIFEE I 2 IND)

3) Cache

Cache 7& MCU W18 & =R 2547, HOZHACE N Sram ) —B A v PLIEH
1547 . Cache size &[HEH), 5 256 T 1 tag F1 2048 F 5 Instructions
cache, 3 0x900 = 2.25K.

WHIENAER code T LB N AFH IS HUFEHAT, (H firmware 0] LU TEN
171 code HRAR/INFI—HB493, R 4R ER 4> #FIEAE Flash F1. HRIZFET B )5
EE R EL, 7] UKE—E84) Flash code f7f# %] Cache H, W15 1T 75 Z ATV
code 7t Cache B, E M\ Cache BEHUIE A FHHAT; WIERATLE Cache H, NI
Flash 2HX code J1-78 i Cache H Z Hi ] code, fFM Cache HiZZHIE 2 HAT -

K 2-3 F firmware 1 text B2 %A U E] Sram T[] Flash code, X4 code
AR R P, 75— B4 load 3| Cache 4 BE AT
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Cache X/ ) 2.25K, ‘BfE Sram I GHN VA E 1), XHERE
#I| Sram 16K retention area J5 i, BPAiGHubl A 0x844000, Z5wRHihl A
0x844900.,
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4) data/ bss

“data” BtJE Sram FFHARST CEVIGHM AR RE, B initial value 3F 0 11
AR ' . "bss” BT Sram HAEIART AV 4 )R8 &, B initial value
RO AR . XA R R, data BUE %KER bss B, FrLlixX H
YERN— AR

“data” + “bss” EX'ZPR Cache, #4bHbIERD Cache 4% W Hbdk 0x844900., ]
A boot.link S, BE#2E X Sram I data Bt Al

. = 0x844900;

.data :

“data” BB W IG L K4 R AR &, HAME 7 B AT 76 7E flash #, B 2-3
P71~ Firmware ) “data initial value”

5) stack / unused area

X BN 64K 1Y Sram 5 “stack” & M i HiLliE 0x850000 (48K Sram X i i i
5 0x84C000, 32K Sram Xif M Huhlk 5y 0x848000) FFU&HT, H T NM F4E L
SEAH, B stack % SP 7EEHE AFRES H I, FodE B AR H .

BRE LT, SDK library {1 T stack [ size AN#EIT 256 byte, {HHIT stack

fAE F size BURT stack iy & AHhE, BT LA stack Hfd &R A 7 1
R BTt A K. SR P T RO R R, B AR
PR EE T R I R A A i, B HAth A AT BB AR stack ELATR T
fEL, #R2 SR stack [T size &K,

M Sram fERR 2, fFEHEMNIE H CRRETFAH T £/ stack, X
Aovkdd list XAk M, RN HRTF TR, WRHET TET
rRTA B a] Be{E FH stack ELESIA ) code J5, #F MCU reset, #2EL Sram %52
e stack Fd H &

“unused area” Bl bss B4 bk 55 stack fiRHbdk 2 (A1 4 ) 25 ) . R 241X
AN AAFAERT, A Ui stack A A bss #1158, Sram i FH % A 9] @ . 415 stack
BRI TT D bss BRE A T, WL Sram AMEH 1.

JHEIT list SO AT PAEE Y bss BEah o iyttt , WAHR € 1 B 45 stack s K25 [A],
P R Z o riZ A SRS 28, 46 R EE stack siRHubE, 7TLL

FN3E Sram HIfE 2B . N demo &2 M ik

6) text

“text” X /& Flash firmware 1 T4 JF ram_code PREIEES . T2 0 1K) eR B
FInT “_attribute_ram_code_” , &#i%mi¥ N ram_code Bt, At A X
DR RBUR A B g R R T "text” B, — IR, “text” B A& Firmware
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R KIS E], 2 KT Sram [ size, FTLLRE ZiE i Cache A TIHE, $ e
FEHATH code 4G load 3| Cache H A RARE AT

7) rodata/data init value

Firmware H1[& T vector. ram_code fll text, ¥4 %#E " rodata” B fl1”data
initial value”.

“rodata” B FET HE U AT . AEEE S s, &R T “const” &
XA &, bl Slave HHFK) ATT table:

const attribute t my Attributes[] = ...

FH P a] PLAESE R list S E B “my_Attributes” & 7E Rodata BXZ N o

BT 4RI “data” B2 2 Cls e & R &, EhlleE e R s T .
int  testValue = 0x1234;

T4 128 w2 WIE 0x1234 17 £l “data initial value” 7, 7£iZ 4T bootloader
I, 2Bz P EFE DLE) testValue X7 NAEHIEE

2.1.2.2 list X547 demo

1X B DL BLE slave # - [) demo 8258 ble sample N#ll, 45& “Sram = [A]4
BC& Firmware 75 [A] 73 lC” BESRAHT

8258 ble sample ] bin LA list XA ML H 3% “SDK” -> “Demo” -> “list file
analyze” .

LR a0t S H B2 A3 E, YK H boot.link. cstartup_8258_RET_16K.S.
8258 ble sample.bin 1 8258 ble sample.list, 15 H 7 H 17 & 4K 30443 2178 B X A
o

list SCAF A section HIZr ARG AL R B~ GEEL Algn FH X 55)
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Sections=:
Jdx HName Size VMR LMA File off Algn
0 .wectors 00000170 00000000 00000000 00008000 2*%4
COWNTENTS, ALLOC, LOAD, READONLY, CODE
1 .ram code 000023£0 00000170 OO00Q0170 00008170 2%%*2
CONTENTS, ALLOC, LOAD, READONLY, CODE
2 .text 0000614c 00004000 00004000 O0000cO00 2%%4
COWNTENTS, ALLOC, LOAD, READONLY, CODE
3 .rndata 000008ec 0000al4c 0000al4c 0001214c 2#%*2

CONTENTS, ALLOC, LOAD, READCNLY, DATR
4 .retention data 00000cef 00842560 00002560 0000a560 2**2
CONTENTS, ALLCC, LOAD, DATA

5 .data 0000002c 00844500 0000aa38 00014900 2**2
CONTENTS, ALLCC, LOAD, DATA

6 .hss 00000259 00844530 0000aa68 000145%2c 2%%4
RLLOC

T .TC32.attributes 00000010 00000000 00000000 000149%2c 2**0
CONTENTS, RERDONLY

. Comment 0000001a 0QO0000000 00000000 00014593c 2%%0
CONTENTS, ERERDONLY

=]

Kl 2-4 list XA section SRt

5 section Gt /ol 75 2 1 rME B4k, F5TH BAKR) section /4370

S

1) vectors: M Flash 0 J4G, Size Jy 0x170, 75 H 45 s Huhk &y 0x170;

2) ram_code: M Flash 0x170 JT#A, Size 5 0x23f0, 14 Hi 45 A Hihik Y 0x2560;
3) retention_data: M Flash 0x2560 JT4, Size y Oxce8, 115 Hi 44 ok Huhik Ay 0x3248;
4) text: M Flash 0x4000 F44, Size 5 Ox61l4c, 18 H 45ty Oxaldc;

5) rodata: M Flash Oxaldc JF44, Size N Ox8ec, it Hi45 Ly Oxaa38;

6) data: M Sram 0x844900 I 4f, Size N Ox2c, 14 Hi45 W Hubik &y 0x84492c¢;

7) bss: M Sram 0x844930 JFUf, Size Jy 0x259, 5 H45 A Ml Ay 0x844b89.

GELRITHIANET] 50, 4 Sram 236N 0x850000 —0x844b89= 0xb477 = 46199
byte, 2 stack 75 E1# FH ] 256 byte, 7| 45943 byte.
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Dizaszembly of =section .vectors:

Q00000000 < Start>:

Disassembly of section .ram code:

00000170 <bklt packet crcl4 optx:

Dizassenbly of section .text:

00004000 <_ modsi3>:

Dizassembly of section .rodata:

0000aldc <C.1.44943-0x8>:

Dizasgenbly of section .retention data:

00842560 c_retentinn_data_start_>:

Dizaszsenmbly of =section .data:

00244200 <_5tart_data_>:

Dizassembly of section .pQgs:

00844930 < start bss_ >

00844b88 «blt dma tx rptri:

00002560 g *RES* 00000000 rstored

K] 2-5 list X section Mtk

FENTE list 82 “section” £ 2% section [FE 4G /45 W Hb bt J5 1 HF
K, ZEEiZ A EI “list X Section 481t B, AR

1) vector

“vector” EXfE flash firmware 25kl 0, A5 Hhht A 0x170 (&) —2EH
P A Ox16e~0x16f) , size A 0x170. b Hi$EFLF Sram J5, fE Sram L[
Hudik oA 0x840000 ~ 0x840170.

2) ram_code

“ram_code” section FEIGHIEA 0x170, 45 AR HhE A 0x2560 (H G —2E &4
1N 0x255¢~0x255f) o | HL#kFZ S Sram J5, 7E Sram AR A 0x840170 ~
0x842560.
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3)

4)

5)

6)

7)

8)

retention_data

“retention_data” 7L flash FHCaf bl “ rstored_” S 0x2560, t7&”ram_code”
(145 -

“retention_data”E Sram HH GBIy 0x842560, 45 Al Ay 0x843248 (&
J& — 28R b A 0x843244~0x843247)

“vector+ram_code+retention_data” 5L ] size {H“_retention_size_” 4 0x3248,
2, flash firmware T HT 16K R4 0x3248 byte A % %#E, M 0x3248 F| 0x4000
K% 3.43K )25 ] J& T “wasteful flash area (FCRX flash X3 » (FH el BAFT
- 8258_ble_sample.bin & 21X Bt 75 [A] =3 2 Jo A4 H 0) 5 Sram H
0x843248~0x844000 K% 3.43K )7 [H] J& T “wasteful sram area” (JGX{ SRAM
X8

Cache
Cache 7£ Sram HHihEVE E: 0x844000~0x844900 .
Cache [FIAH1E BAE list XA R ASART H k.

text

“text” EX1E flash firmware "2 4Gl 0x4000, Z5oR it~ Oxalde (Hi)g—
EH LN 0xa148~0xaldb) , Size N Oxaldc— 0x4000 = 0x614c, FIR]H
Section 4titH HHE —3.

rodata

“rodata” Bticag itk N text IS5 A bk Oxalde, 459 HbAE N Oxaa38 ()5 —
X PR HIE N 0xaa34~0xaa37) .

data

“data” X fE Sram i ifhhik Ny Cache H45 ARl 0x844900, list L4 Section
GtER oy en Y size N 0x2c.

“data” BX1E Sram IR 45 gl 0x84492¢ (IR )5 —EXURHibE N
0x844928~0x84492b) .

bss

“bss” BX7E Sram _ L af bk A “data” B 1) 45 bl 0x844930(16 F 5% 55)
list XA Section GiiHB4)45 Hi ¥ size v 0x259.
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“bss” EXAE Sram 45 Rl A 0x844b89 (fx )5 —ZEHdE bl Ay
0x844b84~0x844hb88) .

P 4% Sram Z¥A] 4 0x850000 — 0x844b89 = 0xb477 = 46199 byte, I Z< stack 7
FAg Y] 256 byte, 157 45943 byte.

2.1.3 McuU HuhkZ= [R5 E)

TR % 0x000000 - OXFFFFFF Hitdik 25 (] i35 1) 43 LA P Rh i O

2.1.3.1 SRR EHIE
AN ZE[E] Cregister A sram) FITEES #4F B4 H Fa 415 i) S0 .
u8 x = *(volatile u8*)0x800066; //1E register 0x66 IJ{H
*(volatile u8*)0x800066 = 0x26; //44 register 0x66 N{{H
u32 y = *(volatile u32*)0x840000; //BE sram 0x40000-0x40003 Huhik ) {H
*(volatile u32*)0x840000 = 0x12345678; //4+ sram 0x40000-0x40003 Huh Mt (&

TP A {5 FH 2R % write_reg8+ write_regl6. write_reg32. read_reg8-.
read_regl6. read_reg32 XM AFIAIAT IS, HLFUEfREE. B2ER,
152 [ drivers/8258/bsp.h.

R 23 4LL write_reg8(0x40000)/ read_reg16(0x40000)H#1E , e N
THR, ATLLERE AN E T 0x800000 HfmAE (Huhk£k BIT(23) 4 1) , Frbd
MCU BEWS AR T 7] ) /2 Register/Sram 2], TAN4x2:V7 ) flash Z5[H] .

#define REG_BASE_ADDR 0x800000
#define write reg8(addr,v) U8 SET((addr + REG_BASE ADDR), V)

#define write regl6(addr,v) Ul6_SET((addr + REG_BASE ADDR),V)
#define write reg32(addr,v) U32 SET((addr + REG_BASE ADDR),V)
#define read reg8(addr) U8 GET ((addr + REG BASE ADDR))
#define read regl6(addr) Ul6 GET((addr + REG BASE ADDR))
#define read reg32(addr) U32 GET((addr + REG _BASE ADDR))

RHEEE WA TR R PR 2 595 /4 AR RIS
SN IR, — ORI 2 FT/4 FAON TR, WERA FRRIE, kA
R SRR W N MOE R R
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ulé x = *(volatile u16*)0x840001; //0x840001 A 2 Tkt 5%
*(volatile u32*)0x840005 = 0x12345678; //0x840005 V%1 4 "7kl 7%
O8N IERA L B 454
ulé x = *(volatile u16*)0x840000; //0x840000 2 FHiX} 5%
*(volatile u32*)0x840004 = 0x12345678; //0x840004 4 7154|575

2.1.3.2 Flash Z3 8] {84k

flash 25 8] 132 S #-VE {6 H flash_read_page #1 flash_write_page FR %L, flash
(148 5% 18 flash_erase_sector FRI%K .

1) flash 325 #4E
flash 325 #:1E {4 ] flash_read_page #1 flash_write_page BR#K 523,
void flash_read_page(u32 addr, u32 len, u8 *buf);
void flash_write_page(u32 addr, u32 len, u8 *buf)

flash_read_page PRZ(EEHN flash [ [N %5
void flash_read_page(u32 addr, u32 len, u8 *buf);
u8 data[6] ={0};

flash_read_page(0x11000, 6, data); //i flash 0x11000 FF45 1) 6 /™ byte %)
data 4.

flash_write_page BRELXT flash 14T 5 #/E
flash_write_page(u32 addr, u32 len, u8 *buf);
u8 data[6] = {0x11,0x22,0x33,0x44,0x55,0x66 };

flash_write_page(0x12000, 6, data); /7] flash 0x12000 451 6 1~ byte 5
N 0x665544332211.

flash_write_page BR#E X page HI#AE, flash LTI — page N 256 byte, iX
A R B AE B Mk /N KA 256 byte, ASAEES RN ANE page Y

M EEE R L — A page B MRS, HORHLEEA 256 byte,
flash_write_page(0x12000, 256 , data)# 1 IEAfi, 1 flash_write_page(0x12000,
257, data)iix, RN G —/ bk AJE T 0x12000 IT7E page 1, Sk
SR
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2)

3)

4)

M ERVE I HE AR R — A page WO MR, B BEVE B ANRE IS page FK )
@, U flash_write_page(0x120f0, 20, data)itst 1, 07 16 NHuALAE 0x12000
XA page, TJa 4 M HibETE 0x12100 X page.

flash_read_page AN71E R B IKE page IR, A LL— ik sz HGE I 256
byte (% -

flash 42 PR AT
1§ FH flash_erase_sector BRI EUKAE s flash.

void flash_erase_sector(u32 addr);
— sector A 4096 byte, 11 0x13000 ~0x13fff & —/M5E#£ 1) sector.
addr A& —A> sector K& Hubilk, 1% e BUEFHRIE R sector .

B —A sector MU [A] ELAGK:, 16M RGEHHEPI, K% 5% 30~100ms £
ESCERS LI

flash 135 MHE ERIRAE XS AR 48 mH I (X520

A=A flash i F R %L flash_read_page. flash_write_page-
flash_erase_sector TEHAT Y, #BWAZISEKE R G0 Wi J<H irq_disable(), #RAFE4S
WG B 8T irg_restore(), o H K28 T RIIE flash MSPI IS 7 #4156 52
PERESEE, [RGB SR flash #RF U MSPI A28 1 38 ot 2 %2 5
PIE N

X/ BLE SDK RF WAt RN > 2 0 b A ok 1) D, flash R4 5 AL R G iy
R e AR SE BLE WOR BN P IR, 454N B B I i o

H flash_read_page. flash_write_page PR HHAT IS [AIAS & KK, XF BLE )
EF'HEE?}“WE/J\, (HESL S F bR, I (A gt . i DAsiZ G O A
main_loop H BLE IEERASKS, AEEL S RK A HbE,

flash_erase_sector PR EL AT BN L2 LE A ms, FrLAFE F 127
main_loop H, — H#EA BLE IEHRAS, ARVFZEHA flash_erase_sector B
B, 75 SRR BLE UL A PRI T iﬁﬁfai@%%ﬁﬂ:o YRR TE VL8 S (E BLE
TN 75 EHEBR flash, 1R A SRS 5 /144 ) Conn state Slave role
7R SEB T 1 KA A

% flash W] LA 98 B iR R SEEL

BLE SDK [] firmware 77 E flash I, F2FIEATH, H&¥ flash §i—&5 1
ARAAE A5 T A ARBSE ram BT, R 148 R AL AR AR 7 10 =)
g @ﬂéfﬁﬁ TE T BRI M flash 5231 ram &R 2517 cache X3 (f4FR cache).
MCU JE i [ sh% i 3 MSPI AR5, 2 flash L[ A %%
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A DU RS L flash BN ES, Fa%t 20k flash 122 MCU
ARGV M BRSO IR b ANTE % 5 AT ramcode |, RELELL
4 @345 MSPI, JE i MSCN. MCLK. MSDI Al MSDO VUL L 4#1F spi
RIS ok R AF 12 BN flash i -

LRI 3 Mo :

ulé x = *(volatile u16*)0x10000; //i:% flash 0x10000 4~ byte

u8 data[16];

memcpy(data, 0x20000, 16); //iE flash 0x20000 16 )~ byte copy #I| data
if(!/memcmp(data, 0x30000, 16)){ //1: flash 0x30000 16 /> byte Fl data [L4%

user_init B EHY flash b FRSHEAE FF 1 € BRI register B, # 2 KA TE
BHU71A] flash B)77 USRI, 2% SDK HLpR L

static inline void blc_app_loadCustomizedParameters(void);

B flash AT LMEFHAREHEIL, ERANBMEHIEHS flash (5 flash A agidid
flash_write_page KSZHL)

T B AR ENE flash 74 — MR Z B Hh 7 . R ELZEIE MCU R4t
LB F AR, MCU 2 X e IR 22 /7 1F cache HL, WA cache HiX M4k
PR AW AN ER BRGSO FIU s R kA, R McuU &
2 cache HZBIFHI N BV AL R W user AUACHS H B R T 3% b 55 . -

u8 result;

result = *(volatile u16*)0x40000; //f5 %1 =21 flash
u8 data = Ox5A;

flash_write_page(0x40000, 1, &data );

result = *(volatile u16*)0x40000; //f5% 21 flash
if(result = Ox5A){ ..... }

flash Hblik 0x40000 Ab Ak 2 Oxff, 25 1 IREEFW result N Oxff, RJG5 AN
Ox5A, FRE 25 2 KGRI MIME /2 Ox5A, (HSZPRFEF LS 45 ik 2 oxff, 2
M cache B ZFI )5 — IR EAL 45 5

FITUA user BEVER, WK HBUXM 2 U0k A — Mt ik HaX Atk (e S 4 S
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B, FHAERTRE I, {# ] APIflash_read_page KL %4, XA
PR B I 25 A2 M cache BB BTRAFHIME . SO0 S2 8 A IE#f -

u8 result;

flash_read_page(0x40000, 1, &result ); //API 121 flash
u8 data = Ox5A;

flash_write_page(0x40000, 1, &data );

flash_read_page(0x40000, 1, &result ); //API 121 flash
if(result = OX5A){ ..... }

2.1.4 SDK FLASH Z*[d] 14> B

FLASH f7i# {8 5 LA— sector IR/ (4K byte) AFEARFI AL, [KN flash
HIHERR A2 LL sector WAL (HEERBRECH flash_erase_sector) , Hiy [ [F]—FhZE
W5 B 75 B E— A sector BT, AFRFMEIME B 7FELLEA R sector (Bi1k
BEORAE B AR SR A5 R =R ) o FTLAE W user 7EfH H FLASH 17if € (5
SIEAE ARG BIAEANF] sector” BJE
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0x80000
User Data
Area
0x78000
Customed value
0x77000
MAC address
0x76000
Pair&Sec info
0x74000
User Data
Area
0x40000
OTA New bin
storage Area
0x20000
01d Firmware
bin
0x00000

K 2-6 512K FLASH Hhuhik43Be

8x5x & FH 1 Flash &y 512K, R~ FLASH bk 43 Ed, SEBRprfA Bt 5

FCER 2 user 2L T MM BB MEEIT, user A] DUARYE B &5 B LRI Hubk2Ad .
R HERN IR S BC 57 LN B S et bk 4% 11

1.

0x76000~0x76FFF iX > sector f7fif MAC ik, SZFR_ I MAC address 6 /4™ bytes
1FAETE 0x76000 ~0x76005, = byte HJHuhE£7AE 0x76005, 1k byte Hibik A7
f£ 0x76000. EL#I FLASH 0x76000 31| 0x76005 [/ 254K X 0x11 0x22 0x33
0x44 0x55 0x66, H4 MAC address A 0x665544332211.

RN PR B R G2 9BR= i) MAC Hihikke 'S 3] 0x76000 X AN HBE,
A1 SDK AHXS . an 5 user 75 BAZHUX /M bk, 1EH ARG F REURS M HLHE
VBTN IE . SDK H17E user_init BR%HL 22 I\ FLASH [#) CFG_ADR_MAC i
U MAC Hbdik, iXN%7E stack/ble/blt_config.h B &SR] .

#ifndef CFG_ADR MAC
#define CFG_ADR_MAC 0x76000
#endif
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2. 0x77000~0x77fff iX ™ sector f71i#% telink MCU 75 A UE EHIE E . REXHES
S BB “AE2RE BIAEAE sector” HJEN], $#41X/™ sector 4096
bytes %85} 64 bytes Xl 73 WA I, BN/ —RBRAEFE. &K
EAS BT LURAE Rl — A~ sector, &AM HE(S B AR TG B Joesk (i A2 Hrps 2%
Mk, SZBR firmware fEISATH RS BRHERE S, MARTEE, BA
VLR BRI A

1) ZH— 64bytes fHEMMEES B, SLPRRAEE R A —1 byte, fFBTE
0x77000.,

2) A 64bytes: PN Telink £ —4R ICRF 5 24 TP AEALHE, Fr LLX M
B RAE A TP EAHEE - 11T 8x5x IC | RF SR H —RI&it 5, AN
T2 TP RUEX AP, LA 2 A HEE TP iR, (HiXAMr BT
SRIER T E—Aic Bt

3) = 64bytes FRAZEAEHNIE 32k crystal ARG, S5 ZEIIA.
5 AN B R AR T BE 2 R v B E

3. 0x74000 ~ Ox75FFF iX 4™ sector #% BLE Wrd Ak R %0 5, FSRAZAEEC T A D
B H L user WA LIMEIX AN sector AN E, size [ 52 NP sector 8K,
ToiFAES, B LR A R T BR BUE S 6 s {5 BARAE ) de k-

void bls_smp_configParingSecuritylnfoStorageAddr (int addr);

4. 0x00000 ~ Ox3FFFF 256K 2% [a] ERIAAE MR 25 7]

0x00000 ~ Ox1FFFF ;j\: 128K 7'\3 Firmware T?ﬁ%%flﬂ, 0x20000 ~ Ox3FFFF 128K j\]
OTA B It 724387 Firmware (23 [6], B S7£rE: K Firmware 25624 128K,

5 BRIA) 128K 2 7 22 [BI X user SR KK, T user Ay B2 7 0x00000~0x3FFFF
DX 45 L Pt — 86 2 (AR AR N B A7 25 18], P B B4R 4L T ARG APL, 12
o5 LS T OTA 2515 (I E4H T B o

5. I ARH FLASH 451 43815 H9 user HOBCHR 1725 .
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2.2 FBRERER

2.2.1 System clock & System Timer

AGiHTEP (system clock) & MCU $HATHE 7 1S 86

RGEN# (System Timer) J2— P HRBLHER &8, 4 BLE WIS Rzl fe
I IA) e, RISt AT L3R kg FH P A H

7 Telink _E—4% 1C(826x &%) I, System Timer FJHS &1 KJH T system clock,
1M 8x5x IC I, System Timer £ system clock /&7 70 FF . 401 N 7R, System
Timer & H1414B 24M Crystal Oscillator 22 3/2 43453 3] 16M.

Doubler ——48M-—» 3/2 32M
Divider =~
<
=)
< =
RC 2 | FHs K
. ——RC_24M—>»| » G [system clock—»
Oscillator = < e
w 9]
2
Divider
24MH; Crystal pad AM— 3
Oscillator -
3/2 16M

Divider —Syetem Timer—»

K] 2-7 system clock & System Timer

K AT AR 3, system clock A LLHH AN 24M SR TR 3% #3 42 "doubler” L ES £%
A% 48M J5 33 16M. 24M. 32M. 48M 25, iXx— clock FATFR N crystal
clock (1 16M crystal system clock. 24M crystal system clock) ; A PAH 1C PI&E
24M RC Oscillitor 4t ¥ J5 7531 24M RC clock. 32M RC clock. 48M RC clock 2%, iX—
FKIRAMIFR N RC clock (BLE SDK 32 £F RC clock)

7t BLE SDK 1, FRATTHEFZ A crystal clock.

WG 8 B R T AP TRC B system clock, 7EA(%4745 & SYS_CLK_TYPEDEF
S S PRI SR B ) clock BRI T

void clock init(SYS CLK TYPEDEF SYS CLK)

Hi T 8x5x System Timer 5 system clock N—#¢, F P75 17 i McU L &4
R clock f& K UE T system clock i /& System Timer. FATLA system clock A
24M crystal [50S4 T VBT, B system clock 24 24M, 1T System Timer J& 16M.
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1E M app_config.h H system clock LA 25N S mS+ uS HE XU -

#define CLOCK_SYS CLOCK_HZ 24000000

enum {
CLOCK SYS CLOCK 1S = CLOCK_SYS CLOCK_ HZ,
CLOCK _SYS CLOCK 1MS = (CLOCK SYS CLOCK 15 / 1000),
CLOCK _SYS CLOCK 1US = (CLOCK SYS CLOCK 15 / 1000000),

}i

B A IR system clock FEARAEER, 76 BRI clock B, R I
[l CLOCK_SYS_CLOCK_HZ. CLOCK_SYS_CLOCK_1S 4&; ¥:Z 2, i H & Bk
W clock A8 B A FH 1942 DA JUANSE U, Tt B AR R R B0 Y5 A system clock

w PWM IXENH PWM R AR 5 S BB W, B PWM IR B 52 system

clocks

pwm_set cycle and duty(PwMO ID, (ulé6) (1000 * CLOCK SYS CLOCK 1US),
(ule) (500 * CLOCK SYS CLOCK 1US) );

System Timer 2 [l 1) 16M, Pl LA T-1XA> timer, SDK code H & A W1 R 11
HUE KK~ S» mS Al uS.

//system timer clock source is constant 16M, never change
enum {
CLOCK 16M SYS TIMER CLK 1S = 16000000,
CLOCK 16M SYS TIMER CLK 1MS = 16000,
CLOCK 16M SYS TIMER CLK 1US = 16,

}s
SDK H1 LA R JLAS APl # AL BR System Timer AHICH— S84, Fr LA J F)ixX b

API EERT, #ER BRIl crock 16M sys TIMER LK xxx"FJT ERR RIS
[ET8

void sleep us (unsigned long microsec);

unsigned int clock_time (void);

int clock_time_ exceed (unsigned int ref, unsigned int span_us);

#define ClockTime clock time
#define WaitUs sleep us
#define WaitMs (t) sleep us((t)*1000)

i T System Timer J& BLE i1+ {35 4E, SDK A FT45 BLE Hif [ 4H < i 2 B 48
=, (W KB RIPRIER, #2EH”crock 16 sys TIMER cLE xxx"HI77 3.
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2.2.2 System Timer FJ{¥ A

Main BREH cpu_wakeup_init ¥I4G4LTE G5, System Timer B 46 T4,
FH 7 ] L2 EX System Timer tFEESME (fRIFR System Timer tick)

System Timer tick & — NI 80 #An—, AN 32bit, B4 1/16 us fin 1,
B /ME 0x00000000, % AKAH Oxffffffff. System Timer NI & EhKIH%, tick {4 0,
Bl f KAB OFFFEFFFF 35 B0 ETIA] ly: (1/16) us * (2732) Z1%5T 268 S, £ 268 S
System Timer tick #%— &,

MCU FEIZATRE P i FEH system tick A2 {5 1k
System Timer tick 2B AT LLIE T clock_time() R 23845 -

u32 current_tick = clock_time();

% BLE SDK #44~ BLE i} JF #2& 2L T System Timer tick 31T, FEFHHKE
i FIX AN System Timer tick 58 5% Pt AR T, SR Z1HEEE user fi XA
System Timer tick &SI — & fi] 5L ) 5 B A B 4] Wy

BU 2 S — AN ] B R AR A B o B e B 2R R SR T AL, BT
T ARSI, ASBECRIE IR I B SEi PR AR & 1, — M TR 2 R AN 2
FEAETZI S oSBT v
1) Adhiter: BE A u32 BARE, SEEIEIC R 24T System Timer tick.

u32 start_tick = clock_time();  // clock_time()i& [f] System Timer tick 1.

2)  TERERF A AS W 2 10) 24 BT System Timer tick A1 start_tick [ Z{H 2 B8 7
BUERT R EME . R, DORER B, PAT AR ERE, AR YR SE PR
(1) 5 2RI BRI 2% B0E Bh — A I e i .
RV 7 BLE I [E] /9 100 ms, £ 1) 1 & 75 BRI SR .

if( (u32) ( clock_time() - start_tick) > 100 * CLOCK 16M SYS TIMER CLK 1MS)
Tk ZE R4 N u32 BY, fif R T system clock tick A\ OxFFEFFFFE 5] 0 X AN R
IR
SEPR b SDK HOR T R R G B0 R S BRI u32 R @, R4 T a—0
TR, AE R B2/, #a] U 1 e AT 2 1 ) W
if( clock_time_exceed(start_tick, 100 * 1000)) //Z8 —NSHEHAALN us

RERUE, BT 100 FH_y 2005, EAFARINEDT 2685

AN HER . Ik 268 S, R EAEFAF Enih-Eods Ritsedl GXEAS
a4
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RLFHZE]: A SRR (Rt —00 B 2S5, BT B()#RIE.
u32 a_trig_tick;

int a_trig flg=0;

while(1)
{
if(A){
a_trig_tick = clock_time();
a_trig flg=1;
}
if(a_trig_flg &&clock_time_exceed(a_trig_tick,2 *1000 * 1000)){
a_trig flg=0;
B();
}
}
2.3 GPIO ik

GPIO FBR (1) 35 1375 user XHH# drivers/8258/gpio_8258.h.gpio_default_8258.h.
gpio_8258.c JRELME, FrA ACAGHS LATRAS L LI 4t

AR R & B0 A A7 A 3R AR, 1§25 30 (gpio_lookuptable) SKEEfE

2.3.1 GPIO EX

8258 ZJAIh 3L 5 4H 36 ) GPIO, 43 %IA:
GPIO_PAO - GPIO_PA7. GPIO_PBO - GPIO_PB7. GPIO_PCO - GPIO_PC7
GPIO_PDO - GPIO_PD7. GPIO_PEO - GPIO_PE3

VERZ: IC [ core B # 21X 36 ™ GPIO, {HEAKRES 5 1C 1A [F) 25 34
I, AT BEA L GPIO F A B k. B LE A GPI0 i BA 1€ SRR 2 k1) GPIO
RO UE .

R HREAEH GPIO I, WA ETRHS0E X VEE I
drivers/8258/gpio_8258.h.
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1)

2)

3)

7 > GPIO LUBURRIR, TR

MSPI ] 4 I~ GPIO, 1X 4 1~ GPIO J& MCU Rk & spl gk, HTiE
flash 4715, L HIERIAA spi R4S, user ACEARBEIRIEEA], BT R AR BEREA
XA~ 4 /> GPIO Jy PEO. PE1. PE2. PE3.

SWS(Single Wire Slave), H T debug #1525 firmware, I HLERIA N SWSIRES,
FE - — M AMEH - 8x5x 1] SWS & I A PA7.

DM #1 DP, FHLERINN GPIO RA . 2475 % USB ThfekS, DM A DP 75 2 4d A ;
MORTEEE USB 1), R LAEA GPIO f#ifH . 8x5x ) DM, DP & I’ PAS. PA6.

2.3.2 GPIO IRETEHI

1)

2)

3)

4)

KRB 2T R RIEAN GPI0 IRE

func(ThREERLE : FFIAThREE/— MK GPIO), W75 ZAH A4 A i Thae, FRECEN
— % GPIO.

void gpio_set func(GPIO PinTypeDef pin, GPIO FuncTypeDef func);

pin N GPIO & X, PLF—FE. func Ai%EFE AS_GPIO B ILAMERIR I RE

ie(input enable): i A\ f#ifiE

void gpio_set input_en (GPIO PinTypeDef pin, unsigned int value);

value: 1 1 0 435|327~ enable fll disable .

datai (data input): 4FIAMFREFT IS, Z{E 84 HZ% GPIO E BT, H
TS L

unsigned int gpio_read(GPIO PinTypeDef pin);

BERMRHEER EE Y 0; BRI E, REEE 0 KME. XREARFER, 3
PR E P, R EMEAER 1, &R 0 HIE.

FrUFERF . AREMI AL if( gpio_read(GPIO_PAO) == 1) 5%, HHIE{HH
JiFERE R R FE DU AL, B S R 1A 0 PR L

if( !gpio_read(GPIO_PAQ)) //HIWi =i {kH T

oe(output enable): #iH i fE

void gpio_set output_en (GPIO PinTypeDef pin, unsigned int value);

value 1 F1 0 73 7% 7~ enable F1 disable.
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5) dataO (data output): 4HHFREFT RS, Z{EA 1t S, 8o ik
HF

void gpio_write (GPIO PinTypeDef pin, unsigned int value)

6) WHEBEL E FHBEHRE: A 1M Efi. 10K i, 100K 7 3 Pl e fH,
A E FPIRASE 4 B am EFi. 10K _Edi. 100K FHifl float SR .

void gpio_setup up down resistor( GPIO PinTypeDef gpio,
GPIO PullTypeDef up_ down);

up_down HPYFHAC & -

typedef enum {
PM PIN UP DOWN FLOAT = 0,
PM PIN PULLUP 1M =1,
PM PIN PULLDOWN 100K =
PM PIN PULLUP 10K =

}GPIO_PullTypeDef;

7f deepsleep F1 deepsleep retention JR# T, GPIO 14 A HPIR A& A HB K RL,
R AU o L BEATY SR A 20

GPIO Fic & I FH 25451«
1) Kf GPIO_PA4 BC E WM A, JF T
gpio_set_func(GPIO_PA4, AS_GPIO); //PA4 kil GPIO Thfie, Wl LIALE
gpio_set_input_en(GPIO_PA4, 0);
gpio_set_output_en(GPIO_PA4, 1);
gpio_write(GPIO_PA4,1)

2) #f GPIO_PC6 FLE VRIS, FIWE SRR, FEITE L8, Bk float
HLP- R R o

gpio_set_func(GPIO_PC6, AS_GPIO); //PC6 BRI\ A GPIO Thig, W LIAN &
gpio_setup_up_down_resistor(GPIO_PC6, PM_PIN_PULLUP_10K);
gpio_set_input_en(GPIO_PCs6, 1)

gpio_set_output_en(GPIO_PC6, 0);
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if(Igpio_read(GPIO_PC6)){ // & K1

3) ¥ PAS. PA6 JHIfC B A% USB IfE.
gpio_set_func(GPIO_PA5, AS _USB);
gpio_set_func(GPIO_PA6, AS_USB) ;
gpio_set_input_en(GPIO_PA5, 1);
gpio_set_input_en(GPIO_PA®6, 1);

2.3.3 GPIO HI¥ItE4k
main.c i ] gpio_init B#, 285 R T MSPI 4 4~ GPIO PLARMF HiAth 32 4~ GPIO
[PIARAS HAT LH A — i

4 1 app_config.h H A E GPIO S8, XK KA 10 VItE
WRENIRES . 32 4> GPIO BRUVIRZS Jy:

1) func
B 7 sws , HAhEN—f GPIO R .
2) e
Br 7 SWS ERIA ie v 1, HABPTAT I GPIO RN ie 7y 0.
3) oe
ZHN 0.
4) dataO
ZHN 0,
5) PEF_LTHy R P E
2N float.

L V% ES I drivers/8258/ gpio_8258.h. drivers/8258/
gpio_default_8258.h,
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WA app_config.h FE L E B A JLAS GPIO FPIRFAS, H4 gpio_init
B AN A T BRJOIR A, T 248 Y 4E app_config.h Bt & KPR . JRAE gpio
FIER YIRS 2R FoR K, X518 (DL PAO Y ie ABID -
#ifndef PAO0 INPUT ENABLE

#define PAO_INPUT ENABLE 1
#endif

=41 app_config H R LR AT E SR L%, IXERT0 AN A48 T DL EIXRRERIA
fH

7t app_config.h HECE GPIO IR LN (LA PAD NI -

1) PAcHE func:  #define PAO_FUNC AS_GPIO
2) M ie: #tdefine PAO_INPUT_ENABLE 1
3) Mil® oe:  #define PAO_OUTPUT_ENABLE 0
4) TCE dataO: #define PAO_DATA_OUT 0
5) FCE N ETHIHRE:
#define PULL_WAKEUP_SRC_PAO PM_PIN_UP_DOWN_FLOAT

GPIO FIHIAAML L4 -

1) WLARAT/E app_config.h HH5E X GPIO MIIUHIRAS, 7E gpio_init F1F LA E

2) AILLAE user_init PR ECHIETTE GPIO IR K £ (gpio_set_input_en &5) LA
JE 5

3) AT LMEH L ERF T SR #E app_config.h FREERTE X —L8, gpio_init
IOUARAT, £E user_init F1i%5E B Ak,

TER: fE app._config.h F15E XA user_init F14% 5 [7]—> GPIO HIFHEASRE N
ANFEIWHER, RAEFET I EHATINT, H&ZLL user_init H ik & itk

gpio_init BRE LI R, anaRes_init_en A YL iE 0L R 47 H BH A 75 4
L
WH.
void gpio_init(int anaRes init en)
{
// gpio digital status setting
if (anaRes_init en) {

gpio_analog resistance init();
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S 2% RS G AR SRR BRI Al A, 58] GPIO #L4EL b R 47 L PH I 25 A7 %
7t deepsleep retention HA[A]2& AT DARFF AN ELET, LA GPIO B8l BT hv HLBH I
IR HELE deepsleep retention mode F#E4ERF(T: .

T #ifx deepsleep retention Mifi 2 5 GPIO F4UL_F i L BH RS A9 2L
AZ, 1E gpio_init BTG EHIW AT /2 75 4% deepsleep retention wake_up, HR#HIXA™
IRAS 215 E anaRes_init_en FME, W N code FTs:

int deepRetWakeUp = pm is MCU deepRetentionWakeup();

gpio_init ( !deepRetWakeUp );

2.3.4 GPIO I IRESTE deepsleep retention mode ZK3K

A AH GPIO RATERH, B 7B fir FRBH 2 B AR AT A7 45 (analog

register) 12, HABFTA FPIRA (func. ie. oe. dataO &%) #S B 73 172
(digital register) = #llf].

S RS JE HARIIAEE H AN H ] A1, deepsleep retention #A] AT F digital
register PR K .

7£ Telink F—4% 826x %% IC I, suspend A 7] LA gpio output Fef5: il —
LB A 1% 4%, (HF)] T 8x5x U suspend #1144 deepsleep retention mode /& »
gpio output KA KA, ToVEAE sleep S 1] HE fiff 1 42 1 #1 EE 1% 4% - LE B BT LUAS FH GPIO
R B EEBH PR RARE S B4 10K 8% gpio output high, 47 100K
X% gpio output low.
VEE: deepsleep retention #[A] 1 GPIO IR HIAEAFT H Ldy iM (_EdiH KT
R b H R veC R —28) o 54k, b4y 10K M A EAH Pco~PCT (1)
47 10K (#£ deepsleep retention wake_up B 5N R K ES, F2AEHD
HAth GPIO =47 10K A2 1T LA 6

2.3.5 FCE sws _Lhifhik3EHl

Telink T4 1) MCU #14# F SWS Csingle wire slave) R FIBERFE . fEiK
N ACES |, SWS XA pin KRS A
1) function %N SWS, IF GPIO.
2) ie=1, W47 input enable I}, A R LAUCE] EVK K& Far 4, FRAEAE MCU.
3) HALKIEIE: oe. dataO # A 0.
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PNLL EARE TG, AT AREI 20 EVK OBRAE a2, B RIS sk — AN U
MELA RGN IR SR [ F IR (AR IB LA, kR LR AT BE 2 R B HR
100mA) , Elajt SWS 4T float JIRAS, PIRES LR — MR BIEHE, 1% LLNE EVK
KRS, EXAER AT Tﬁ%%«‘%ﬁzh?&?ﬁ

fife e b T 1) RN T2, F SWS 1 float IRASE U B, B
B AM PR AR

8x5x ) SWS F1 GPIO_PA7 &, 7F drivers/8258/gpio_default_8258.h H# PA7
1) 1M _Efr R R AT
#ifndef PULL WAKEUP SRC PA7
#define PULL_WAKEUP SRC_PA7 PM_PIN PULLUP 1M //sws pullup

#endif
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3 BLE Bt
3.1 BLE SDK ZK{h-Z2Hy

3.1.1 #HR#E BLE SDK 3R{:284H
M8 BLE spec, —ANEUEARAER BLE SDK ZEM) U0 R E AT 78

Application

App

Profile 1 Profile 2 <o Profile n

g

Generic Access Profile

Generic Attribute Profile

Host

Attribute Protocol Security Manager

Logical Link Control and Adaption Protocol

HCI

Link Layer Controller

Physical Layer

I 3-1 BLE SDK FrifEZusy

1 _F B 4889, BLE WA 4N Host A1 Controller PB4 -

Controller £} BLE JEEJZ 1Y, FE Physical Layer (PHY) F Link Layer (LL) -
Host Controller Interface (HCI) 7& Controller 5 Host HME—id 5% 11, Controller
55 Host AT A I 20s <2 B A 1208 T 58 B

Host /4 BLE _LJE3, ¥ 6 Logic Link Control and Adaption Protocol

(L2CAP) . Attribute Protocol (ATT) . Security Manager Protocol (SMP) , Profile
£,4% Generic Access Profile (GAP) . Generic Attribute Profile (GATT) .
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NHJZE (APP) 5 user H CUFH I N FARIS AN % Fh service X N[ Profile,
user JH 1T GAP 4% Hi1J7 7] Host.

Host i id HCI 5 Controller 52 IEAZ ., W1 F BTN,

BLE Host
HCI (} HCI
cmd data
HCI
HCI HCI
data event

BLE Controller

K 3-2 Host 1 Controller [¥] HCI Zi#= 4 H.

1) BLE Host J#id HCl emd K#:/E 1% & Controller, 1XYE HCI emd X WA 55 Ji5 1] 4
FA4HI) controller AP,

2) Controller #id HCI [7] host 4% Fl HCl event, A 2 AR A

3) Host B 75 B K IE A J7 e W EE 85T HCl /%1% 3 Controller, Controller #4
BAE H 3 F 3 Physical Layer #E1T K 1%

4) Controller £ Physical Layer Y 3| ¥ RF £, ZeHIWT 2 )& T Link Layer %35
A& Host B : IR 2 Link Layer F950dE, BEHEACEREIE; WH & Host
RO, LR HCL s BE 4% 21 Host .

3.1.2 Telink BLE SDK % /42844

3.1.2.1 Telink BLE controller

Telink BLE SDK SZ£FFrif: ] BLE controller, f4FE HCI. PHY (Physical Layer)
LL Clink layer) o

Telink BLE SDK % Link Layer [ TR AR #EIR 75 (standby . advertising . scanning.
initiating. connection) , conneciton tRZ: T K Slave role Fll Master role 14837 £F.
H 71 Slave role A1 Master role #[ - /& single connection, B[l Link Layer X fE4Efr—

NiER:, VLRI 21 Slave/Master 58 Slave i1 Master [A]IsFAE4E .
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N—

SDK _|[f] 8258 hci 72 —“|™ BLE slave [¥] controller, 51 5340—/~18417 BLE
Host ] MCU P AR/ —MRAHER BLE Slave 548, ZRMJEIMIT .

BLE

Other MCU Host
UART/USB
|
HCI

| BLE

Link Layer Controller
Physical Layer

K] 3-3 8258 hci 444

Link Layer connection JRZS A i 32 #F single connection f#] Slave 1 Master,
2 8258 hci SEFR AT PLYE A BLE master controller fii F, {HSEZBRXTF— BLE host
BATERE RS (U0 linux/android) ki, FA—3i%EHEK] Master controller R
BB — NS, SR A = LT, Fr bl SDK 7 8258 hei F 3% A1 master role
HIRIaE A 2

3.1.2.2 Telink BLE slave

Telink BLE SDK fF BLE host .=, R %} Slave #5343 stack 5475 X T Master
TeiEM R 52 43 FF, KA SDP (service discovery) KE 4.

2 user 7 EAE HFRYER BLE slave I, Telink BLE SDK iz4T Host (slave #43)
+ HERT Controller, SEBRIBIMSUAR ZEAA 25 b TH bR A (1) 45 16 il — Lo a1 Ab 22,
fE153/S SDK ) RGU RIS (45 sram. ISATH A, THAESS) #/)N, HZEH
W RE AT, SDK 4 8258 ble sample. 8258 remote. 8258 module #l A& 3 Ti% 48
o
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Application
A
| G | (s | | Bas | japro| [ oma | e Profile bp
1
|| Generic Access Profile || |
Generic Attribute Profile Host
‘ i ‘ BLE
‘Attribute Protocol‘ ‘ Security Manager‘ StaCk
i3
‘ Logical Link Control and Adaption Protocol ‘
| [
| HCT |
@ N Power
‘ Link Layer }C:> Controller
Management
I
‘ Physical Layer K:

3-4 Telink BLE slave 2244

HR SO TSk BT BB 28 B2 user B DL &P 8E COREAE KR, &
et user APl T ET K RN R SE N BIR S ., user LiEE 5.

Controller #i4; HCI /398725 Host &S F: 10 ORI L2CAP JEXHE) , H
AREME—FE O, APP N HEWM AT LE#:Y Link Layer BHATH#E < H.. Power
Management (PM) {RIJFEE P B uH WHR 2 Link layer, A ZAT LU A Pm AH
R AT DhFEE B I E

ZIERIR, MHEE Host AR AZ B AT GAP K5 42, Bh kst
ATT. SMP Fl L2CAP #$2AL T Ao 0, WTRAFINH 2 B3 H. {Hi& Host I
HFEE @ GAP EMMNHEAL ..

Host /Z LA Attribute Protocol N34, SEHL T Generic Attribute Profile (GATT) .
N EHET GATT, & X user H CL7FE 1% F profile I service. 1% BLE SDK demo
code #AEJLANFEAN profile, fUF5 HIDS. BAS. AUDIO. OTA %%,

T2 T IX AN SRR 8x5x BLE PSR & 8l ol — LI AR N 41, FFE % 2
) user API.

H:A Physical Layer 584 Hi Link Layer #&5iil], HAFZENHETMNZYS, X
A A

H IR Host 5 Controller B8 70 B8 28 B4 & 5 HCI R 58K, 1B A HS /& Host
A Controller hilAk5E, MHEZEILTFASY, RFHEEL L2CAP EiFM HC Bk
B 8 AL BE R B AT 17, BT AT HCl 30 A48
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3.1.2.3 Telink BLE master

Telink BLE master [{JS2HL 5 RAN[E T Slave, SDK _FHEAEFRAER controller 23
3 library H1f, {HLE app 29I host F1 user [ L) application, 1K &I~

Application

I

Host
GAP App
SDP
SMP ATT (simple
reference)

L2CAP

HCI

Link Layer Controller

Physical Layer

K 3-5 Telink BLE master Z8#)

SDK H* 8258 master kma dongle . demo code J&& T iZ 22452, host
JEHARHD JUF-#R7E app HFSEEL T, SDK HRAESFPFRHE R interface fit user 2258k

App ZH I T ARHERT 12cap att ZERIALEE, 7E SMP H 0 R R T B FEA)
just work 773, 8258 master kma dongle BRI\ SMP ;& disable ], 5% user H
FIHIZA %A HE enbale SMP. H1T SMP FISZELLL#E 4%, FAKH) code SEHLIE &
BHEETE library HLH, app 2 R 7 B A CH] interface BT, user 422
BLE_HOST_SMP_ENABLE B[R]k 2| AT 45 ) code ALFE,

#define BLE_HOST SMP_ENABLE 0
//1 for standard security management,

// 0 for telink referenced paring&bonding(no security)
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SDP /& B 2 [1IB4), Telink BLE master N HEFRAEN] SDP, HEGH T —AM
B2, X} 8258 remote [ service discovery. 8258 master kma dongle ZA1A
% simple reference SDP & +T JF 1,

#define BLE_HOST_SIMPLE_SDP_ENABLE 1 //simple service discovery

SDK $&HEFT A 1Y service discovery fHoC ATT #AE PR interface, user 7] LA
2% 8258 remote [ service discovery 2= SZHl H C.I¥) service discovery, ¥
BLE_HOST_SIMPLE_SDP_ENABLE disable, f# JH 1 slave Z)5E #F /] service ATT handle
KSR U 4]

Telink BLE master £~ 3Z#F Power Management, [K 9% Link Layer Ff] scannning
F1 connection master role ¥ A il suspend b,

3.2 BLE controller

3.2.1 BLE controller T4

BLE controller £.%F Physical Layer. Link Layer. HCI I Power Management.

Telink BLE SDK X Physical Layer (XJ5 driver SCAFH T rf_drv.h B ¢ X)) 58
SR library H1, user NFEE T fi#. Power Management B £E A SCRY 5 I H &=
TR A, AE AR, AMOEE A E.

AF A4 Link Layer 1 HCl, H T HClI 2 E & interface, JLSZHLINAE
SN T H-AE Link Layer FI3REX Link Layer HO%E, A DLEE SVELHAN 4 Link layer,
FELEAT4A Link Layer AT APl 3 F2H X HCI AH K interface ——Hii&

3.2.2 Link Layer JRZ&H]

NN BLE spec H' Link Layer IR .
W25 B2 M (Core_v5.0) (Vol 6/Part B/1.1 “LINK LAYER STATES”).
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T
| Scanning |

=
AN

| Advertising I|-1—I\--| Standby :|-1—I-| Initiating |
/

N \I,/ N

| Connection |a——
I

/

K] 3-6 State diagram of the Link Layer state machine in BLE Spec

Telink BLE SDK Link Layer IR &ML R B R

Advertising initiating

Master
role

Power
Management

i 3-7 Telink Link Layer state machine

Telink BLE SDK Link Layer R HLFN BLE spec & X [K—F, G 5 FEEARS:
Idle (Standby) . Scanning. Advertising. Initiating. Connection. } Conneciton

IRZ[X 43N Slave Role i1 Master Role.
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FHSCRY AT T libary /41, B RTI Slave Role Fll Master Role #i /& 3E T single
connection 1511, Slave Role EkiL°A single connection [J; Master Role H B #{Ht
[’ single connection [, {HH T K224t multi connection 1, FrlAX B 4N
Master role single conection, F1 K[ Mater Role multi connection 1EIX 77 .

AR Slave Role J5 IR N Conn state Slave role B,
ConnSlaveRole/Connection Slave Role B%{4 5 & ConnSlaveRole

AR F Master Role J5 [ #7N Conn state Master role Y
ConnMasterRole/Connection Master Role 5% {#] 5 & ConnMasterRole

K+ Power Management JEANE LL I —FiRES, T2 Dheetidh, R
SDK A %} Advertising 1 Connection Slave Role 4T T K IhFEALFE; Idle state U1
FHERIIFE, user (ENFE A API AT LLSE Ak HiAh LA™ state, SDK ¥% A i
RIIFEE L, user WICVALEN H ESLHUR IhFE.

FF FT 5 FOIRAS, stack/ble/ll/ILh B SCTIRSHL M4 . Hrp
ConnSlaveRole F1 ConnMasterRole H IR A5 44 %K /& BLS_LINK_STATE_CONN.

//ble link layer state

#define BLS_LINK STATE IDLE 0

#define BLS_LINK_STATE_ADV BIT (0)
#define BLS_LINK_ STATE_SCAN BIT (1)
#define BLS_LINK STATE INIT BIT (2)
#define BLS_LINK STATE_CONN BIT (3)

Link Layer JRAHLA VI HAE BLE stack JiK)JZ H B8, Frbh user FENH Z T
EFABUCRES, REERIPCYEPIRES, A~ ApL IR, SR [EHE N BT 5 MeRES
HR 1 Rl

us8 blc_11 getCurrentState (void);

3.2.3 Link Layer JREHVIHE R
3.2.3.1 Link Layer IRESHLYILE4L

Telink BLE SDK Link Layer 52 B/ L FrFT A IRES, (HAR DR RWE, &—
RS ERE 2 O — B, BRONIEIL N R &L AR Idle B, user i R
P LB R A CRIRSHLA S, AWM RPN . il user 75 ZL 1)
FH 72 BLE slave, B4 R F RN Advertising £ F1 ConnSlaveRole gt al LT,
F T 1] Scanning/Initiating SEARHL I A #E FC B 3k XA B BETHI B 2 148 code
size fll ramcode, A7 ZAH FH FPRES IAH CABSAS 2k g B 13K

MCU FI#RTIaAL & A, APL TR -

void blc_11 initBasicMCU (void);
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Idle BEERFER N APL IR, IXASZALZN), BT 1K BLE 3 &R 75 S 164K .

void blc_11 initStandby module (u8 *public adr);

HoAth JLAMIRZS (Scanning. Advertising. Initiating. Slave Role. Master Role Single
Connection) XJRAEERFIHT4640 API 73 50 R

void blc_11 initAdvertising module (u8 *public adr);
void blc_11 initScanning module (u8 *public adr);
void blc_11 initInitiating module (void) ;

void blc_11 initConnection_module (void) ;

void blc_11 initSlaveRole module (void);

void blc_11 initMasterRoleSingleConn_module (void) ;

I API #1522 public_adr #F /2 BLE public mac address HJ$5%1 -

void blc_11 initConnection_module (void) ;

T W15 masterfllslave £ F ffimodule

User il DL EJLAS API 22t &40 & Link Layer IRSHL, FHESS HJLAF H K
AT RO R B 3 5, (EA R T UL R J LR G, user ITLAEATRCE A A -

3.2.3.2 Idle + Advtersing

bls 11 setAdvEnable (0)
Advertising| T Idle

bls 11 setAdvEnable (1)

3-8 Idle + Advertising

R, RWJiE1L 1dle A1 Advertising #5i, fif F 3 A H Advertising Tf)
RESCILIY S W beacon &5, HRJ7 A #E M= G E o
Link Layer JRZHLBLHA) 4540 ARHD A -

u8 tbl mac [6] = {... b
blc 11 initBasicMCU();
blc 11 initStandby module (tbl mac) ;
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blc 11 initAdvertising module (tbl mac) ;

75 Kite BLE SDK FFR IR

Idle 1 Advertising IRAS ) HeidE i bls_|I_setAdvEnable SRSZH,
3.2.3.3 Idle + Scannning

blc 11 setScanEnable (1, x)
ble 11 setScanEnable (0, x)

3-9 Idle + Scanning

EEFR, RAIE dle Al Scanning B, {3 B EEAK) Scanning T fiESE
B beacon &5/ i) R AE B IS AL -
Link Layer REAHLEERAIZEHACHD N -
u8 tbl mac [6] = {...};
blc 11 initBasicMCU() ;
blc 11 initStandby module (tbl mac) ;
blc_1ll initScanning module( tbl mac);

IdleFlIScanning IR A V) id i blc_I1_setScanEnable K21 .
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3.2.3.4 Idle + Advtersing + ConnSlaveRole

bls 11 setAdvEnable (0)
Advertising| Agj Idle

bls 11 setAdvEnable (1)

Connection
Slave role

3-10 BLE slave LL state

FEFTR N —ANFEAR ) BLE slave N Link Layer R4 A, SDK H 8258
hci/8258 ble sample/8258 remote/8258 module #B/& 5 T1ZIRSHLA S .
Link Layer tRZSHURIRWI GRS A -

u8 tbl mac [6] = {... }s

blc 11 initBasicMCU() ;

blc 11 initStandby module (tbl mac) ;

blc 11 initAdvertising module (tbl mac) ;
blc 11 initConnection module() ;

blc 11 initSlaveRole module();

WIREHAE T, IRELRHIMIRIT

1) 8x5x MCU FHiJ5, i3 Idle state. Idle state i/l adv Enable, Link Layer Y4
FI| Advertising State; adv Disable i, [A]3] Idle state.

Adv Enable Fi1 Disable i3 T APl bls_ll_setAdvEnable 3%l

T HLG, Link layer BRAAE T Idle IRZS , — M 75 Z24E user_init L IHKF Adv Enable,
# N\ Advertising state.
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2)

3)

4)

Link Layer 4T Idle state I}, Physical Layer ANHEATAFAT RF AHICENE, AU
WA KA
Link Layer #bT- Advertising state i, 7£) #& channel L RIET #f. # master

MR #EAL, JF&I% conneciton request, Link Layer Y ZiX /™ connection
request J&, WM S %ERL, Link Layer #E A ConnSlaveRole.

Link Layer 4bF ConnSlaveRole i, H = Ff i . 2> [0 2] Idle State B ¥ Advertising
state:

a) master [A] slave &i% terminate 7%, WiHFi&EHz. slave 2 terminate 7y
4>, iBH ConnSlaveRole.

b) slave [f] master /& i% terminate 774, EaW &z, I H ConnSlaveRole.
c) slave ] RF IS0 57 B master K57, S slave KB [H A 241,

fili /% BLE F¥J connection supervision timeout, iEH ConnSlaveRole.

Link layer f*] ConnSlaveRole iE 1% state i, #R¥E Adv & 75 8% Enable Y] 214
[F] state: #7 Adv # enable, Link Layer E5;#7[A I Advertising state; 7 Adv
Disable, Link Layer [F]%l] Idle state. Adv 4k Enable 534 Disable H{#t T user
16N E 5 — R A bls_Il_setAdvEnable s 15 & FI1H .

3.2.3.5 Idle + Scannning + Initiating + ConnMasterRole

ble 11 _setScanEnable (1, x)

blc_ 11 setScanEnable (0, x)

blc_11 createConnection

Idle L

create connection timeout

Connection
Master role
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3-11 BLE master LL state

BRI AN [ BLE master BT Link Layer tRZSHLAL /&, SDK 1 8258
master kma dongle ;&3 T1ZIRSHLAH S . Link Layer RSV B 1G4 ARAE N -
u8 tbl mac [6] = {...};
blc 11 initBasicMCU() ;
blc 11 initStandby module (tbl mac);
blc 11 initScanning module( tbl mac);
blc 11 initInitiating module() ;
blc 11 initConnection module() ;

blc 11 initMasterRoleSingleConn module () ;

ZIREVAHE T, WS HHRWT .

1) 8x5x MCU L Hif5, #fA Idle state. Idle state B Scan Enable, Link Layer 1]
#:51 Scanning State; 7E Scanning State I Scan Disable I}, [A]%] Idle state.
Scan Enable F1 Disable i# it API blc_Il_setScanEnable >4l .

FHLS, Link layer ZRIAALT 1dle state, —f& 7 ZE7E user_init HLE Scan
Enable, # A Scanning state.

Link Layer 4T Scanning state i, 2% Scan Z[1) adv packet JHidt event
“HCI_SUB_EVT_LE_ADVERTISING REPORT” report £ BLE host.

2) Link Layer 7] LL7E Idle state Fil Scanning state i# it API blc_II_createConnection
fil & HEN Initiating states

blc_Il_createConnection f8 & T 75 BL&ERE M — £ 4> BLE %451 mac
address. Link Layer £ Initiating state J5 N7 Scan $8 5€ ) BLE % 4%, EURLE)
AN TEH ) R IZEF2 ) adv packet J& & 1% connection request F:i7E A
ConnMasterRole. #77E—ENTH] N Initiating state Y% Scan 245 & ¥) BLE 1%
%, TIEKEERE, B2k create connection timeout, ELHT[F] F Idle State
3 Scanning state.

T EFE B/ Initiating state 7] LA Idle state F1 Scanning state A\ (8258
master kma dongle }Ji /& M Scanning state E.#%3t A\ ), create connection timeout
J5i [8] 2] create connection Z Hif [ Idle State B%3% Scanning state.

3) Link Layer 4T ConnMasterRole i, A =F1E #2013 Idle State:

a) slave [7] master &% terminate f7%, WifFi&EHE. master I3 terminate
4, 1B ConnMasterRoles

b) master [1] slave /1% terminate 1%, E AW %z, 1B H ConnMasterRole.
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c) master ] RF Il 577 B slave KA, T2 master KB [RBCA 24,

fill /% BLE [ connection supervision timeout, iEH ConnMasterRole.

Link layer [f] ConnMasterRole iB 1% state i}, HAERIF)] Idle state. 5 75 24k
2 Scan HIH L AUE A APl blc_Il_setScanEnable % & Link Layer £ {3t
Scanning state.

3.2.4 Link Layer BfFE

2541% BLE SDK 1 irq_handler A1 main_loop K14 B Link layer 7E &R &1 T
YER T o

_attribute ram code void irq handler (void)

—_~

irg blt sdk handler ();

void main loop (void)

{
/1177777777777 777777/7 BLE entxy ////////777777/7777777/77/777
blt sdk main loop();
L1170 77777777777 BToentxey [////7/ 70707000

BLE entry #i43 blt_sdk_main_loop BRI 57 ALHE BLE PSR AH IC B 24 A =
. Ul entry J& user 5 H T A FI T

3.2.4.1 Idle state B}J%

24 Link Layer 4T Idle state i, Link Layer 11 Physical Layer Y& 14 55 2 kb
H, blt_sdk_main_loop BRETERAENE, WA AR R, 7T LIS Ul
entry (54 7 24> main_loop I,
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3.2.4.2 Advertising state i /¥

chn 37 chn 38 chn 39 ‘

TX ‘ RX TX ‘ RX TX ‘ RX

Adv event ‘ UT task/sleep Adv event UI task/sleep

|
|
Adv interval ——— :
I
I

] 3-12 Advertising State HJJ7

Advertising state IS/ B0 EFf7x. & — adv interval IS [8] N Link Layer fiili &
—> Adv event. —/NMHLHL ) 3 4N adv channel #B & £L1F] Adv event £37E channel 37.
38, 39 FHKIE AT BRI R ABCEARE, F4F master
AIREMI A AL, [ PR — A SE scan request, WEIX AN G B & 1%E—4 scan
response EN[EIE; H— & connect reqeust, WX /MG Al master &7 ble %
%, #E Connection state Slave Role.

user 7E main_loop ] Ul entry 843 1) code $iAT 7L EH Bz Ul
task/suspend FB7 AT, X 4B A A EE AT AR SR Ul task, W1 SR 75 EUR IhFER
i, ALK 2 A& A FSK sleep(suspend/deepsleep retention) DAL TN FE

fE Advertising state, blt_sdk_main_loop BREEA KL EAFHKMES, HA2fm
RIVAER Adv AHORE LA BT S F, B4
BLT_EV_FLAG_ADV_DURATION_TIMEOUT. BLT_EV_FLAG_SCAN_RSP.
BLT_EV_FLAG_CONNECT %,

3.2.4.3 Scanning state B /%

t«———— Scanning/Ul task ——————|«———— Scanning/Ul task ———— = f+———— Scanning/Ul task —————

|
Scan interval ———»!
|

Channel 37 Channel 38 Channel 39

¥ 3-13 Scanning state I} /7
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Scanning state B 7 41 _E AT 78, Scan interval 42 FH API blc_Il_setScanParameter
WH . % Scan interval X —* channel #HATIEL, %A ¥ Scan window %1t 2
SDK B, fTLA blc_Il_setScanParameter H1 %} Scan window ] B SDK & AN AbFE ]

#F Scan interval Z5 W 5, VJHe 2 N — U] Channel, 463 —%# 1) Scan
interval. ¥4t channel IZN1ER interrupt it &R 11, £ irq F 52 i%aE, HHUT
INEIE S

Scanning interval I, Scan JIRZ PHY JZ2—E AT RXCIRZ, % MCU {4 J: 5K
DS EAE, B AR B timing EREE 45 1 Ul tasko

£ Scan interval U E|IERAH) BLE packet Jio, B WL 56 24746 01 RX fifo
B (XM code A my_fifo_t  blt_rxfifo) , blt_sdk_main_loop BREISHE B K+
RX fifo W2 54 Hdl, W KIIEFR adv Zidlk 2 id event
“HCI_SUB_EVT_LE_ADVERTISING_REPORT” ¥4 report 4 BLE host.

3.2.4.4 Initiating state B /%

te———— Scanning/Ul task —————»|«———— Scanning/Ul task ———|«———— Scanning/Ul task ———|

|«——Scan interval —— !

Channel 37 Channel 38 Channel 39

3-14 Initiating state /7

Initiating state i 7 U1 EAT7~, T Scanning state I 72 —FE1F, A &
Scan interval i API blc_Il_createConnection 1% & . %™ Scan interval ¥f—> channel
AT, #A¥ Scan window 11 %] SDK B, FrLL blc_lI_createConnection 7
XF Scan window )15 & SDK & ANALFRT]

B Scan interval £, VI#E] T —/NUTEHT Channel, T8 —H2H] Scan
interval. V)t channel F)BI{ES interrupt filt & ), 7E irq F 52 BGZsIME, HPUT
B TR) S

Scanning state H BLE controller 4§ £ 1] adv packet report 4+ BLE host, [fj
Initiating state 4~ report adv %5 BLE host, ‘& X #& Scan I/ blc_|I_createConnection

TBEERIW )G, Ki% connection_request JFE 7 i%ERE, SRJ5 Link Layer i#3F A

ConnMasterRole.
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3.2.4.5 Conn state Slave role i %

brx brx brx
%t working 7/
HUI taskﬂ UI task/sleep H Ul taskﬂ UI task/sleep
[ brx ‘ ! brx :
event | ‘ event"l

Conn interval ——m——!

3-15 Conn state Slave role ¥

ConnSlaveRole I FE W1 F 7. 48— conn interval JT& K, Link Layer
BEAT— R BLE ) RF USRI R : SEik PHY HEAUCEIRZS, Uk B master U605 &
ik ack fLIRIE, #H moredata, N4k master BLIFAIR, XA ELFEREIFR
N brx event.

f£1% BLE SDK H, ARIZEAEMF 1 TAESBC, B4 brx i FE 2 3 ANFr B
1) brx start B

2 master KELIIS [RIEREL RIS, 2 system tick irg fifi & #E N\ brx start [t
Bt fEXANFE MCU W B PHY [ BLE IRZSHLHEN b IRZS, T JZ Wi
FSOR BLIIAE R HE S, SRS 1B HHR T irg.

2) brxworking P B

brx start Z5 4 Jm, MCU iBH irq 5, JRZEIFEANREIRE, JFEZhERIK
KO TR, ARERMFEMNSS, SN brx working BBl

3) brx post fr B

R A 5ERUG, brx working 255,  [FIE HH system tick irq it & E N\ A W AT
brx post B B{. X ANHY B3 B E PR URAR HE brx working B Bt IS B 1R X6
BLE ) — S04l AN 7 3R A T AF S IR AL HE

=N B brx start F1 brx post #E A& HH W52 A%, 11 brx working I AN 75
EHAMZY, Ul task T BUIER AT (GEE brx working T EX RX. TX. R4t
E ) 25 A B S A P R R LA A B B2 T LA Ul task 1Y) o brx working B TE] 4,
T T B TR AL, FTLAAREEE sleep(suspend/deepsleep retention).

LA conn interval P FREZ: brx I REAETE], 7T LR RAS Ul task, 25 7 B
THEERIE, A LI 22 4B A FH 5K sleep(suspend/deepsleep retention) LA &K T
#Eo

f£ ConnSlaveRole, blt_sdk_main_loop 75 ZALFE brx i PRI BB E G . brx
working I FEH, SEFRAZTE RX 30 BT irg AR A B iU B ) master 205044
DU R, IXSEEE I 2 Z S A BE, T AW E s S A7 B RX fifo 1 ()
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N code H ] my_fifo_t blt_rxfifo) . blt_sdk_main_loop BRI & A4 RX fifo
Hoe AR, REFHIEN AR,

blt_sdk_main_loop XJ £ € 11 Ab 2 AL 45«

1) FiEOrfEE

2) IR
FEMT G R I JE T master & 45 Link Layer % dr 4, SLRIHAAT Z AN
4, Fs& master K45 Host JZEHE, 2@ HO 422 UK 25048 5 31 L2cAP
JEALH

3.2.4.6 Conn state Master role i)5

btx
working

btx btx
Xm y
HUI taskﬂ UT task ﬂ Ul taskﬂ Ul task
|

I btx
[— —
event |

|
[
Conn interval ——m——————— ;
|

3-16 ConnMasterRole %

ConnMasterRole I /7 B4 E 7R . & —4> conn interval JF UG I %, Link Layer
HEAT— K BLE B RF RWCELIEFR: Jeil PHY #E N R EUIRAS, 1] slave Kik— M )5
LRI ack 5, #f more data, W4kZEM] slave &AL, XANEFEEFRN btx
event.

{E1% BLE SDK 1, MRIZKMBE/F 1 TAESE, B btx 258 3 M B
1) btx start Fr B

2 master LS A PUELRIDRES, £ H system tick irq fil &K 3E A btx start [t

Bt fEXA P E MCU W B PHY (1) BLE IREHLHEN bt IRAS, TR EME/F i

U RUCE A R HE &, SR E IR H BT irq.

2) btx working BB

btx start Z55)5, MCU 1B irq J&, ZBEAFENKERE, FEHIEMK
WL AR, ARERMEMSS, SN btx working BBl

3) btx post FirE%

Wk A5ERUG, btx working 55, [FIFEHE system tick irg filt & 3E N FR T AT
btx post FI B. XA B BRI URAR B btx working By B ISR A 117 0 %)
BLE FY— LU 4 A B 2 BEAT AH SR AL HE
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T =AM BeH btx start 1 btx post #Bs& BT 52, 10 btx working B BeAN T
BB S Y, R Ul task AT PLIEH $UAT .

7E ConnMasterRole, blt_sdk_main_loop 75 22 AbH btx i PRI R 54 . btx
working I FEHT, SEFRETE RX BRI KT irg ACFE AR AR BT master Z3E 45
UK, IXSEEE I A2 Z SR AR ER, T AR A HE 2 A7 B A RX fifo .

blt_sdk_main_loop BRELZ B AF RX fifo He 158 $udiE, W8 $dE a2 4k
., blt_sdk_main_loop X #4k £ i Ab BEALF5 :

1) BEBEREE
2) FES R
FEMT G R B2 JE T slave K45 Link Layer 4l ay 2, LRI #UAT Z A 2,

/& master K25 Host 2R, W8I HC #2 R 2dE £ 21 L2CAP Z4k
B,

3.2.4.7 Conn state Slave role B} 45

ConnSlaveRole, &1~ interval 75 & — " MECRELEAF, a2 LY Brx Event.
8258 SDK H', Brx Event 584x72 HHH Wil (1), Frbh MCU R GE e Ik 75 22— B
FIFF. Witk user 7& Conn state [— S8 (F55 I ()44 H A3 R G e AR b 5G] (HL
WIHERR Flash) , St A% Brx Event #4545, BLE [P PR TRAEELSE, &g
Wr 7t

XX FhiE oL SDK 4 fit 7 —FE LR HLH], ik user J2{5 45 Brx Event EI A
IR BLE BT, user 75 B RSAR B IX AN HLH SR . AHOE APLANTT

int bls 11 requestConnBrxEventDisable (void);
void bls 11 disableConnBrxEvent (void) ;
void bls 11 restoreConnBrxEvent (void) ;

4 bls_ll_requestConnBrxEventDisable 2K F i< # Brx Event.

1) % APLR [EMEA N 0, FRon MaT A2 H P I H3E , BRI A AN 15 45 Brx Event.
£ Conn state I} 1] Brx working BT Et, AReIZZ W, REMEN 0, —E 25
B —/ 52 L) Brx Event 2531 5, 7E IR Ul task/suspend I [8] P4 424257
H o

2) % APIIR[EHE 0 1 R~ A] DAFE 52 H , IR 0] R 4E A2 S0 115 5 Brx Event AR [H],
HALA mse ZHAEA =P
A. Z4HT Link Layer A Advertising state ¥ Idle state, iR [Al{E Ny Oxffff, E[I7%&

A Brx Event, /7 ¢ R 45 A W (1 s ] Bl A 2 KT L.

B. & X4HI AN Conn state, Y3 T master [¥] update map E update connection

AN-19011501-C5 73 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

parameter H I8 2 BE ) (] s RS, 3 ] B 6] A 5 ) B ] s 224
HIUESTE] o RI{545 Brx Event (R [A]AS Bk ok B8 3 () 1) A0, 75 U 250t il e
AT A WA R], AW ERE.

C. % 4HIN Connstate, H&H master W HTIER, IR FEUE N YHT
connection supervision timeout {1 —2. L1 HT timeout 4 1S, KA
&7 500ms.

user P FH TR API FEi5 {545 Brx Event, 7R BB 6N (IS [E] (ms), &1 B
CHMES B TR A, BPAT AT A5 . ERAESSHAT 0T, TR API
bls_Il_disableConnBrxEvent {5 f5 Brx Event. L5545 )5, #H API
bls_II_restoreConnBrxEvent EL#7 1 J&i Brx Event &2 & BLE i ¥

SAEMMTTRIN o o BARES R I, DL A SR PR AR 55 I8 TR D v

if(bls 11 requestConnBrxEventDisable (j} > 300)
{

bls 11 disableConnBrxEvent():

#1f 0 /S/rtestc 1
irg disable():
DEG CHN3 HIGH:
sleep us (287*1000):
DEG CHN3_LOW;
irg_enable();
#else S/test 2
DBEG CHN3 HIGH;
flash erase sector (0x40000);
DEG CHN3 LOW;
#endif

bls 11 restoreConnBrxEvent () ;

3.2.5 Link Layer JREHY &
_THT BLE Link Layer IRZSHLFN TAER P48 T i EAR R LFCRES,  BEWEIH 2
BLE slave/master 253E AN H .

H 2 FE R user A] BESA I —LRER A B (L WI/E Conn sate Slave role i
ILELHENS advertising) , Telink BLE SDK X Link Layer HPIRZSHLEARIN T — LE45: 2 11
Y RERIThEE, TIVENiA.
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3.2.5.1 Scanning in Advertising state

f£ Link Layer 4bF Advertising state I}, A] LA¥S N Scanning feature.
0 Scanning feature F£] APl N:

ble sts t blc_11 addScanningInAdvState (void);

Z:451 Scanning feature ] APl N:
ble sts t blc_11 removeScanningFromAdvState (void);

PLEPEAS APl ble_sts_t Z57Y 13 [BI{iH #5 /2 BLE_SUCCESS.

2E4 Advertising state Al Scanning state FJES # &, 40 Scanning feature %)
Advertising state 5, BfFEUT.

Set Scan Set Scan
Adv event }.7 Scanning/Ul task Adv eventl=———— Scanning/UIl task W

| |
I I
|«———————— Adv interval !
|

I
|

P4 3-17 Scanning in Advertising state i /7

24H( Link Layer i & 40T Advertising state (BLS_LINK_STATE_ADV) , fE&A™
Adv interval N, [42< Adv event F8) 43 [ I [8] 4= 35 FH Sl i Scanning.

TEREA Set Scan [PIIiE, 2 AW —"F 24 AT (8] 25 85 IR Set Scan I 8] i 2 75
#ik—A™ Scan interval G H blc_Il_setScanParameter [ 5E ), Ariaid W] # Scan
] channel (channel 37/38/39) .

Scanning in Advertising state []{ii 1527 8258_feature_test
TEST_SCANNING_IN_ADV_AND_CONN_SLAVE_ROLE.,

3.2.5.2 Scanning in ConnSlaveRole

1E Link Layer 4T ConnSlaveRole i, ®]LA¥SHI Scanning feature.
0 Scanning feature F£] APl N:

ble sts t blc_11 addScanningInConnSlaveRole (void) ;

Z:985 Scanning feature [ API 4:

ble sts t blc_11 removeScanningFromConnSLaveRole (void) ;

PL_EPIA APL ble_sts_t 27U iR [A] 45 #5 /& BLE_SUCCESS.
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454 Scanning state fl1 ConnSlaveRole [H 7K, 450 Scanning feature |
ConnSlaveRole J&5, B FEUWIT

Set Scan Set Scan

HUI task H<7 Scanning/UI task 4>H Ul taskﬂ<7 Scanning/Ul task ——»
| |

I brx |
‘ brx ‘
event I
|
|
|

«——— Conn interval

P 3-18 Scanning in ConnSlaveRole i 7

27 Link Layer i /& 4bF ConnSlaveRole (BLS_LINK_STATE_CONN) , fEEEA
Conn interval 1N, &2 brx event ol 43 FR s 1E] 4= 3 FH KAl Scanning.

FEREN Set Scan HUIE, 23— T AT B PEES kR Set Scan I 8] s 72 15
L — Scan interval (R H blc_II_setScanParameter ¥ 5E ), #4317 # Scan
] channel (channel 37/38/39) .

Scanning in ConnSlaveRole HI{# 152 % 8258 _feature_test H
TEST_SCANNING_IN_ADV_AND_CONN_SLAVE_ROLE .

3.2.5.3 Advertising in ConnSlaveRole

fE Link Layer 4bF ConnSlaveRole i, T LLZs Il Advertising feature.
VNI Advertising feature (] API A :
ble sts t ble 11 addAdvertisingInConnSlaveRole (void) ;
Z:45 Advertising feature ] API H:
ble sts t blc_11 removeAdvertisingFromConnSLaveRole (void) ;
LA~ API ble_sts_t AU [mI £ #f52 BLE_SUCCESS.

2t Advertising Il ConnSlaveRole T 71, 24N Advertising feature |
ConnSlaveRole J5, BfFREEUIT.

(A}UI task(} Adv event
! brx ;

f-——
| event !

| -

| Conn interval

UI task/sleep >

A\

3-19 Advertising in ConnSlaveRole I} 7
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4R Link Layer /2 40T ConnSlaveRole (BLS_LINK_STATE_CONN) , fE&FA
Conn interval I brx event Z5 W5, ZIAT—IX adv event, SR 5T 11 8] B8
25 Ul task i3k N\ sleep(suspend/deepsleep retention) 54 ThiE

Advertising in ConnSlaveRole H{# 1527 8258 _feature_test
TEST_ADVERTISING_IN_CONN_SLAVE_ROLE.

ZE V% Kite BLE SDK JFRIEF

3.2.5.4 Advertising and Scanning in ConnSlaveRole

454 FTH Scanning in ConnSlaveRole il Advertising in ConnSlaveRole [{{#
A LLEE ConnSlaveRole H1 A I\ Scanning A1 Advertising. s &40 R

Set Scan

(AwUI task(} Adv event =/ Scanning/UI task >

f—  —]
| event

A\

|- Conn interval

3-20 Advertising and Scanning in ConnSlaveRole 7

YT Link Layer &2 40T ConnSlaveRole (BLS_LINK_STATE_CONN) , 7EfH
Conn interval N brx event 45 W J&, SLZIFAT—IX adv event, ZR & 4% i B[R] F
KAl Scanning.

TERE/S Set Scan MR, 2 I — " 4 HTHS ] FE B LK Set Scan B[] fi /& 75
i —> Scan interval (S B blc_Il_setScanParameter € ), ka1 M #e Scan
] channel (channel 37/38/39) .

Advertising and Scanning in ConnSlaveRole i 1% 2% 8258 feature_test H
TEST_ADVERTISING_SCANNING_IN_CONN_SLAVE_ROLE.

3.2.6 Link Layer TX fifo & RX fifo

N JE R BLE Host FIT A 12504 B & #7228 5 Controller Y Link Layer 5E 1%
RF £ 1 /3%, 1E Link Layer it T —> BLE TX fifo, 0] A SRZEAFAAL KK
s, FFAE brx/btx H6 G #ATHIE Kk .

Link Layer brx/btx iU 2 T peer device FEHE AR 2> S A7 HUAE —) BLE RX
fifo i1, 4RJ5 A4 FA%45 BLE Host BN FH /Z AL

Slave role fll Master role [ BLE TX fifo Al BLE RX fifo At /7 #0—%, BLE TX
fifo 11 BLE RX fifo #ENFJZE & X -

MYFIFO_INIT(blt_rxfifo, 64, 8);
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MYFIFO_INIT(blt_txfifo, 40, 16);

H.Ah RX fifo size BRIAHN 64, TX fifo size BRIA A 40, B&IFEFE Z{# ] data length
extension, 5 A LB EIX IS sizeo

AN TX fifo number i /& RX fifo number, 2% E N 2 H%, Bl 2. 4. 8.
16 %5{H. User ] LLIRYE B L1075 EAEEZ 24

RX fifo number 3RIAN 8, X2 —/NUEAHTME, BEWHILR Link Layer JiKJZ
2 5R%AF 8 MR ., MR EENRKR, =20 Sram, WK E RN,
A] B H IS 78 5 1 XU . 7E brx event B, Link Layer 1R A] BEZE—) interval I
H I more data( MDD B ER, BRI Z /N6, IR W E 4 191, R AT BE/E — > interval
IS CEbin OTAL JE master 18 & HdEEE50) , 1 _FE X LE%]
P P 7 H T A 55 B TRV R AN S b B, R4 T e A — L5 4 overflow.

T2 —~ RX overflow 7], FRATE W F % :
1) RXfifo (&4 8;
2) 1E brx_event(n)JTJE | RX fifo 3L, 5184918 0 #1 2;

3) 7E brx_event(n)#l brx_event(n+1)¥ & main_loop fEEEATS5FHIE, A M2
HYX RX fifo;

4) P brx_event BN 2 ALIE L .

FH _F3C“Conn state Slave role I 5" /N i A FRATTANTE,, 7F brx_working BB
P/ BLE B4 H & D13 RX fifo 1 (RX fifo SFa4H++) , FIEHUH RX fifo
HARHEAT AL B A S FRZE main_loop WrEXEY (RX fifo i4EH++) , RRATTATLL
B 6 EHOR 28 A AR EF O (X 1 7 B R SETE brx working B2
() Ul task I ISR TE RXS TX 2R 550 52 IR 45 e i b 3 8 41 4 B (1)

brx brx
%t 7 kﬁat brx working 17
UI task

UI task/sleep UI task/sleep
1* —Brx event (m)— *} 1* Brx event (n+l)- 4‘

brx brx
brx working

UI task

R4, x4l g [1xs| i) [Txg

rptr:0 rptr:0

wptr (2+6) & (8-1)=0

If the RX fifo rptr is 0 before the

pkt is received, assuming that

there are multiple pkts in one brx

event and main_loop does not

process RX fifo(means rptr not ++),
then after receiving the 6th RX
data, the RX fifo wptr will cross
the rptr area, causing 1lst pkt to

G/ N e

3-21 RX overflow 7~ 1

be covered.
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T EE T T TRIRE T L AN IERRRIRE, AT S5 PHZE R [AI1S A, A AR,
NI IX AN RX overflow 15 JEMAHXT I 5 HILFIME 2R 5 5. /£—> brx_event #{
[6], master [f] slave 5 NZEHWE, L OHE 7. 84, XMEN THT
master — N7 &Ki%E TIRZEHE, slave KA GHATAF ., W ™E, &4 R
a7 2%, HESIEH ) T 8 Ethaid it

brx brx

Xﬁ«t brx working 17

UI task
I o I I e |"I"l' L o
H:RXI TX1 RX2| THZIRKS, 'TX3 Ri4 ITX4'RX5 TX5 R¥6| ITX6 RAT, 17, RX8 ITXSH UI task/sleep
R Brx event(n) ****************** >
rptr:0

there is multiple pkts in one brx
event and main_loop does process 2

wptr (2+8) & (8-1)=2
If the RX fifo rptr is 0 before the
pkt is received, assuming that

RX pkts(means rptr point to 2),

then after receiving the 8th RX

data, the RX fifo wptr will cross

the rptr area, causing 2nd pkt to
wptr:2 «» be covered.

rptr:2

(S
&

‘ﬁ”

K] 3-22 RX overflow &7~ 2

— H I overflow T B R M, XHINE 24 M 5, W HIL MIC
failure WriZE @,  (IH SDK T brx event Rx IRQ ##4F Rx fifo 3HEHE, [H 2 Al
B AT, W5 main_loop AbFE RX fifo K18 Mt < S8 H 0l &5, P LAZEfE
IH SDK B}, AP /B8 2 FE XA, &% master Eﬂ/\ HEHZA] B b K
ZEE, R Ul task ACBERS AR S, 8 G P 2E 1] L

H BT SDK #7137 Rx overflow &4 : 7£ brx/btx event Rx IRQ H 462 24 Fij F{) RX
fifo HIEEFFILIEE 2218 2 15 KT Rx fifo ¥, — H &I Rx fifo #% 5% Wik RF
ANE ACK X}, BLE DM SRR EYE A%, Ah SDK IBH2 4L T Rx overflow [A]1
PR R DA I A Y, SORY s TH #2715 “Telink defined event” 241 481X /™ A1 1 .

FF A E AT HE HIL—) interval £ T 8 NEEFEARIE, BIAR 8 it
W T .

TX fifo number BRIA N 16, BESALEREHE EHONHITE S B8 TIAE. User U
RHARFX 4 KK fifo, 7 LUEHMCN 8.
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IR E KK (4132) &5 HE L/ Sram.

TX fifo H', SDK JiX)Z stack 75 ZFH 2 2 4, Fl N HIA €4 H N Z M, TX fifo
AN1e i, NHEREBER 14 4 N8 BTN HEHBEH 6 1.

User 1EM 2 R IZEEHERS (Ebani A bls_att_pushNotifyData) , MWiZ5GHs £x
— T 4 H7 Link Layer &6 %/ TX fifo 7] .

T AP T RIS ET TX fifo 85 5 H 17 200, EERAERRZ /DA

us8 blc_ 11 getTxFifoNumber (void);

Eb 4 TX fifo number RN 16 I5f, user AT N 14 4, BT LLiZ API IR [B] f{E

HEUNT 14, B2al . R [E 13 FRoRiefd 1 el L, 3R [E) 0 R RIS 14
AT

TX fifo fi ] b, WREIEZDADRIAR, FREZTEE push HER,
LA fifo, By kR AR Al B )

7f 8258 remote B H ALY, HTEMEEESEISHIRE S M,
B 5 AN TX fifo, #5F fifo ANREHIL 9 4~ N T G TX fifo {58 B 19— L8 5
A SER S (b E L F BLE stack Z A& master Y command, 1% TX fifo
BN T — M) , &% code 50 R : [t b AP TX fifo AT 8 MY,
A 415 e push 2 TX fifo.

if (blc 11 getTxFifoNumber () < 9)

TS I HedE v A A, SDK S Z BR T R AL EE TR overflow H BALFEHL
HlAh, IEIRAET IR AP FHTFR 2 —) interval I more data U= (R
& 75 B RX fifo 208 HAVE ML T WX B AT R &, e DA

void blc 11 init max md nums (u8 num);
HAZE num 1T LLE B Y more data ZaE i KA E IS RX fifo number,

EEE R, RAENHERBZ AP (35 num KT 0) AHFEEE—
ANEBEFEAE F more data FXHE LI ThRE

AN-19011501-C5 80 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

3.2.7 Controller Event

N T /2 user 7E N JZXT BLE stack Ji5 )2 — L8 S BEBNE M IL s AL B, Telink
BLE SDK #2{ft T =Fh2KM ] event: —J& BLE Controller 5& X [KARHE] HCI event;
5 Telink H € X H)—% event, %A Telink defined event (Hij i FP2RT & T
Controller event) ; =& BLE host & M) — 2B S IR AE HL IV S k0 8 GAP
event (U] LA N/ host event, IXHR4BARN4H1E S5 A CHY”GAP event” &
) .

BLE SDK event 224415 BRI~ B Bz, 0] LA 3 HCI event F Telink defined
event ¥JJ& T Controller event, ] GAP event J& T BLE host event. [IHIP/NTT A
K IFEA 9 Controller event.

Host event
(GAP event) } .
Host Application
HCI event Telink defined event

BLE Controller

3-23 BLE SDK event 214

3.2.7.1 Controller HCI Event

HCl event s&4% BLE Spec #rifEi% 111, 1 Telink defined event 7t BLE slave
(8258 remote/8258 module 28) A%, Hi:
< XIT BLE master, - f5 HCl event;

<{ %}T BLE slave, HCI event F Telink defined event [&]H A FH .

7 BLE slave I, XHE event FAM HAML, RAMA event EHEE XL T :
Link Layer [ connect #1 disconnet event, J& <> BARA 4.

User I] LIIRFE H OO 7R 5, fEXHE event $hit —EAFH, o] LB E[HE A}
¢ . Telink BLE SDK ', 8258 remote/8258 module Z:{# F | Telink defined event,
8258 hci/8258 master kma dongle {# F | Controller HCI event.
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41~ B Host + Controller ZE¥JffT7~, Controller HCI event &8t HCI ¥
Controller FT G ) event )k 545 Host.

BLE Host

HCI Host
cmd data

HCI

Controller HCI
data event

BLE Controller

] 3-24 HCl event

Controller HCl event fJE X, #H1HE1EZS M (Core_v5.0) (Vol 2/Part E/7.7
“Events”). F:H 7.7.65 “LE Meta Event” 1§ HCI LE(low energy) Event, JLABAIHR &
WIE Y HCl event. 1R#E Spec %€ X, Telink BLE SDK {9} Controller HCI event 4}
JNMZE: HCI Event H1 HCI LE event. HiT Telink BLE SDK FEATARIIAEME A, FrLAXS
HCl event HSCHE T HFEARTJLAS, T HCILE event 4K 2 B S Fr s

Controller HCl event 7<) % € X« 2 1 5€ X551 5% stack/ble/hci HX T HJ
Sk

WIS user 75 ELLE Host B¢ App Z#2I) Controller HCI event, B %675 Mt
Controller HCl event f#] callback B& %, IR ER XN event H) mask T FF .

Controller HCI event HJ callback & 255 24 A0y A2 1143 501 A -

typedef int (*hci event handler t) (u32 h, u8 *para, int n);
void blc_hci_registerControllerEventHandler (

hci event handler t handler);

callback & H R A A iju32 hag —Mrid, KEMRZ S B, user H 77 E

KB LR AR
#define HCI_FLAG_EVENT TLK MODULE (1<<24)
#define HCI_FLAG_EVENT BT STD (1<<25)

HCI_FLAG_EVENT_TLK_MODULE £ /5 [fi ] Telink defined event 2= F 4148
HCI_FLAG_EVENT_BT_STD X /M5 &K/~ 241 event SN Controller HCI event .

callback PREUE L para Fl n FIR event IR A EHE K Z, %35 1 BLE
spec H5E X H—5. User if &% 8258 master kma dongle "1~ Fv: DL &
controller_event_callback BRi % 1) B A& SZH
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blc_hci registerControllerEventHandler (controller event callback);

1. HCl event

Telink BLE SDK A 37 7 /D 364> 18 HCl event, FHIHH T JLAS user 1f fE

T f#I] event.

#define HCI EVT DISCONNECTION COMPLETE 0x05
#define HCI EVT ENCRYPTION CHANGE 0x08
#define HCI EVT READ REMOTE VER INFO COMPLETE 0x0C
#define HCI EVT ENCRYPTION KEY REFRESH 0x30
#define HCI EVT LE META 0x3E

1) HCI_EVT_DISCONNECTION_COMPLETE

VeGSR (Core_v5.0) (Vol 2/Part E/7.7.5 “Disconnection Complete Event”).
% event PR EIE KN 7, paramlen N 4, WIFAR, BEAREIES UG

B %2 % BLE spec.

hci event param statns connection reason
event code len handle
0x04 0x05 4 0x00

2)

3)

AN-19011501-C5 83

3-25 Disconnection Complete Event

HCI_EVT_ENCRYPTION_CHANGE F1 HCI_EVT_ENCRYPTION_KEY_REFRESH
PEGiE S (Core v5.0) (Vol 2/Part E/7.7.8 & 7.7.39).

#R Controller JII % A<, IX P> event 1] LL{E 8258 master kma dongle H1& £,

BRI AL FE B 2] library 52T, X EANNBHT

HCI_EVT_READ_REMOTE_VER_INFO_COMPLETE
TEIHIE S

*Y Host {1 H}  HCI_CMD_READ_REMOTE_VER_INFO 154 Controller 1 BLE peer
device 2 H. version 15 5., JF H U F| T peer device ] version J&, 7] Host "fk

1% event.

% event FEAAREPE KN 11, param len '8, WINFR, BEAREIES UG
H %27 BLE spec.

{Core_v5.0) (Vol 2/Part E/7.7.12).
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hei event | param connection . manufacture .
status version subversion
event code len handle name
0x04 0x0c 8 0x00

¥ 3-26 Read Remote Version Information Complete Event

4) HCI_EVT_LE_META
RN 4 HI & HCI LE event, HR%5 5 T 1Y) sub event code #| W1 EAK[) event 285,

HCl event H& T HCI_EVT_LE_META, FHAh#SZEI@E L T APl KFT I event
mask.

ble sts t blc_hci_setEventMask cmd(u32 evtMask); //eventMask: BT/EDR

event mask ] € X U1 .

#define HCI EVT MASK DISCONNECTION COMPLETE 0x0000000010

#define HCI EVT MASK ENCRYPTION CHANGE 0x0000000080

#define HCI EVT MASK READ REMOTE VERSION_INFORMATION COMPLETE
0x0000000800

¥ user AJEIT1Z APl % B HCl event mask, SDK BRI\ RFTTF
HCI_CMD_DISCONNECTION_COMPLETE X} % [¥] mask, EIf&ilE Controller disconnect
event {4k

2. HCI LE event

24 HCl event ' event code N HCI_EVT_LE_META, /& HCI LE event, subevent
code F¢ i HH H user AT BERR 22 VRN IN T, HABRIAMANE .

#define HCI SUB EVT LE CONNECTION COMPLETE 0x01
#define HCI SUB EVT LE ADVERTISING REPORT 0x02
#define HCI SUB_EVT LE CONNECTION UPDATE COMPLETE 0x03

#define HCI SUB EVT LE CONNECTION ESTABLISH 0x20 //telink private

1) HCI_SUB_EVT_LE_CONNECTION_COMPLETE

FIE I S (Core_v5.0) (Vol 2/Part E/7.7.65.1 “LE Connection Complete
Event”).

Y controller Link Layer F peer device &3/ connection /5, [fkiZ% event.

% event HLSAEEHE KN 22, paramlen Ny 19, 1 Fw, BAREAE & X
15 H4% 2% BLE spec.
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0x04 0x3e 19 0x01
hei event param |subevent connection peerAddr
status Role
event code len code handle type
peer addr conn interval
PR master
supervision
conn latecncy . ¢ clock
1meou accuracy

P 3-27 LE Connection Complete Event

2) HCI_SUB_EVT_LE_ADVERTISING_REPORT
FEIHEIE S (Core_v5.0) (Vol 2/Part E/7.7.65.2 “LE Advertising Report Event”).

24 controller 1] Link Layer scan F|1EHf ) adv packet 5, #iE
HCI_SUB_EVT_LE_ADVERTISING_REPORT k%5 Host.

Z event FIEHE K AR E (BT adv packet [ payload) , IR flw, EAK
BAE S 5 B2 BLE spec.

0x04 0x3e 0x02
hei event | param |subevent num event .
event code len code report type address typell...1]
address[1...1] length[1..i]
datall...1i] rssi[l..1]

3-28 LE Advertising Report Event

7F & : Teink BLE SDK "1 ] LE Advertising Report Event & {X R it —> adv packet,
B BB 1.

3) HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE

1% 15 2 [ (Core_v5.0) (Vol 2/Part E/7.7.65.3 “LE Connection Update Complete
Event”).

24 Controller _F-fJ connection update A= % i, [7] Host L4k
HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE.

Z event FIRAEIEK E N 13, param len N 10, G0 RN, BAREHE S X
B HHZS 7 BLE spec.
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0x04 0x3e 10 0x03

hci event param | subevent connection
status
event code len code handle
. supervision
conn interval conn latency )
timeout

¥ 3-29 LE Connection Update Complete Event

4) HCI_SUB_EVT_LE_CONNECTION_ESTABLISH

HCl_SUB_EVT_LE_CONNECTION_ESTABLISH /&%
HCI_SUB_EVT_LE_CONNECTION_COMPLETE [{J#P78, BT subevent A~—F 4k,
HA A 254815 . SDK ' 8258 master kma dongle {3 7 1% event.

Z event s&ME—[FE BLE spec #r#ERY event, JET Telink FAF € X, HRTE
8258 master kma dongle H{#i FH .

N VELN UL H Telink € X 1% event B K

BLE Controller 7E Initiating state I}, 445 € 75 B iZEHL 1 device adv packet

i, [7) '8 & 3% connection request £, IS AN X5 7 A& 75 45 WL 21X/ connection
request, #RETCSRAEIAN Connection complete, [7] Host |3l LE Connection
Complete Event, Link Layer IViE#E A\ Master role.

B T 1X ML AT ack/retry ALK, TCIELRAE Slave — & <UL E], Wik Slave
FHIX S connection request, St JCiAIEA Slave role, J& It AZHEN brx 1
AR AL

X PP LR A, Master Controller iX 1 fRIANFRNLAIZ: HE Master role

Ja, KA — T HI 6~ 10 4 conn interval A %A IR EIEAT slave 1L (SLEFA

> CRC AT IEH)

> WmER—AEEBEE], I RE Slave B A UL E] connection request,
R EZ E# T LE Connection Complete Event FIFTHE R, LAHRE

ft —~~ Disconnection Complete Event, Jff51 disconnect reason J& 0x3E
(HCI_ERR_CONN_FAILED_TO_ESTABLISH) .

< {EHT 6~ 10 4 conn interval - H Y% F Slave )L, 7 HERfiE Connection
Established GZER:CHL) , Master Jo H IR A BE4k 4243 T 4T »

MR F IR HIIA, BLE Host IALER TV %2 : £EY | Controller ) LE
Connection Complete Event /&, A HEEIAN connection ©.4 Established, 47
Y& conn interval JHBl—A timer (I [E] % & K—4%5, 10 4> interval VA b, &
FAERACKAD , FEIXAS timer Z N A & 15 disconnect reason 4 Ox3E
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Disconnection Complete Event, W # A 1G4 HEINN connection
Established.

YT BLE host (X AMEHRAEH IR A, MRS i, BBl SOK AR 3T
HCI_SUB_EVT_LE_CONNECTION_ESTABLISH, 34 Host I F/iX4™ event i, #t#
BH Controller L2274 5E Slave ¥iii connection OK 1, A LAZK%E N KT FE .

HCI LE event 75 E 38 T AT AP K FTFF mask.

ble sts t blc hci le setEventMask cmd(u32 evtMask);

//eventMask: LE

evtMask [ AT _FHgs H—28, HARR) event B/ TTLALE hci_const.h
HHAT R,

#define HCI LE EVT MASK CONNECTION COMPLETE 0x00000001
#define HCI LE EVT MASK ADVERTISING REPORT 0x00000002
#define HCI LE EVT MASK CONNECTION UPDATE COMPLETE 0x00000004
#define HCI LE EVT MASK CONNECTION ESTABLISH 0x80000000

//telink private

# user AJEIT1Z APl 1% B HCI LE event mask, SDK BRI\ HCI LE event &
AFT
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3.2.7.2 Telink defined event

B T #n7HE R Controller HCl event, SDK #2241t T Telink defined event. Telink

defined event £ % 3 20 1>, 7E stack/ble/lI/Il.h H FH 7%k 5E X

H #T BOH AR 1) SDK H S HRE LR RIR S F . Hod
BLT_EV_FLAG_CONNECT/BLT_EV_FLAG_TERMINATE =] Hf@# A F1 HCl event H1 [
HCI_SUB_EVT_LE_CONNECTION_COMPLETE /HCI_EVT_DISCONNECTION_COMPLETE
iRe L REEN, 2 event il € AN

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

BLT EV_FLAG _ADV

BLT EV_FLAG ADV_DURATION TIMEOUT
BLT EV_FLAG SCAN RSP

BLT EV_FLAG CONNECT

BLT EV_FLAG TERMINATE

BLT EV_FLAG LL REJECT IND

BLT EV_FLAG RX_ DATA ABANDOM

BLT EV_FLAG PHY UPDATE

BLT EV_FLAG DATA LENGTH EXCHANGE
BLT EV_FLAG GPIO EARLY WAKEUP
BLT EV_FLAG CHN MAP REQ

BLT EV_FLAG CONN_PARA REQ

BLT EV_FLAG CHN MAP UPDATE

BLT EV_FLAG CONN_PARA UPDATE

BLT EV_FLAG SUSPEND ENTER

BLT EV_FLAG SUSPEND EXIT

O O J o U w N P O

e e e e
oo W N PO

BT 24, Telink defined event R £EBLE slaveH J< . o A 24l fil % o

Telink defined event?EBLE slave ™ F F I [EIVESZHL, B A7 .

1) % —F 2R event [ I0] i o8 H R R E M . X AT KIATFR N

“independent registration” .

[ U R 250 R 2R B P A «

typedef void (*blt_event_callback_t)(u8 e, u8 *p, int n);

Hr e 52 event number; p YRl BREHATING, JEJE AL ERA SR B 1R
BE, ASEITETE pR Bl FORBIFRET B AAS—HF; n R RIAEIREFTR AT XL

HAE L

TE MR B8 K APL DY :

void

AN-19011501-C5

bls app registerEventCallback (u8 e,

blt event callback t p);

B event ZMWINL, BTN JZ & 75 A XN [ ok B Mt . 35
A PN BT R L) event, AN N

88
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2) HMHHE: A event BEIHREGEHB— NN, B FAFZ 5 0 N
HUHRTF1% event XM [¥) event mask & S 4 FT o X Fh 7 XFRATFRA “shared

event entry”

“shared event entry” J5 203 /1 event [B11E 2 1# A1 HCI event —#£[1 API:

typedef int (*hci event handler t) (u32 h,

u8 *para, int n);

void

blc_hci_ registerControllerEventHandler (

hci event handler t handler);

BANIX HILH T HCl event FIVEM R pREL, {H - H AL A — X ),
HCI event [B] 1/ #% 5 H

h =HCI_FLAG_EVENT_BT_STD | hci_event_code;

Telink defined event “shared event entry” /7 = L[]
h = HCI_FLAG_EVENT TLK MODULE | e;

H.A e /& Telink defined event /] event number.

Telink defined event “shared event entry” /720, ZMUF HCI event HJ mask J5
%, A event SR, HRTHIF AP K% E H mask:

ble sts t  bls_hci_mod_setEventMask_cmd(u32 evtMask);
evtMask HJ{E I event number B NI &N
evtMask = BIT(e);

Telink defined event WA SEIL 7 3K, & FIALH, R —M. #EF#
i F 7728 1 ”independent registration”, SDK 4 KL HH & HBIX M AR, HE
8258 module ] 7 ;3\ 2 7 shared event entry” .

7E Telink defined event Hf# ] I, 7770 1 “independent registration” 5%
project “8258_remote” ] demo code; 7\ 2 “shared event entry”1% 5% project
“8258 module” ] demo code.
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NI PA connect A1 terminate FHAF[EIE B, X #FH T A code ST
Jiite
1) 7F730— “independent registration”

void task connect (u8 e, u8 *p, int n)

{
// add connect callback code here

void task terminate (u8 e, u8 *p, int n)

{

// add terminate callback code here

bls app registerEventCallback (BLT EV FLAG CONNECT,
&task connect);
bls app registerEventCallback (BLT EV FLAG TERMINATE,

&task terminate);

2) #3 “shared event entry”

int event handler (u32 h, u8 *para, int n)

{
if ( (h&HCI_FLAG EVENT TLK MODULE)!= 0 ) //module event

{

switch (event)

{
case BLT EV_FLAG_CONNECT:

{
// add connect callback code here

}
break;

case BLT EV_FLAG TERMINATE:

{
// add terminate callback code here
}

break;

default:
break;
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}

}
blc hci registerControllerEventHandler (event handler);
bls hci mod setEventMask cmd( BIT (BLT EV_FLAG CONNECT) |

BIT (BLT EV_FLAG TERMINATE) );

MY Controller FIrA RIZAT . SAFARA ST X LA [mI i b ) S 80 AT
AR U

1) BLT_EV_FLAG_ADV

S H AT

2) BLT_EV_FLAG_ADV_DURATION_TIMEOUT

Hfh & W5 user Y API bls_Il_setAdvDuration & 1) G ] R
fil, BLE WhARIEZE BB — N ihi), EIXRANMREA RS, 1k 8, Rk i
A, user I DAEAZ S48 [0 R B0OR AT A 00U R A28 8 FO T T FR AT e
FRUR VBT HE B 1a] PR ) S A

B fEF8%F p: 8% NULL.
%&TE&E n: Oc
HE: 1% event {E Link Layer ¥ FIRZS A advertising in ConnSlaveRole ANl & .

3) BLT_EV_FLAG_SCAN_RSP

Hf R A slave KT HEIRES, YR E master [ scan request F:MH 1,
[6] scan response I il & 1ZF 1.
[ Lfe%Er p: 2 FREF NULL.

B n: 0,
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4) BLT_EV_FLAG_CONNECT

H A 25 Link Layer &b ) RS I KR master 15 R,
Wi B IXAMESK, #E\ Conn state Slave role, filik %344,

BHEKE n: 34,

FAEFEET p: p TEFIKEE N 34 byte 19— F ram X35, TR0 T B s E
215 R4 5870 PDU.

Payload
Init& AdvA LLData
(6 octets) (6 octets) (22 octets)

Figure 2.10: CONNECT_REQ PDU payload

The format of the LLData field is shown in Figure 2.11.

LLData

AA CRCInit [WinSize | WinOffset| Interval | Latency | Timeout ChM Hop | SCA
(4 octets) | (3 octets) | (1 octet) | (2 octets) | (2 octets) | (2 octets) | (2 octets) | (5 octets) | (5 bits) | (3 bits)

Figure 2.11: LI Data field structure in CONNECT _REQ PDU’s payload

K 3-30 &G R ¥ G PDU

A] LAZ2% ble_common.h 1 rf_packet _connect_t %€ X, 17 R 8.6 PDU
MAZEE AR scanA[6] G R _E B H ) InitA) FF45, % hop &5 .

typedef struct({

u32 dma_ len;
u8 type;

u8 rf len;

u8 scanA[6];
u8 advA[6];

u8 accessCodel[4];
u8 crcinit[3];
u8 winSize;
ul6 winOffset;
ul6 interval;
ul6e latency;
ul6 timeout;
u8 chm[5];

u8 hop;

}rf packet connect t;
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5) BLT_EV_FLAG_TERMINATE

A A A% Link Layer dRZASHLH M Conn state Slave role iB H B i % .

L% p: p B —> u8 ZBAYAF & terminate_reason, %A% &7 I 24 Hi
FeAt 4 reason SEY) Link Layer Wi iZE$% .

BHEKE n: 1.

Conn state Slave role 18 H i) = F 1 X N reason 435 Ui F -

A. slave fll master [ RF 85 H I A &8 (RF ANEFELE master BTHLEE) , slave
2 — B [A)SCAS 2] master 6L, ZERLHFS (connection supervision
timeout) Wil %S, ERWIFT, [H132] None Conn state. terminate
reason JA HCI_ERR_CONN_TIMEOUT (0x08) -

B. Master Ki% terminate L3I i%EH:, slave I E] terminate iy %, XIXA4
A AT ack 5, il K% H 4, W, [71 2] None Conn state. terminate
reason #& slave 7E Link Layer 4t LL_TERMINATE_IND #5165, 51 ] Error
Code, i% Error Code #&H1 master {R7E K. # WK Error code B
HCI_ERR_REMOTE_USER_TERM_CONN(0x13)-
HCI_ERR_CONN_TERM_MIC_FAILURE (0x3D) 2%,

C. Slave Ui T API bls_lI_terminateConnection(u8 reason), ==&l Wi %45 .
terminate reason f&1% API {522 reason.

6) BLT_EV_FLAG_LL_REJECT_IND

HA i %A% Master 7E Link Layer 1% LL_ENC_REQ (encryption request) ,
HAWPTHHZ IS ECIEFR LTK, slave TGEER BN A LTK, &K1k
LL_REJECT_IND Cor LL_REJECT_EXT_IND) , Uil % iZ =4t .

4%t p: 1817 K 1%H) command(LL_REJECT_IND or LL_REJECT_EXT_IND).
ﬁ?&&ﬁ n: 10
W25 Hi55 M| (Core_v5.0) (Vol 6/Part B/2.4.2 ).

7) BLT_EV_FLAG_RX_DATA_ABANDOM

Hfh &M 24 BLE RX fifo overflow B (Z {7 3 “Link Layer TX fifo & RX
fifo”/NTT) , BUEE— &R RN 2 e E- R EN 2N ERE (HP
FRELAH API: blc_ll_init_max_md_nums HS#AN 0, SDK JKZE 4 &% A4
BT , filk BLT_EV_FLAG_RX_DATA_ABANDOM Hift:,

FEFREr p: Z48% NULL.
iﬁ?ﬁ&&ﬁ n: O.
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8) BLT_EV_FLAG_PHY_UPDATE

MRS 24 slave B #E master T3 A LL_PHY_REQ, B HT R Thali# ok
WoE kA s BUE Y slave BU3 master #7301 E] LL_PHY_REQ, JfH. PHY 5T
B3 e il o

BHEKEn: 1
ALFEEr p: $BIA—A> u8 BBIWAL T, R/ GATIEFZR) PHY mode.

typedef enum ({

BLE _PHY 1M = 0x01,
BLE_PHY 2M = 0x02,
BLE_PHY CODED = 0x03,

} le_phy_ type_ t;

9) BLT_EV_FLAG_DATA_LENGTH_EXCHANGE

b S 5482 Slave F1 Master 38 H. Link Layer e A EE K ik, Bi—
77 3% _length_req, B —J7 B & Il _length_rsp. W Slave 33 %% Il _length_req,
BRI R 11 length_rsp I fili s 458 Master &2 Il_length_req, Slave [A] &
|l_length_rsp J& 3. ZIfih %

BRI n: 12,
LR p: JRIEL—H RAEER, AR RS AIAT 6 4 u16 7.

typedef struct ({

ulo connEffectiveMaxRxOctets;
ulo connEffectiveMaxTxOctets;
ulo connMaxRxOctets;

ulo connMaxTxOctets;

ulo connRemoteMaxRxOctets;
ulo connRemoteMaxTxOctets;

}11 data extension t;

connEffectiveMaxRxOctets £ connEffectiveMaxTxOctets & 24 Rl i%E3E I 2%
YR RX A TX I KREE K5 connMaxRxOctets Al connMaxTxOctets & %45 H

RX A1 TX I KEHE K E; connRemoteMaxRxOctets fll connRemoteMaxTxOctets 1&
TR RX AN TX Fe KRB K .

connEffectiveMaxRxOctets = min(supportedMaxRxOctets,connRemoteMaxTxOctets);

connEffectiveMaxTxOctets = min(supportedMaxTxOctets, connRemoteMaxRxOctets);
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10) BLT_EV_FLAG_GPIO_EARLY_WAKEUP

A A 2548 BLE slave 33\ sleep (suspend BY deepsleep retention) Z T,
VAR — R BER I R A5, BZE R SRR GX A2 H sleep TR R timer
TEPSEELED) , ASASAFE—ARE: R sleep BT EIEAS, user I4E55 WA 20
3] sleep FEKJ5G A REALTR, Ao F— oS BEsR LU ™ BN, AT RE S Y a3
Wy TEER R, R S E AT R AR, AT ORUE TR B AN 2[RI SCEL AL B
fetg LFL 80, f’fi?ﬂ?”ﬁ’]ﬁﬂﬂfﬂﬁf 10~20ms LLELHT, BEE W sleep B [EJ K,
111 400ms. 1s 5 (sleep I [E]ZE 5 F latency I ik BIIX L8 , 28l = %
. WA TESE MCU HEN sleep 2 B FIBr 4 77 BEAR 1S (8], anSm et K, #%
# suspend/deepsleep retention 1 LA A# FH & (I F& s SN ESE AT e iR (5 1R PM AR
AR

24 suspend/deepsleep retention 7E timer wakeup B} [f] 55 2 B #% GPIO $2 7 Mt
BRI, fil/% BLT_EV_FLAG_GPIO_EARLY_WAKEUP 4},

BHEKE n: 1

fEF8%) p: FaM— u8 TUAF & wakeup_status, wakeup_status ZF Eic5% |
4R suspend MR LE G BEYER A AE 20T, B drivers/8258/pm.h B & B R MeERIRAS .

enum {
WAKEUP STATUS TIMER = BIT(1l),
WAKEUP STATUS PAD = BIT(3),

STATUS GPIO ERR NO _ENTER PM = BIT(7),
STATUS ENTER SUSPEND. = BIT (30),

bi
UL EZHES GES % “IRIIFEE Y #50 T BT Ui

11) BLT_EV_FLAG_CHN_MAP_REQ

%#ﬁﬁimﬁi slave 7F Conn state, master ﬁﬁ%%?‘ﬁ%ﬁﬁiﬁ%ﬂ’]%ﬁﬁﬂﬁ,
Ki%E—/~ LL_CHANNEL_MAP_REQ, slave Y X M 3K J5 fih & 1ZFAF, 1 B A& slave
W BIZ G SR OS5, IR A,

HIEKL n: 5
FAEFEEE p: p a0 T SR 5 R B AL k.
unsigned char 5[] bltc.conn_chn_mapl[5]
VE R [ B BEAT I p 48 171 ) bltc.conn_chn_map &8 %A 5 HIE channel

map.

conn_chn_map A 5 4™ byte /R YRS HIZR, RABSFI77E, A bit
RFE— channel:

conn_chn_map[0] ] bit0-bit7 4 7% 7~ channel0-channel7
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conn_chn_map[1]f bit0-bit7 43 7| 7~ channel8-channell5

conn_chn_map[2]f bit0-bit7 43 7% 7~ channel16-channel23
conn_chn_map[3]f bit0-bit7 4377~ channel24-channel31
conn_chn_map[4]f#] bit0-bit4 43 7| 7~ channel32-channel36

12) BLT_EV_FLAG_CHN_MAP_UPDATE
H A R slave TEIEFRAS, WE| LL_CHANNEL_MAP_REQ 4 52 T
BB AINETE 25, ¥ channel map AT 3, filik i34t

B{E38%5t p: p $818] conn_chn_map[S]HE Hidik, BB conn_chn_map &5
B LLEHT 8 map.

BHEKE n: 5

13) BLT_EV_FLAG_CONN_PARA_REQ

AR A Slave WAL T 1EHEZA (Conn state Slave role) , master &

B YT IERE S B, K i% LL_CONNECTION_UPDATE_REQ fir %>, Slave %4
W BXANE KRG ik Z 4, O A A X AME K .

YK n: 11

[/ 454t p: p 5 1A LL_CONNECTION_UPDATE_REQ f#] PDU, 1T BRI
11 > byte.

CtrData

WinSize WinOffset Interval Latency Timeout Instant
(1 octet) (2 octets) (2 octets) (2 octets) (2 octets) (2 octets)

Figure 2.15: CirData field of the LI CONNECTION_UPDATE_REQ PDU

] 3-31 BLE ¥tk LL_CONNECTION_UPDATE_REQ #% =%,

14) BLT_EV_FLAG_CONN_PARA_UPDATE

HAFfh R A slave TEIEFRIRES, UL F] LL_CONNECTION_UPDATE_REQ J5 %I
TAZHEHI R S, XEESEGEATE R, % E At

I KZE n: 6,
MALIEEr p: p TRMEESHEHIERIHZSE, W
p[0] | p[1]<<8:  new connection interval, DA 1.25ms N unit

p[2] | p[3]<<8:  new connection latecny
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p[4] | p[5]<<8: new connection timeout, Ll 10ms A unit

15) BLT_EV_FLAG_SUSPEND_ENETR

A S A slave FAT blt_sdk_main_loop ERELET, HEAN suspend Z Hiifih
K%

BlfL 5N p: HREN NULL.

FHKE n: 0.

16) BLT_EV_FLAG_SUSPEND_EXIT

b A 2 slave $U4T blt_sdk_main_loop BRI ALY, suspend MifiE 2 J5 il
RiZFA

FIfEFRE p: 2 FEEE NULL.

HHEKE n: 0.

TERE: SEPR SDK JEEHUT cpu_sleep_wakeup MR 5 AT IZ B, HAE 2
B gpio MLMIE 2 Y timer MR, H TSR LT BRI KA T
BLT_EV_FLAG_GPIO_EARLY_WAKEUP FA4:, 13X AN AT 1) 56 5 PAT 15 2 2% “AIK
IHFEE M — IR T REE B AL 30 D ARAD I IA

3.2.8 Data Length Extension
BLE Spec M core_4.2 453/ T data length extension (DLE) .

1% BLE SDK Link Layer |37 ¥ data length extension, H. rf_len & 37 #¢ 3 BLE
spec L KK 251 bytes.

HRE1E S (Core_v5.0) (Vol 6/Part B/2.4.2.21 “LL_LENGTH_REQ and
LL_LENGTH_RSP”).

User 1R 7 2§ FH data length extension DA, %W NP E .
1) WEEIER TX & RX fifo size

W KR T BE B K P TX &RX fifo size, % pEFIIX L fifo 2 548 K& Sram
=[], {EWE fifo size BT M IR A EHIME, &4 Sram HIIR %% .

KEATEINK TX fifo size. TX fifo size /0L TX rf_len K 12, H 2% 4
?%‘Xﬂ‘%o ﬁﬂ:

TX rf_len =56 bytes:  MYFIFO_INIT(blt_txfifo, 68, 8);
TX rf_len = 141 bytes: MYFIFO_INIT(blt_txfifo, 156, 8);
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TXrf_len =191 bytes: MYFIFO_INIT(blt_txfifo, 204, 8);

WK AL 75 Nk RX fifo size. RX fifo size /0 RX rf_len K 24, HAZ04% 16
?‘%Xﬁ%o ﬁl:[:

RX rf_len = 56 bytes: MYFIFO_INIT(blt_rxfifo, 80, 8);
RX rf_len =141 bytes: MYFIFO_INIT(blt_rxfifo, 176, 8);
RX rf_len =191 bytes: MYFIFO_INIT(blt_rxfifo, 224, 8);

Ebtm, TX Al RX e KK AL T 57 7 %) 200bytes, AJ#ZU1 N E
MYEIFO_INIT(blt_txfifo, 212, 8);
MYEIFO_INIT(blt_rxfifo, 224, 8);

2) datalength exchange

VR KA, —FBHIELE BLE connection I data length exchange XMt
FEEZTEM

data length exchange Vit /& Link Layer |2 LL_LENGTH_REQ F/ LL_LENGTH_RSP
NI B FE, slave Al master /& fi]— &S AT BL 3 &k
LL_LENGTH_REQ, %—7J5[EIN LL_LENGTH_RSP. iHitixX AN AE H g,
master fll slave ZREEFIEMLIL TX A1 RX St KB K, AREBHNNHERKEK AR
BME, BIATHf5E 241 connection UK AL i R ALK

AN FEW— 5 A EE Y LL_LENGTH_REQ, data length exchange Jife 45 Hi st , SDK
#3474 BLT_EV_FLAG_DATA_LENGTH_EXCHANGE F{:[0if (Hi$e21EM 7
ZHIEE) , user I] 2% "Telink defined event” 4 Ui B K T il iz Fi 4
BN e AT

f Jz/\ BLT_EV_FLAG_DATA_LENGTH_EXCHANGE 4 [nlif sk ¥t H, W] LAFRIS
B AW ER TX AT RX K.

FESEBRM A A, 24 8x5x {24 BLE slave 45 1f, master Ui 7] fE 2> 32 3l & tL
LL_LENGTH_REQ, tHAJREAZ T BAM. WH master ik A FE AL
LL_LENGTH_REQ, MtFEZEH slave i L3 &L, SDK $2ft 33k
LL_LENGTH_REQ I#J APl {1 F -

ble sts t blc 11 exchangeDataLength (u8 opcode, ul6 maxTxOct);

APl # opcode H"LL_LENGTH_REQ”, maxTxOct 3 27l 1% £ > FrH BN TX £
K, bean TX s REKSH 200 bytes B, & E T

blc_Il_exchangeDatalength(LL_LENGTH_REQ , 200);
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O SEMICONDUCTOR,

H T slave & IFAKITE master = A8 K 1L LL_LENGTH_REQ, #EHF—1
S 7% TEM BLT_EV_FLAG_DATA_LENGTH_EXCHANGE A4 [a1if, 4
connection &5 H JE — N E R S A TR (bl 28D, GnRAE 28 J5
XA EE— ERE R, B master B %A T3 A LL_LENGTH_REQ,
I slave I8 API blc_ll_exchangeDatalength =& &2 LL_LENGTH_REQ.
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3) MTU size exchange

F% T _L1H data length exchange ¥t 2, MTU size exchange B 2 06 20t B 0T,
BPR K ) MTU size 4228, B5 LEX 5 #5048 £E BLE 12cap 2 TCIEAL FEAKC AL . MTU size
AR ERTET X &RX KK

MTU size exchange HJSZHL, 1S %A CARY" ATT & GATT#84> IVELR VLA,
Al L5 8258 feature_test H[f] demo 5%,

4) WOR KB RIHERAE

15 user 56 S H AR SCRYATT & GATT”HB3 (—L5 Ui, f4% Handle Value
Notification A1 Handle Value Indication, Write request 1 Write Command % .

FELLE 3 AP IRES L0 e B AL b, TR IR O KA

KEALYHH ATT 2] Handle Value Notification f11 Handle Value Indication % W/
B1 API BIE], 4350 S Arzs, 3 30k A b AT 55 49 0l s N 1] ) T
Z"*p” f"len” Bl A] o

ble sts t bls_att pushNotifyData (ul6 handle, u8 *p, int len);

ble sts t bls_att pushIndicateData (ul6 handle, u8 *p, int len);

KA HEAL PR Write request A1 Write Command X 5 1 [5] 1 e85 'w” B AT,
FERIER B, S| HESRE T m AR .

3.2.9 Controller API
3.2.9.1 Controller API ViBH

e 3-1 s BIFRAE BLE BhBURRZEMH, N H Z 2 T6i%S Controller [ Link
Layer BELEHPEAZ B K, AAUEIT Host HEEHEE T &, & H Host I HCI 4E4%
il iy A% 1% 45 Link Layer. Host 3BT HCI #2110 R KA Controller 4% il a2 #R 1L
BLE spec {Core_v5.0) H /™% & L T, H#1ETE S (Core_v5.0) (Vol 2/Part E/ Host
Controller Interface Functional Specification ).

Telink BLE SDK [ i1 A2 1% B bRUE BLE ZEM)¥Eit, A LALE N—AN5d i)
Controller 5 57 4b—AMZ1T Host Tl R G TAE, FrCARTA EAEBRLE Link
Layer [ API &2 ™K #4218 Spec | Host command HEHE #5200 2 S o

4R Telink BLE SDK &K% T

Kl 3-4 (1588, NHZEESHR Host HLEEAE B E Link Layer, {EA# Y AP IE
SERRAERT HCL B0 16 APL. R THIE APL HARA 8 225t Spec X B2 Host
command, user A] PAZ7% Spec I H ARV BH N DAFE A
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BLE spec _I" T ] HCI command, Controller [RJALEE#S 2 X W HCI
command complete event B, HCl command status event /£ N %] Host ZHINE, 1H
f£ Telink BLE SDK H1, & 73 1 5L AR 1) :

1) XtF 8258_hci KN, Telink ) IC RAE N BLE controller, 5 ZAIHAL KK
iZ47 BLE host 1] MCU PR TAE, AE4> HCI command #B27A XF MK HCI
command complete event B, HCl command status event /=4,

2) X} 8258 master kma dongle N, BLE Host fll Controller #1247 7E Telink IC
F, Host i [ interface /X% HCl command %5 Controller B, Controller 4= #F
AR R, AefH ERIEHN, Frbd Controller fEALFE HCl command B A~

[Pl HCl command complete event &% HCI command status event.

Controller API [\ 75 BH{E stack/ble/Il A1 stack/ble/hci H % ke, Hrp
Il H 3 TR Link Layer IRASVLEIRER] 73257079 Il 1l_adv.hy 1I_scan.h. Il_init.h.
l_slave.h+ Il_master.h, user 7] LItR#E Link Layer FJZhAE2: T4k, L UNER advertising
AHIRIIRE R APl LN IZERAE 11_adv.h HH A

3.2.9.2 APIR[EIZEA ble_sts_t

£ stack/ble/ble_common.h H15E X T MZKM ble_sts_t, %ZEMAE Y SDK
KZH AP PR B RAL,  HAF U A AP 5 B 25080 IR0 H g R 2 52 1)
74235 [ BLE_SUCCESS ({54 0) 5 IR HAbAE o (H#F R B, HE—
ANASFE B ET B — PRI . TS AP BAR BB, 25558 —4> API fT
AU REMIR BIME, FHARRE SN 2R A ) B AR A R R

XAMR [FME 2T ble_sts_t ANMYFRT Link Layer f£] API, % Host JZ—1& API 1
EH

3.2.9.3 BLE MAC address #J#51k
ARICRYH ) BLE MAC address 3 4 i) 25 Y 40,45 public address A1 random

static address.

1% BLE SDK H7, A0 N0 3k%5 public address F1 random static address.

void blc_initMacAddress (int flash addr, u8 *mac public,

u8 *mac_random_ static);

flash_addrifflash | f7fiEMAC addressfFd ik RI AT, 225 SCRY AT T A28, 8x5x
512K flash . XF W 13X N Hi ki H0x76000. W15 A 75 Frandom static address, L[]
Egmacirandomistatici,ﬁ"NULL"EHEIO
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BLE public MAC address [§Zh#kEUs, 1 Link Layer HJ451L %) API, K MAC
address £ A\ BLE TS #k:

blc 11 initStandby module (tbl mac); //mandatory

R F 2 Link Layer FPIRZASHLH ) Advertising state 5% Scanning state, 75 %
# MAC address £ A\ :

blc 11 initAdvertising module (tbl mac) ;
blc 11 initScanning module (tbl mac) ;

3.2.9.4 Link Layer JRASHLATIE4L

ZEARIHXT Link Layer IRV FELINH, LLURJLAS APLFHTHC & #5728 BLE
ARASHLURS 2N IR GE 4L o

void blc_11 initBasicMCU (void)
void blc_11 initStandby module (u8 *public adr);
void blc_11 initAdvertising module (u8 *public adr);
void blc_11 initScanning module (u8 *public adr);
void blc_11 initInitiating module (void) ;

void blc_11 initSlaveRole module (void) ;

void blc_11 initMasterRoleSingleConn_module (void) ;

3.2.9.5 bls_ll_setAdvData

HIE TGS (Core v5.0) (Vol 2/Part E/ 7.8.7 “LE Set Advertising Data
Command”)o

LSB MSB
Header Payload
(16 bits) {(as per the Length field in the Header)

4 3-32 BLE HiUH) 4k £ 4% 2

BLE BB HL, ) R B i =N B , BT byte 72 head, J5 [l 72 Payload
(PDU) , % 31byte.

N API F T B PDU #5901 B 4 -
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ble sts t bls 11 setAdvData(u8 *data, u8 len);

data f8%1¥5 M PDU B EHhE, len NEHE K.
1z AR ble_sts_t AJ BEIR [A )25 U0 R R TR .

ble_sts_t Value ERR Reason
BLE_SUCCESS 0
HCI_ERR_INVALID_HCI_CMD_PARAMS 0x12 Len it f: KK 31

user 1] ATERI GG AL [P B0 0 FHAZ AP BT #8504, tn] LR P Is /T 72
main_loop BLFE I A FiZAPIRAE XU 75U «
1%BLE SDK+8258 ble remote L f£ 71 7€ X [fJAdv PDULI T, H &7 BA &

N 1E S U RYBLE Spec {CSS v6) (Core Specification Supplement v6.0) HData Type
Specifcation [ B AR LA .

u8 tbl advDatal[] = {
0x05, 0x09, 'k', 'h', 'i', '4d',
0x02, 0x01, 0x05,
0x03, 0x19, 0x80, 0x01,
0x05, 0x02, 0x12, 0x18, Ox0F, 0x18,

}i
TR R, B S 4 N khid" .

3.2.9.6 bls_Il_setScanRspData

HIE TS (Core_v5.0) (Vol 2/Part E/ 7.8.8 “LE Set Scan response Data
Command”).

KT BT i L PDU ) E, scan response PDU F ¥ B i API:

ble sts t bls_1ll setScanRspData(u8 *data, u8 len);

data fREF48 7] PDU B E HibE, len NEIRKEE . IR [FIZEAY ble_sts_t 7] fgi [H]
P45 RN R AR

ble_sts_t Value ERR Reason
BLE_SUCCESS 0
HCI_ERR_INVALID_HCI_CMD_PARAMS 0x12 Len I i KK E 31
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user 1] LLZERTUH AL IS 8 F % API 1% & Scan response data, tHA] LA TF2)/%
1IZ1THS7E main_loop HLBERT I F1Z API KAZEA Scan response data.

1% BLE SDK ' 8258 ble remote L™ % X scan response data 41, scan %
%% N"KRemote" o FMFEIE ES T CHY BLE Spec {CSSv6) (Core
Specification Supplement v6.0) 1 Data Type Specifcation [t EL 425 B .

u8 tbl scanRsp [] = {

0x08, 0x09, 'K', 'R', 'e', 'm', 'o', 't', 'e',
}i

LT #E advertising data 1 scan response data " #N K B T G & HA—FE,
IBAAEFHLEL 10S RGe FHR#E A RN, BRI ESBIRTRESA—F:

1) —EEERETHE, A RRMEELFRA"khid" ;
2) —ERRER G, KIX scan request, JFEZHUEIEL scan response, A4

IR 24 S FRA] BE B 2 /& "KRemote" .

user ] DLAEIX N AR i 6 A IR B8 — 8, B fim A 2 B s A
R4 T T

SRR b 24 HE master 3E )5, master ZE K 451 Attribute Table i, 2 FREL
W41 gap device name, & %5t ] BE2 AR5 A BL 0 W EOR BoR WA A R .

3.2.9.7 bls_IlI_setAdvParam

VEEIE 2 (Core_v5.0) (Vol 2/Part E/ 7.8.5 “LE Set Advertising Parameters
Command”),

Advertising Advertising Advertising
Event Event Event
T_advEvent = T_advEvent -
advinterval ] advinterval ]
A aduDE!ay aﬂ'vDe.’ai'
Adveriising
State
enterad

3-33 BLE Pl #% B Advertising Event

BLE /4% B Advertising Event (f&JFK Adv Event) @1 E IR, f8HIEES—
™ T_advEvent, slave 4T —#¢) 4%, 1£ =] #% channel (channel 37. channel 38.
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channel39) & K—"1M.

1)

2)

NI API Xt Adv Event FHR IS B0 T 1% B .

ble sts t bls 1l setAdvParam( ul6 intervalMin, ul6 intervalMax,

adv_type t advType, own_addr type t ownAddrType,

u8 peerAddrType, u8 *peerAddr, u8 adv_channelMap,
adv_fp type t advFilterPolicy);

intervalMin #1 intervalMax

WE ) HERE] 18] FF adv interval Y5, UL 0.625ms NFEAHLAL, JEHI7E 20ms
~10.24S 2 |8], I H. intervalMin /N F%T intervalMax.

BLE spec %23K adv interval ANZEW&—ANMEE IME, T 2A LB,
Telink BLE SDK i# i intervalMin £l intervalMax 1 B N AN [F BB S LB, &
[] adv interval &&7E intervalMin~intervalMax Z [A]FEH1AE4Y, . 45 1% B 1)
intervalMin F1 intervalMax #H%%, adv interval 2%% T [& %2 ) intervalMin, A~
A

FARASH T HEALIZEEL, intervalMin Al intervalMax FRE A — LR &, iESH
(Vol 6/Part B/ 4.4.2.2 “Advertising Events”).

advType
2% BLE Spec, VUMEAN) BFFRA T

Advertising Event | PDU used in this advertising | Allowable response PDUs for
Type event type advertising event

SCAN_REQ | CONNECT_REQ

Connectable Undi- | ADV_IND YES YES
rected Event

Connectable ADV_DIRECT_IND NO YES*
Directed Event

Non-connectable ADV_NONCONN_IND NO NO
Undirected Event

Scannable Undi- ADV_SCAN_IND YES NO

rected Event

Table 4.1: Advertising event types, PDUs used and allowable response PDUs

P4 3-34 BLE PRk DU Fh) 3G S5 14

] Allowable response PDUs for advertising event #543 F YES A1 NO i #H 1
BRI T 3R A 15 6 HoAMB 15 45 1) Scan request £l Connect Request 35471
N, . 55— Connectable Undirected Event X Scan request fl Connect
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Request #FHEMI N, ] Non-connectable Undireted Event X &A1 T AN [ .

7B 58 /> Connectable Directed Event X Connect Request i 5 HIEM"YES" 45 I
My “*” 5, X' RZEWRIVLELK Connect Request, Hl— & 23 M M,
M AZH whitelist I JE. Fl R 3 N"YES" s 1] LA B AH B 115K, (HSZFR
T EAKHR T whitelist 13 &, iR 5 whitelist B3 7 S5 14 SR vk 58 e &2 T 0 N,
JETH T whitelist & VEL4IN4H.

PL_EVOFh) 3% F R, Connectable Directed Event .34 Low Duty Cycle
Directed Advertising 1 High Duty Cycle Directed Advertising, Xtf—JLREN575
B FFh T REEA2EAL, W E X (stack/ble/ble_common.h) :

/* Advertisement Type */

typedef enum{
ADV TYPE CONNECTABLE UNDIRECTED = 0%00,  // ADV_IND
ADV TYPE CONNECTABLE DIRECTED HIGH DUTY -= 0x01,

//ADV_INDIRECT “IND. (high duty cycle)
ADV TYPE SCANNABLE UNDIRECTED =0x02 //ADV_SCAN_ IND
ADV TYPE NONCONNECTABLE UNDIRECTED = 0x03, //ADV_NONCONN_IND
ADV_TYPE CONNECTABLE DIRECTED LOW._DUTY = 0x04,
//ADV_INDIRECT IND (low duty cycle)

}adv_type t;

BRI\ B ) #8257 )y ADV_TYPE_CONNECTABLE_UNDIRECTED.

3

—

ownAddrType
feE ) HEHhE R TR, ownAddrType 4 NAIERMELI R .

typedef enum{
OWN ADDRESS PUBLIC = 0,
OWN_ADDRESS RANDOM 1,
OWN ADDRESS RESOLVE PRIVATE PUBLIC
OWN ADDRESS RESOLVE PRIVATE RANDOM = 3,

Il
N
~

}own addr type t;

X R HETH NS

OWN_ADDRESS_PUBLIC 37~ #E I {5 {8 H public MAC address, SEPridil >k
H MAC address #J254LHF API blc_lI_initAdvertising_module(u8 *public_adr) ¥
wHE.

OWN_ADDRESS_RANDOM ZE7n/) #& IR 54 F random static MAC address,
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ZHHERYET R 1 AP 5 € HME :

ble sts t ble 11 setRandomAddr (u8 *randomAddr) ;

4) peerAddrType fll*peerAddr

4 advType # X BN EEE) 5 H directed adv
(ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY #I

ADV_TYPE_CONNECTABLE_DIRECTED_LOW DUTY) fif, peerAddrType 1

*peerAddr ] T-487E peer device MAC Address 28RS FI L o

Y advType NFHALZEAIE], peerAddrType Fl*peerAddr FIEASTLAL, W LLX
%€ 0 Al NULL.

5) adv_channelMap

WE] #% channel, A LLIEFE channel 37, 38. 39 F{EE—PELZ .
adv_channelMap FJE AT E W T 3 MECEMIHERESAHE.

#define BLT ENABLE ADV.37 BIT (0)
#define BLT ENABLE ADV 38 BIT (1)
#define BLT ENABLE ADV 39 BIT (2)
#define BLT ENABLE ADV ALL

(BLT_ENABLE ADV_37 | BLT ENABLE ADV_38 | BLT ENABLE ADV_39)

6) advFilterPolicy

T RIET #ERE, 6 HAh % 48 1 scan request Al connect request “KHX
[ K o YR R HbBE 75 AR BT AA % 2 whitelist B . 7RSS T whitelist /44
HHE AR RE

A E R 4 MO IER AT, AT whitelist id JEDIRE, 1EFE
ADV_FP_NONE.

typedef enum {
ADV_FP ALLOW SCAN ANY ALLOW CONN_ANY = 0x00,
ADV_FP ALLOW SCAN WL ALLOW CONN ANY = 0x01,
ADV_FP ALLOW SCAN ANY ALLOW CONN WL = 0x02,
ADV_FP ALLOW SCAN WL ALLOW CONN WL = 0x03,
ADV_FP NONE = ADV_FP ALLOW SCAN ANY ALLOW CONN_ANY
} adv_fp type t;
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IR [AE ble_sts_t 7] GE H B AAEAN R X 40~ & s -

ble_sts_t Value ERR Reason

BLE_SUCCESS 0

intervalMin 2%, intervalMax [

HCI_ERR_INVALID_HCI_CMD_PARAMS | 0x12 s i
- - T {EAFFE BLE spec HIHLE

%18 BLE spec HCI #4) Host command [1Ji% 11, Set Advertising parameters [A]

I E T LT 8 NS4, RN & E N RSN, FA—EARS
B ARG RE RN, i advType F1 advinterval, 7EA[E ) advType T,
XT intervalMin Fl intervalMax )78 il BR & < A —#F, Bt DL AN A 130 Bl e

7, W% set advType F set advinterval %8NS E 1 APL, - 5% 8] (458

A 25 3t Tk A )

H R EE] user X —LH IS ET Re &0 MR RAE 2L, 1 AR B EIR
A E FH bls_Il_setAdvParam [A]H} % B 8 5%, SDK X H:rh 4 NASNS IR HoAth
SHERERRANSE, HEE T AP, LLJT(E user Mfd . Bajdidtdt 3
AN APL IR :

ble sts t bls_ 11 setAdvInterval(ul6 intervalMin, ul6 intervalMax);
ble sts t bls 11 setAdvChannelMap (u8 adv channelMap) ;

ble sts t bls 11 setAdvFilterPolicy (u8 advFilterPolicy);

X 3 API B30 bls_ll_setAdvParam 1 —3,

JBIEHE ble sts_t:

1) bls_Il_setAdvChannelMap FI bls_II_setAdvFilterPolicy 4752441 [Fl
BLE_SUCCESS.

2) bls_Il_setAdvinterval i% [F] BLE_SUCCESS B}
HCI_ERR_INVALID_HCI_CMD_PARAMS.

3.2.9.8 bls_lI_setAdvEnable

VERG1E S (Core_v5.0) (Vol 2/Part E/ 7.8.9 “LE Set Advertising Enable
Command”).

ble sts t bls_ 1l setAdvEnable (int en);

en N 1, Enable Advertising; en 25 0 i/, Disable Advertising.
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1) {f Idle state i/, Enable Advertising, Link Layer i}t \ Advertising state.
2) 1E Advertising state [}, Disable Advertising, Link layer i A\ Idle state.

3) fEHAth state, Enable Advertising B Disable Advertising #8AN5201 Link Layer
[ state.

4) ble sts t JLo&fFIR A BLE_SUCCESS.

3.2.9.9 bls_IllI_setAdvDuration

ble sts t bls_11 setAdvDuration (u32 duration us, u8 duration en);

fH bls_lI_setAdvParam X #&Fr B S5 B G, 1 H
bls_ll_setAdvEnable (1) FFUGI . #Ay X BEIF I & HA AT I 1a] R 72
e R Ik — B a] 5 it 2 3 5¢ ], wT LA L TRTE APL.

duration_en WoN 1 K/ Ja tHIT DR, BN 0 KR RHEITH Dhag. RA T
I DhREFF B TGO T duration_us (HLA:us) HIREA G E Lo

FEJ7 L B S 18] ST T, — EUEE B PO I TR B, A0k 4%, T %A
£ (AdvEnable) %%, 7E None Connstate [, £1]#:%] Idle State. IHF <>’k
Link Layer 1 BLT_EV_FLAG_ADV_DURATION_TIMEOUT.

BLE Spec F"# & ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY | %574,
Duration Time [&] € 1.28s, FI| 1.28s X JG ¥ 1L #E. FrLAXSFiX Fh) ™~ #E27,
I F bls_Il_setAdvDuration W B ¥ L34 IR [FI{H ble_sts_t UL N %K.

ble_sts_t Value ERR Reason

BLE_SUCCESS 0

ADV_TYPE_CONNECTABLE_DIRECTED_HI
HCI_ERR_INVALID_HCl_CMD_PARAMS 0x12 GH_DUTY | BB AUAREH i &
Duration Time

R user 75 EL{E Adv Duratrion Time 2ik) #& 1G5, EHXE) #HSH
(AdvType. Advinterval. AdvChannelMap &5) , 757
BLT_EV_FLAG_ADV_DURATION_TIMEOUT {1 [Hl 8 R S L W &, JF B F K
P bls_lI_setAdvEnable(1) P48 1)) 4% .
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fih % BLT_EV_FLAG_ADV_DURATION_TIMEOUT 75 yF & — Pl ik A1 100«
% ¥ € | duration_us & 2000000, H[I 2s.

W Slave —HEAE) &, B4 FEES (8] 2)iL 2s B &k timeout, AT
BLT_EV_FLAG_ADV_DURATION_TIMEOUT [a] 1.

R FEE AR 25 WTEHL T (RO ALE 0.5s [IEFE) , Slave Al Master &4z
ET, ZA timeout FITHIEJR EHBA WG RREE, MRS K. fEiENE
FRIRAS 1.5s (KM%, tHak 2 BIASEFRBEE ) timeout B[] S IESF 25 B, T i
B DAL TIERIRES, AR EETRER S, WA shg
BLT_EV_FLAG_ADV_DURATION_TIMEOUT B . 2433k NZEHLIRAS — BLi ] (4 10s)
JE W EREE R R )8 (adv) RS, ERBE AT HAAT, PRI N R
I TR 1 2 A% € 1 2s timeout, fili &k
BLT_EV_FLAG_ADV_DURATION_TIMEOUT [A[ifi . ZEIX PR T fi &% 1
BLT_EV_FLAG_ADV_DURATION_TIMEOUT [a]if] E &z iz it T 5k b 5 %€ #Y timeout
BFA) A, BT DA AR 2R I E =

3.2.9.10 blc_ll_setAdvCustomedChannel
T APl FH T2 HlHRR Y advertising channel/scanning channel, A %F—2&6dk
WRFR N G 2 X, 0 BLE mesh, A H K BLE B FHASEAE H 1% AP,

void blc_11 setAdvCustomedChannel (u8 chn0, u8 chnl, u8 chn2);

chn0/chn1/chn2 Y& 75 B Ml AL, BRINIARHESI S /& 37/38/39, Lk &
3 4™ advertising channel 4375 2420MHz. 2430MHz. 2450MHz, wJ 0 i :

blc_IlI_setAdvCustomedChannel (8, 12, 22);

3.2.9.11rf_set_power_level_index

i% BLE SDK #2fft T BLE RF packet Rt & ¥ E ) API:

void rf set power level index (RF PowerTypeDef level)

level {H ¥ 1% B 2% drivers/8258/rf_drv.h H1 58 X M AR &

RF PowerTypeDefo

% AP R E I RF R BRERE, X B AERE RN A2, BT AR
BT LU E, SEPRAR AL 1) B & A A] b i — IR B i

T LT R/ : rf_set power level indexiX PRI PN HE &% MCU RFAH T
— AR AT E, T — HMCUHE Asleep (¥ suspend/deepsleep retention)
Ja, XETFHFRIPMERNSER. Arlluser ByER, BiksleepMilit )5, XA
S E B — . ELUN7ESDK demo {1 BLT_EV_FLAG_SUSPEND_EXITH
PRIER, SR\ OREE I suspendBEKrf power &R 1 3T 1 B — i, U1 Fcodefir.
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_attribute ram code void user_set rf power (u8 e, u8 *p, int n)

{
rf set power level index (MY RF POWER INDEX) ;

user set rf power (0, 0, 0);
bls app registerEventCallback (BLT EV FLAG SUSPEND EXIT,

&user set rf power);

3.2.9.12 blc_ll_setScanParameter
VEIE1E 2B (Core_v5.0) (Vol 2/Part E/ 7.8.10 “LE Set Scan Parameters
Command”),

ble sts t blec_ 11 setScanParameter (u8 scan_ type,
ul6 scan interval, ul6 scan window,
own addr type t ownAddrType,
scan fp type t filter policy);

SRR
1) scan_type

AJJE# passive scan 1 active scan, [X 7| & active scan 2 7EIKE| adv packet &
fiti b& scan_req LASREUX % scan_rsp M 25 5., scan rsp G2 i@ adv
report event 1545 BLE Host; = passive scan A~/ scan req.

typedef enum {
SCAN TYPE PASSIVE = 0x00,
SCAN TYPE ACTIVE,

} scan type t;

2) scan_inetrval/scan window

scan_interval % & Scanning state 45 & ) #elf (6], B47 4 0.625ms,
scan_window 7t Telink BLE SDK * & i % 3 b FE, SEBRIY scan window W BN
scan_interval.

3) ownAddrType
}8 7€ scan req flHLHESEAIES, ownAddrType 4 ANRTIEFME DT -

typedef enum{
OWN_ADDRESS PUBLIC = 0,
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4)

OWN_ADDRESS RANDOM = 1,
OWN_ADDRESS RESOLVE PRIVATE PUBLIC = 2,
OWN_ADDRESS RESOLVE_PRIVATE RANDOM

I
w
<

}own addr type t;

OWN_ADDRESS_PUBLIC 7x Scan [fJB % f# F public MAC address, SZBrhihil:
>k H MAC address #J454LI API blc_Il_initScanning_module(u8 *public_adr) i)
wWH.

OWN_ADDRESS_RANDOM %75 Scan HJHSf%{# F random static MAC address,
ZHLHESRYE TR T AP 5 € HIE

ble sts t ble 11l setRandomAddr (u8 *randomAddr) ;

filter_policy
H 1l SC FFIF) scan filter policy N THI -

typedef enum ({

SCAN FP ALLOW _ADV _ANY= 0x00,//except direct adv address not
match

SCAN FP ALLOW ADV WL=0x01,//except direct adv address not match

SCAN FP ALLOW UNDIRECT ADV=0x02,//and direct adv address match
initiator's resolvable private MAC

SCAN FP ALLOW ADV WL DIRECT ADV MACTH= 0x03, //and direct adv
address match initiator's resolvable private MAC

} scan_fp type t;

SCAN_FP_ALLOW_ADV_ANY 75 Link Layer Xt scan #fJ adv packet AN €,
H.$% report F| BLE Host.

SCAN_FP_ALLOW_ADV_WL MK scan %) adv packet 220 /& 7E whitelist B
[fF), 7 report 3| BLE Host.

IR [H1{H ble_sts_t - 45 BLE_SUCCESS, API NiEATEHEFMERA, user &
EEF R ESIN AR
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3.2.9.13 blc_lI_setScanEnable
{Core_v5.0) (Vol 2/Part E/ 7.8.11 “LE Set Scan Enable Command”).
dupFilter en t

ﬁﬁ%l Z> i

ble sts t blc_l1l setScanEnable (scan en t scan_enable,

filter duplicate);

scan_enable ZH ERAVE IR 2 DA kAE:

typedef enum {
BL C_SCAN_DISABLE

BLC_SCAN_ ENABLE

0x00,
= 0x01,

} scan _en t;

scan_enable 4 1 i, Enable Scanning; scan_enable 24 0 i, Disable Scanning.
Enable Scanning, Link Layer £ A\ Scanning state.

1) 1E Idle state Y,
fE Scanning state I}, Disable Scanning, Link layer i3 A\ Idle state.

2)
filter_duplicate ZHRAH W 2 AN Al k(.

typedef enum {
DUP FILTER DISABLE

DUP FILTER ENABLE
} dupFilter en t;
filter dupllcate?'j 1 B, FORIFBELZAILIE, RN AFER adv
packet, Controller X 7] Host -4k —X adv report event; filter_duplicate &N 0 K,
T, X scan F|f) adv packet 2= —H 345 Host.

= 0x00,
= 0x01,

A EEE A
& [A{H ble_sts_ t . F%.
ble_sts_t Value ERR Reason
BLE_SUCCESS 0
LL_ERR_CURRENT_STATE_NOT_SUPP | Ui, SDK #" | Link Layer 4t-F BLS_LINK_STATE_ADV
ORTED_THIS_CMD E S /BLS_LINK_STATE_CONN IRZ&

M1 'E [ scan_type Nactive scan. Enable Scanning/&, 74/ device, HiL—
Xscan_rspif 4k %5 Host. K N4EIKEnable Scanning)&, Controller£ Xt A [F] 4 #% 1)
scan_rspiEA 71038, B ENEERlscan_rspFlI R B, #HRE A S IR 30

£ Hscan_reqo
Ver1.4.0
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17 user THEZ IR _ERIE— device [f] scan_rsp, A] LU blc_Il_setScanEnable
#H W E Enable Scanning SXIL, K N%EIK Enable/Disable Scanning B, & & [1]
scan_rsp FIZR#I=TE 0,

3.2.9.14 blc_lI_createConnection

HIH1E S (Core_v5.0) (Vol 2/Part E/ 7.8.12 “LE Create Connection
Command”).

ble sts t ble 11 createConnection (ul6 scan_interval, ul6 scan_window,
init fp type t initiator filter policy,

u8 adr_ type, u8 *mac, u8 own_adr type,

ul6 conn min, ul6 conn max,ul6 conn latency,

ul6 timeout, ul6 ce min, ul6 ce max )
1) scan_inetrval/scan window
scan_interval ¥ & Initiating state ' Scan i i VJ#eis [], 2474 0.625ms.

scan_window 7E Telink BLE SDK H & i % A AL P, SEBRI scan window ¥ BN
scan_interval.

2) initiator_filter_policy
& € AT IE RO B SRNE, ATk A

typedef enum ({
INITIATE FP ADV SPECIFY = 0x00, //connect ADV specified by host
INITIATE FP ADV WL = 0x0l, //connect ADV in whiteList

} init fp type t;

INITIATE_FP_ADV_SPECIFY FIRIZEFE )13 itk & S5 1 i) adr_type/mac;

INITIATE_FP_ADV_WL F/RHRHE whitelist B 1545 g3, R
adr_type/mac L& X

3) adr_type/ mac

initiator_filter_policy 4 INITIATE_FP_ADV_SPECIFY I, #E3EHhhl2KA N
adr_type (BLE_ADDR_PUBLIC % BLE_ADDR_RANDOM) . #flik> mac[5...0]
I o

4) own_adr_type

18 5 FE T IEFZ Y Master role i F ) MAC address 257 . ownAddrType 4 4~
EED T

AN-19011501-C5 114 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

5)

6)

typedef enum({
OWN_ADDRESS PUBLIC = 0,
OWN_ADDRESS RANDOM = 1,
OWN_ ADDRESS RESOLVE PRIVATE PUBLIC = 2,
OWN_ADDRESS RESOLVE PRIVATE RANDOM

Il
w
~

}own addr type t;

OWN_ADDRESS_PUBLIC FR/NIEHZ I 5 H public MAC address, SEFrtili >k
H MAC address #JUH4LIS APl blc_Il_initStandby_module (u8 *public_adr)# %
B

OWN_ADDRESS_RANDOM 7~ i&EFZ KB % 4d H random static MAC address,
ZHLHESRYE TR T AP 5 E FIE

ble sts t ble 11 setRandomAddr (u8 *randomAddr) ;

conn_min/ conn_max/ conn_latency/ timeout

X 4 NSHORE T ELIERE Master role [iEBZEL, RN X LS 28
i connection request & %5 Slave, Slave o7& [AIFENIERESHL

conn_min/conn_max F5 € conn interval [fJ5 |, Telink BLE SDK H' Master role

Single Connection EL#f# ] conn_min H{E . FA74 0.625ms.
conn_latency & %€ connection latency, — &N 0.

timeout & 7€ connection supervision timeout, A7 10ms.

ce_min/ ce_max
SDK B R ALHE ce_min/ ce_max.
IR [HE SR

ble_sts_t Value ERR Reason

BLE_SUCCESS 0

HCI_ERR_CONN_REJ_LIMITED_RESOURCES | 0xOD

Link Layer E.£8 40T Initiating state, A4~
FHEEUSCHTIY create connection

HCI_ERR_CONTROLLER_BUSY 0x3A

Link Layer 4b-F- Advertising state B{
Connection state
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3.2.9.15 blc_lI_setCreateConnectionTimeout

ble sts t blec_1l1 setCreateConnectionTimeout (u32 timeout ms);

1% [FI{H A BLE_SUCCESS, timeout_ms .0/ A ms.

R4 Link Layer IRENLH N, 4 blc_Il_createConnection fili % Idle
state/Scanning state #F \ Initiating state J&, R KIN R TCE#E &R, 2k
Initiate timeout, 1EH Initiating state.

& H ble_Il_createConnection B, SDK ERIA 1% B 4RI Initiate timeout
I [8] 4 connection supervision timeout *2. 15 User 75 248 F SDK BRIA FRIX A
fF1E], A PAFE 5455 blc_ll_createConnection 2 J& 1 H

blc_Il_setCreateConnectionTimeout % & H C. 75 21 Initiate timeout.

3.2.9.16 bim_Ill_updateConnection
FEIE TGS (Core_v5.0) (Vol 2/Part E/ 7.8.18 “LE Connection Update
Command”).

ble sts t blm 11 updateConnection (ul6 connHandle,
ul6 conn min, ul6 conn max, ul6 conn latency, ul6 timeout,

ul6 ce min, ul6 ce max );

1) connection handle
i 1€ 77 22 HUH i 23 connection..

2) conn_min/ conn_max/ conn_latency/ timeout

T8 € T B IEB: S8, Master role single connection H A B %1 H
conn_min YENH Y interval

3) ce_min/ce_max

H AT A2

IR [B]1H ble_sts_t A BLE_SUCCESS, API AT ST T, user &
TR RESRIA .

AN-19011501-C5 116 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

3.2.9.17 bls_II_terminateConnection

ble sts t bls_1l1l terminateConnection (u8 reason);
1% APl FHHT BLE Slave % %%, R X} Connection state Slave role & .

N JZ BT BLE AL API7E Link Layer | k1% —4> Terminate %5 master, E &)
FF %2, reason N EAE EHIWTTF R, reason ¥ E HiE S (Core_v5.0) (Vol
2/Part D/2 “Error Code Descriptions”).

LA E RGBT R E SR terminate, N JZ— B8 E reason A
HCI_ERR_REMOTE_USER_TERM_CONN =0x13
bls_11 terminateConnection (HCI_ERR_REMOTE_USER_TERM_CONN) ;

Telink BLE SDK J&&)Z stack #, HA— 77 &% APl 123 terminate: fi#
BT IR, R BAESEE MIc #5iE, T
bls_Il_terminateConnection(HCI_ERR_CONN_TERM_MIC_FAILURE), 5 ZnXd /7 file 2%

Hix, Wit

Slave 1A FH1Z API Bl AR Wi & H2 5, — € 2 ik BLT_EV_FLAG_TERMINATE
FAE, iz R0 R R B T LUE B ) terminate reason XN FaK E
] reason & — £,

7£ Connection state Slave role I}, —fM&1E Ol N B H1Z APl 7] DL &3
terminate JEWTIE, (HLAA/E SRR GOl 2 E0Z AP R, AR PRI [FME
ble sts_t A UL T EXS B A 1R IR . BN HE R Z APLIE, R 2 — iR
{8 75 /9 BLE_SUCCESS. R[FMEFIFRIT .

ble sts_t Value ERR Reason
BLE_SUCCESS 0
HCI_ERR_CONN_NOT_ESTABLISH Ox3E | Link Layer 4b-F3E Connection state Slave role

Controller busy (A KB IETEKIE) B

HCI_ERR_CONTROLLER_BUSY 0x3A et
- - TR G2

3.2.9.18 bim_II_disconnect
ble sts t blm 11 disconnect (ul6 handle, u8 reason);
1% APl Fl T BLE Master % #%, S X Connection Master role i& F .

IR Slave role [£] API bls_Il_terminateConnection DI HE—#f, X 5l /&% —4> conn
handle 2%k, X2 Telink BLE SDK X Slave role {1 ¥t F % H4EEF single
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connection, il Master role ]t 45 multi connection, it LA 25 i€ 75 2
disconnect [1] connection handle.

APl IR [E{E NN .
ble_sts_t Value ERR Reason
BLE_SUCCESS 0
HCI_ERR_UNKNOWN_CONN_ID 0x02 | Handle #1%, #AEIXS B[] connection
Controller busy CH KR IEAERIE) B
HCI_ERR_CONTROLLER_BUSY 0x3A o
- - - TiEE %A

3.2.9.19 Get Connection Parameters

SRR EREZ BT Connection Interval. Connection Latency. Connection
Timeout ] API U1~ (X} Slave role &) -

ulo6 bls 11 getConnectionInterval (void);
ulo6 bls 11 getConnectionLatency (void);
ulo bls 11 getConnectionTimeout (void);

1) #51R [FME N 0, K7~ 2417 Link Layer 4t None Conn state, LI H &S E.
2) #ikEAAE 0 (HER RS EUE

bls_II_getConnectioninterval 1R [F] ] & SZFR conn interval R A 1.25ms HLA{H ,
EL 20241 conn interval SN 10ms, TI3R [F{E N 8.

bls_Il_getConnectionlLatency & [A] 5ZFR Latency {H .

bls_lI_getConnectionTimeout IR [F] ] & SZ R conn timeout % LA 10ms H 57 AH
EL 2 24 B conn timeout 2y 1000ms, 3% [A]{E A 100,

3.2.9.20 blc_ll_getCurrentState

N API FH T EECS AT Link Layer ATALHPIRZS o

u8 blec_11 getCurrentState (void);

user 7£ N JZ FIWr SRR, e
if(  blc_ll_getCurrentState() == BLS_LINK_STATE_ADV)
if(  blc_ll_getCurrentState() == BLS_LINK_STATE_CONN )
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3.2.9.21 blc_II_getLatestAvgRSSI

21 Link Layer #f A\ Slave role & Master role J&, il N API fef5 3R B &%
21 peer device it 2+ — B[] P23 RSSI,

u8 blc_11 getLatestAvgRSSI (void)

IR [ {Eu8frssi_rawZAi— E %, rssi_real = rssi_raw- 110, {R¥AIR [F{EH K
50, Mrssi=-60db.

3.2.9.22 Whitelist & Resolvinglist

AT /483, Advertising/Scanning/Initiating state [ filter_policy ##¥ J 3|
Whitelist, 2R Whitelist H (1152 25 BEATAH N HAE . SEBR Whitelist S 7
Whitelist 11 Resolvinglist P %577 .

JHit peer_addr_type 1 peer_addr 7] LA peer device Hulib AL & 15 RPA
(resolvable private address) . 8 F T [fI ) 72 A W B AT,

#define IS NON RESOLVABLE PRIVATE ADDR (type, addr)
( (type)==BLE ADDR RANDOM && (addr[5] & 0xCO) == 0x00 )

/

AE RPA Hbik A A] DLAFAi# 2 whitelist #, H BT SDK whitelist #x % £7-fi 4 135

#define  MAX WHITE LIST SIZE 4

RN

ble sts t 11 whiteList reset(void);

Reset whitelist, & [F{E A BLE_SUCCESS.

ble sts t 11 whiteList_add(u8 type, u8 *addr);

TRIN—AN 0445 21 whitelist, 3R [FE 51 3

ble sts_t Value ERR Reason

BLE_SUCCESS 0 | WhnEkIh

HCI_ERR_MEM_CAP_EXCEEDED 0x07 | whitelist E4¥55, IR

ble sts t 11 whiteList delete (u8 type, u8 *addr);
M whitelist #HlF% 2 B @S N 13245, 1% [A14E 4 BLE_SUCCESS.

AN-19011501-C5 119 Verl.4.0



ossm:co:voucronb Z&V% Kite BLE SDK JF K 1EF

RPA (resolvable private address) W 4, 2% H Resolvinglist. 4 1 194 ram
{5/, HHI SDK Resolvinglist i Z 171l 2 N4

#define  MAX WHITE IRK LIST SIZE 2

A API TR

ble sts t 11 resolvingList reset(void);

Reset Resolvinglist. 1X[7[{f BLE_SUCCESS.

ble sts t 11 resolvingList_ setAddrResolutionEnable (u8 resolutionEn);

WAL (E A, Wi ZAEH Resolvinglist fEtrthdl, — @ AT HfHRE
AN LSRRI A, AT PSP

ble sts t 11 resolvingList_add(u8 peerIdAddrType, u8 *peerIdAddr,

u8 *peer irk, u8 *local irk);

AN H RPA HuhE 1% 4%, peerldAddrType/ peerldAddr F peer-irk 3 peer
device E X1 identity address Fl irk, X Le{5 B2 7EECA In %5 i #2 A7 2 Flash
H1, user ] LLZESCRY SMP #573 48 2R BUX L8445 B4 H o % T local_irk SDk 2
%A AL T, B NULL BT,

ble sts t 11 resolvingList delete (u8 peerIdAddrType, u8 *peerIdAddr);

T 22 H S I ) 8L 26

Whitelist/Resolvinglist SZHL L JEFI A, 1§27 SDK feature test demo
i TEST_WHITELIST:

3.2.10 Coded PHY/2M PHY
3.2.10.1 Coded PHY/2M PHY /4§

Coded PHY A1 2M PHY /& (Core_5.0) 4N Feature, 1R KFEE LY RT
BLE f)% F3% 5%, Coded PHY £, 2 S2(500kbps) Al S8(125kbps) LAIdE . 5 17t FH B9 fr) M.
F, 2M PHY(2Mbps) K KHE 1 BLE 7 56 . 2M PHY/Coded PHY T LI 78] 4% i@
iE, WA LA ZERIRES T REEEE . ERIRAS T BE AN R/
¢, | HEEIE N ME H 7 EE “Extended Advertising” B K F .

3.2.10.2 Coded PHY/2M PHY Demo /I

Telink $2£f] Kite BLE SDK 1, ~N544 Sram, Coded PHY/2M PHY 2R\ E 5%
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[, B P R A8 I Feature, B CATFBhFT T, 197 /5727 LLS 5% Kite BLE SDK
1) Demo.

€ Slave i 1] 2% Demo “8258_feature_test”
1E vendor/8258_feature_test/app_config.h # & X %%
#define FEATURE TEST MODE TEST 2M CODED PHY CONNECTION
€ Master i 1] 2% Demo “8258_master_kma_dongle”

FH P m] DLk A F AR K s, W2 5CFF Coded PHY/2M PHY BT LA
1 Telink [ Slave ¥ 4% 35 T Bk .

U SAE F Telink $2 454 SDK, Master ¥ [f] Coded PHY F1 2M PHY /2 BR i\ 0%
P, a1 I

7 vendor/8258_master_kma_dongle/app.c Ei¥{voiduser init (void) ¥
API(SDK FLERIA A 5% A1)

blc_Il_init2MPhyCodedPhy_feature();

3.2.10.3 Coded PHY/2M PHY API /148

1. APl blc_ll_init2MPhyCodedPhy_feature()

void blc_1ll1l init2MPhyCodedPhy feature (void)

FH T-{# §& 2M PHY/Coded PHY.

2. fE”Telink defined event” "3} 7 —~” BLT_EV_FLAG_PHY_UPDATE”Event, E.
PR 4515 2 7% |1 TH “Controller Event"ﬁ%f\ 4,

3. APl blc_ll_setPhy()

ble sts t blc 11 setPhy( ul6 connHandle,
le phy prefer mask t all phys, le phy prefer type t tx phys,
le phy prefer type t rx phys, le ci prefer t phy options);
BLE SpechrifEd% 1, VEHHIEZS# (Core v5.0) (Vol 2/PartE/7.8.49 “LE Set PHY
Command”).
connHandle: slave . FH3EBLS CONN_HANDLE; master M. i%3H
BLM_CONN_HANDLE,
HAh S H0E S % Specie X 454rSDK M7 5 SURdemo i L AR .

4.API blc 11 setDefaultConnCodingIndication ()
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ble sts tblec_ll setDefaultConnCodingIndication(le ci prefer t

prefer CI);

JEBLE Spechr#EHE [, X Peer Devicelll IZAPI blc_ll_setPhy ()33l & HiPHY_Req

FRGRS, 8% S 7 1l LLIE IS EAPIE B A HE % £ [ preferenced Encode Mode
(S2/58) &

3.2.11 Channel Selection Algorithm #2

Channel Selection Algorithm #2 & {Core_5.0) FH¥s N Feature, 1HA 5 om
Wt THREET), A REEM RS IES% (Core_5.0) (Vol 6/Part B/4.5.8.3
“Channel Selection Algorithm #2”)

Kite BLE SDK H1#H% Demo 2%
€ Slave 5iiZ % Demo “8258 feature_test”
{E vendor/8258_feature_test/app_config.h H & X U1~

#define FEATURE TEST MODE TEST CSA2
1. WARAEH (Core_4.2) APIE LIS 4k, FIJ T LA FAE H ol A Rk 5

E#2,  SDK HHERIASEAE A Y, G0 SRR A R kA k2, TR ELE T R
API ffifE .

void blc_1ll initChannelSelectionAlgorithm 2 feature (void)

2. WHRAFEH (Core_5.0) API5E X [ Extended Advertising, 1 H.75 Bl Extend
Adv R AZIER:, FOAGUE_F IR AP F BE B 1E#2, 1X /& Spec IR E
DAEE SR (RONIEE Extended Adv R HIZER:, R RIN G BRI Bk
Byk#2) , g R {HH Advertising g, AT Sram, ZEUCME GEBEA
H#2,

€ Master 5i; 2% Demo “8258_master_kma_dongle”

RN master Ik A0 51 #2 2 G, 0 SR 7 B [FAE R T T3 ELAE user_init()
i FH [EAE ) APL A RE

void blc_1ll1 initChannelSelectionAlgorithm 2 feature (void);

3.2.12 Extended Advertising
3.2.12.1 Extended Advertising /143

Extended Advertising #& {Core_5.0) #r¥s MK Feature,
T (Core_5.0) *I Advertising ¥4 HI4 &, SDK Hramin 17 JLA AP A LA
K% (Core_4.2) g LI #EIhEEAN (Core _5.0) Friminiy)  #&kIhRe, X
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APl FATTEAE LG ) & T iR A (Core_5.0) API C RTINS JE 51 XA F5)
1M {Core_4.2) APl $&“Controller API” Z ™1 H1 /431 bls_ll_setAdvData()-
bls_Il_setScanRspData(). bls_lI_setAdvParam(), iX 3 > APl HBE5LH (Core_4.2)
E X IE IR, ARERESZIL (Core_5.00 M #EINEE .

Extended Advertising 3= 45 S0 R

1. ¥EhNT Advertising PDUs [ KRR KL, M (core_4.2) 1Y Advertising PDU
K ¥ 6—37 bytes F| {core_v5.0) Extended Advertising PDU f* & K fF 0—255
bytes (HLAME, PDU K Z) , UiR Advertising Data #i#f K & KT Adv PDU,
2> H B 538 N A~ Advertising PDU 73K o

2. AIARYEN I RIEIEEEAE B PHYs (1Mbps, 2Mbps, 125kbps, 500kbps) -

3.2.12.2 Extended Advertising Demo &2

Extended Advertising Demo “8258_feature_test”{#i Fi /7%

Demol: HFUifH (Core_5.0) ZHrMIFTA AL #EThRE L,
1. fE vendor/8258_feature_test/app_config.h & X 7%

#define FEATURE TEST MODE TEST EXTENDED ADVERTISING

2. IRYEBERILBIMEBERERT N K%,  Demo ATLLIES (Core_5.0)
PSCHR T ) R AR, P S R A N I s

#®/+* advertising Event Properties[]
typedef enum{

ADV_EVT PROP _LEGACY CONNECTAELE SCANNABLE UNDIRECTED = 0x0013,

ADV_EVT PROP _LEGACY CONNECTABLE DIREGTED LOW DUTY = 0x0015,

ADV_EVT PROP LEGACY CONNECTABLE DIRECTED HIGH DUTY = 0x001D,

ADV _EVT PROP LEGACY SCANNABLE UNDIRECTED = o0x0012,

= ox0010,

ADV_EVT PROP_EXTENDED NON._CONNECTABLE NON SCANNABLE UNDIRECTED = 0x0000,

ADV_EVT PROP EXTENDED CONNECTABLE UNDIRECTED = ox0001,

ADV_EVT PROP EXTENDED SCANNABLE UNDIRECTED = o0x0002,

ADV_EVT PROP EXTENDED NON_CONNECTABLE NON SCANNABLE DIRECTED = ox0004,

ADV_EVT [PROP_EXTENDED, CONNECTABLE DIRECTED = 0x0005,

ADV_EVT PROP EXTENDED SCANNABLE DIRECTED = 0x0006,

ADV EVT PROP EXTENDED MASK ANONYMOUS ADV = 0x0020, //if this mask on(only extendsd ADV event can mask it), anonymous advertising
ADV_EVT PROP EXTENDED MASK TX POWER INCLUDE = 0x0040, if this mask on(only extended ADV event can mask it), TX power include

}adv_event_prop_t:

Demo2: fF Demol | #&EIhAeHIFEAY I, %I T Coded PHY/2M PHY Fi%k .
1. £ vendor/8258 feature test/app_config.h & X %

#define FEATURE TEST MODE  TEST 2M CODED PHY EXT ADV

2. AR FE B AR PHY mode 1% 5 AH R 2 REAH S T RE .

R HiFEREA Demo I, WML N B RIER, AIRER B N e LY
“_attribute_data_retention_” J&VERIEHE size i 1 16K, 1) SDK ERIAM &
deepsleep retention 16K sram.
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VRS S SUHBRUL ML SUL b LA aU LU VAU R s/ LU GE WU L LUL AL LSy LML AL sy s
C \Telink5DK1.3\opt\tc32 \h n\tc32-elf-l1d.exe: section .text lo aded at [00004000 OOOOab 8b] overlaps section .retention_data loaded at
[000037a0,00004£d7]

make: **%* [ble 1t multimode.elf] Error 1

AT LLEN FE—F R B (G HriE S “Sram Fl Firmware Z5[6]” &=
FPANZED)
1. P80 BT e L “_attribute_data_retention_” & PR HdE .

2. YN deepsleep retention 32K Sram, TEAUALE /7155 % “software
bootloader /41”7 5.

3.2.12.3 Extended Advertising #H5<[] API /48

Extended Advertising ¥ 73K FBIELAL IR 2 T, 7340 %5 FE £ adv data length/scan
response data KB E T, 752 CRFAK 1000 £ bytes UEIEKE, Tk
N IR Z 5 AL code FEL Sram IR 9% (KA KR 70 % 7 ] ge s FH 5 s
KR , FTUEIRE TR EHBIN Sram AP R L E L.

AT SDK HSCHE 1 4> Advertising set /32 £F Multiple Advertising Sets, {H&A
T HELUEY BN multiple adv sets, code H1[] API #5234 Multiple Advertising
Sets M BT/, FH AT EFIN 2% multiple adv sets [ S50 E .

MR CA_E Rt AR, it T W N R APL.
1. WIGEALE TR B0 API SR EC Extended Advertising BT F ) Sram.

blc 11 initExtendedAdvertising module (app adv_set param,
app_primary adv_pkt, APP ADV SETS NUMBER) ;

blc 11 initExtSecondaryAdvPacketBuffer (app secondary adv_pkt,
MAX LENGTH SECOND ADV_ PKT) ;

blc 11 initExtAdvDataBuffer (app advData, APP MAX LENGTH ADV_ DATA);

blc 11 initExtScanRspDataBuffer (app_ scanRspData,
APP MAX LENGTH SCAN RESPONSE DATA) ;

MR L1 AP H A7 4 BC U0 R B :
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app_advData app_primary_adv_pkt

44bytes
APP_MAX_LENGTH_ADV_DATA

app_adv_set_param

*dat_extAdv

app_scanRspData app_secondary adv_pkt

APP_MAX_LENGTH_SCAN_RESPONSE_DATA MAX_LENGTH_SECOND_ADV_PKT
*secondary_adv ———

€ APP_MAX_LENGTH_ADV_DATA: —“{>Advertising Set FI%HE K&, I 75 B4R
PRSP, T RN, BATi %4 deepRetention ¥ [H]

@ APP_MAX_LENGTH_SCAN_RESPONSE_DATA: —/Advertising Set [f]
scanResponseHfE KB, FH 7 5 EEARIE LR N, 5 20 OR/, DL
deepRetention =¥ [f] .

€ app_primary_adv_pkt: —“MPrimary Advertising PDUSE K EE I KN, [ 8 4y
B B2 ~44 bytes, H P EARER EZIL.

€ app_Secondary_adv_pkt: —“{~Secondary Advertising PDU %5+ 5 1) K/,
SENTLK P h264 bytes, H P JZABERIEAZ
{E SDK #2fit ] demo“8258 feature_test”

(vendor/8258_feature_test/feature_2m_coded_phy_adv.c)H /7 7] IR #E H S K7
SRR E XL R4 EC sram, LLIAFTT4 Sram ) H .

#define APP ADV_SETS NUMBER 1 // Number of

Supported Advertising Sets (AMSDKHAZF1MAdv Set, FrAXAi HEgN1)
#define APP MAX LENGTH ADV DATA 1024  // Maximum
Advertising Data Length, (if legacy ADV, max length 31 bytes is enough)

#define APP MAX LENGTH SCAN RESPONSE DATA 31 // Maximum Scan
Response Data Length, (if legacy ADV, max length 31 bytes is enough)

2. APl blc_Il_setExtAdvParam()

ble sts t blec 1l setExtAdvParam(....);

BLE Spechrfife 1, FHTXE) #&ZH, 41152 (Core_5.0) (Vol 2/Part
E/7.8.53 “LE Set Extended Advertising Parameters Command”), 45& SDK s
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KR E UM demo %2 PR
T SH0 P Advertising_Tx_Power & NS RFiE#E K ik powerfd, 72 73 /MM FHAPI
void rf_set_power_level_index (RF_PowerTypeDef level) KAt & & i%power

3.

APl blc_Il_setExtScanRspData()

ble sts t blec 1l setExtScanRspData (u8 advHandle, data oper t
operation, data fragm t fragment prefer, u8 scanRsp datalen, u8
*scanRspData) ;

BLE Spechr#E4% 0, FT % & Scan Response Data, iH4l7] 2% (Core_5.0) (Vol
2/Part E/7.8.53 “LE Set Extended Scan Response Command”), Jf:45 & SDK M 48
AL M demo [T 2 B

APl blc_Il_setExtAdvEnable_n()

ble sts t blc 1l setExtAdvEnable n(u32 extAdv en, u8 sets num, us8
*pData) ;

BLE Spechrifi4% 171, F T3 JF/><IH]Extended Advertising, V4IRS %
{Core_5.0) (Vol 2/Part E/7.8.56 “LE Set Extended Advertising Enable
Command”), 454 SDK EMZEIRALE X Hldemo A VL £ B i

{H HATSDK A 32 FF1/4Adv Sets, FT BAAPIETI A #r, W& N LG multipleAdv

sets T , AN idTelink SOKIRFGULAPIZRES T —MRIALIKIAPL,  FHRIRVEST T/

FHILDAdy Sets, PATHCRE F. FACHIAPIN N Fos, A SHOR [ {E AT

PRAEFRIAPI—HE, {H R AKX E 1> Adv Set.

ble sts t blc_1ll setExtAdvEnable 1 (u32 extAdv en, u8 sets num, u8
*pData) ;

APl blc_Il_setAdvRandomAddr()

ble sts t blc_ll setAdvRandomAddr (u8 advHandle, u8* rand addr);
BLE Spechrifi4% 1T, FH T W E &% Randomitbll:, 1#4HiEZS% (Core_5.0)
(Vol 2/Part E/7.8.4 “LE Set Random Address Command”), 144 &SDK FMzss
A5 A demo A 2 f#

APl blc_Il_setDefaultExtAdvCodingIndication()

void Dblc_ 11 setDefaultExtAdvCodingIndication (u8 advHandle,

le ci prefer t prefer CI);

JEBLE SpechryfE42 11, HBLEFR#EAPI blc_II_setExtAdvParam()i% &) #& S $tt,
W% B A Coded PHY (£ 7 S2A1S8) {HH- % A $& th HAKRIHEFlEncode mode.
SDKERIN NS2, AT Fik$E, & X T HAPIR%E Fpreferenced Encode mode
S2/58.
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7. APl blc_Il_setAuxAdvChnldxByCustomers()

void Dblc 1l setAuxAdvChnIdxByCustomers (u8 aux chn);

AEBLE SpechrfE4 111, F Al DL L ek £ B Auxiliary Advertising channel
[RETEAE, T debugl, WHERH P EAWHILRECKE L, Auxiliary
Advertising channelfE =FEHLA B (BEMLZIE F0--31)

8. APl blc_Il_setMaxAdvDelay for_AdvEvent()

void Dblc 11l setMaxAdvDelay for AdvEvent (u8 max delay ms);

AEBLE SpechrtfEHE 1, FH T B fEAdvintevelZEfill I AdvDelayH] 7], #iAS
o, 1, 2, 4, 8, HAIAMS.

advDelay (unit: uS) = Random() % (max delay ms*1000);
T advEvent = advInterval + advDelay

U max_delay_ms = 0,T_advEvent ] i} [B] 2 A A i advinterval i [8];
W max_delay_ms = 8, T_advEvent[¥J i} [f] fEadvinterval 34 fili_ A0 -- 8ms/tfifi
HIRITEES

9. FTAJAPI, AMultiple Advertising Sets APIFT i Ed, ARRSDKASZ#:, 7 a]
LA IS 22006
» Dble sts t blc_ll removeAdvSet (u8 advHandle);
» Dble sts t blec_1ll clearAdvSets (void);

3.3 BLE host

3.3.1 BLE host /'

BLE host %5 L2CAP. ATT. SMP. GATT. GAP 22, FF EMN HE 3T
host =52 .

3.3.2 L2CAP

12 B R ) 5 IE I P SCE H AT FR A L2CAP (Logical Link Control and
Adaptation Protocol) , ‘El[f] FIEEENAE, N FiEREEGEE, KEIISE
il 28 B S BC AR VR, 0 E 2 B PR Jo 75 D% 0o 45 i # B 25 A B 4015

BLE ) L2CAP ERZ M L2CAP EHIfAIMLICAS, BAERRIBT, AT
SrBAE A, AV R AR A E AL, A [EE(FEIEATIEE . L2CAP 1)
LSS N B, ] B T A 2 K S = 8 s 43 K 45 BLE controller, 4 BLE
controller W | X FT L AR CID £id R4 host J2 .
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ATT SMP
CID = 0x0004 CID = 0x0006
_____ T
| L2CAP Signaling
L2CAP | CID = 0x0005 |
e e — d
LE-U Logical Link
LE Controller
Attribute Protocol Attribute Protocol
A A
SDU Sbu
A 4 \ 4
L2CAP o L2CAP PDU - L2CAP
Maximum size depends on MTU
Device A Device B

& 3-35 BLE L2CAP 4549 L & ATT 4 Ay

L2CAP #R¥% BLE Spec %11, F-ELTfE & 5K Controller A1 Host F% i X 2,
YR EAE T ARR B 52, T2 user Z 5 HUTIR D . user ARAE LT JLAS
AP AT B RITT o

3.3.2.1 VESF L2CAP E4E b3 BB

7f BLE SDK ZE#JH, Controller F%(#&iE 1L HCl 5 Host X4%, M HCI 2| Host
e, ESTE L2CAP ZA0EE, fFH NI AP VM Z AL B pR 2

void blc 1l2cap register handler (void *p);

7E 8258 remote/8258 module %% BLE Slave . ', SDK L2CAP /Z 4L FE Controller
BRI RN -

int blc _1l2cap packet receive (ul6 connHandle, u8 * p);

ZERBE AR SEEL, B SR R B AT AT G 1) AR s
ATT. SIG Y SMP.

LA

blc_1l2cap register handler (blc l2cap_ packet receive);
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7t 8258 master kma dongle H', N A JZBE 7 T BLE Host Difg, AL pR%K
wmr, AUEAEHRILL user ZE11):

int app l2cap_handler (ul6 conn handle, u8 *raw pkt);

ILGLeeE

blc _1l2cap register handler (app_lZ2cap_handler);

7F 8258 hci H', W 5ZIHL T slave controller, blc_hci_sendACLData2Host P %0F;
controller ¥ 1# 1k UART/USB S5 i 4452 14515 25 BLE Host 15 £ o

int blc_hci_sendACLData2Host (u16 handle, u8 *p)
WItEAL : blc_I2cap_register_handler (blc_hci_sendACLData2Host);

3.3.2.2 BHEESH
1) slave I REFEESH

{E BLE ¥k, slave i#id 12cap /Z*) CONNECTION PARAMETER UPDATE
REQUEST 4] master FIE—4UFERE S oSN TR, HIEE
Z: M (Core_v5.0) (Vol 3/Part A/ 4.20 “CONNECTION PARAMETER UPDATE
REQUEST")O

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x12| Identifier Length
Interval Min Interval Max
Slave Latency Timeout Multiplier

Figure 4.22: Connection Parameters Update Request Packet

K 3-36 BLE /}i¥#k ™" Connection Para update Req %

1% BLE SDK 7E L2CAP JZ 4L T slave T o HiE B B2 501 API, FH 3k
If] master %1% _F 11X CONNECTION PARAMETER UPDATE REQUEST i %

void bls_l2cap requestConnParamUpdate (ul6 min interval,
ul6 max interval,

ul6 latency, ul6 timeout):;

PL_EPYASZ %R CONNECTION PARAMETER UPDATE REQUEST 1 data [X 35 1 /4
NSEFT M. 1F B min_interval I max_interval H{E /& SZFx interval B TAJE 5 DA
1.25 msC Ui 7.5ms FRZESRE, iZ1E 4 6), timeout FE NSZPR supervision timeout
AT FR BL 10ms (41 1's 1 timeout 1Z/E A 100) .
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Nz 7E connection #ESL IR, HI1E BOHTIE S L.

void task_connect (u8 e, u8 *p)

bls 1l2cap requestConnParamUpdate (6, 6, 99, 400);
//interval=7.5ms latency=99 timeout=4s
bls 12cap setMinimalUpdateRegSendingTime after connCreate (1000
)
Data Ty Data Header L2CAP Header 5IG Pkt Header SIG_Ci tion_Param_Update_Req
s LLID NESN SN MD FPDU-Length |[|L2CAP-Length ChanlId ||[Code Id Data-Length ||IntervalMin IntervalMax Slavelatency TimecutMultiplier
L2CAP-5 2 1 0 [i] 16 0x000C 0x0005 |[0x12 0x01 0x0008 0x0006 0x0006 0x0063 0x0180
Data Header L2CAP Header SIG Pkt Header SIG_C: ion_Param_Update_Rsp RSSI
TR LLID NESN SN MD FPDU-Length ||[L2CAP-Length Chanld |(Code Id Data-Length [|Result CRC (dBm) 7B
L2CAP-5 2 1 1 1] 10 0x0006 0x0005 ||0x13 0x01 0x0002 0x0000 0x2DE483 -38 OK_
| Data Header I or IlRsSH ][
Kl 3-37 AL R d Al
\z7]S conn para update reqgeust response
Hrr API:
void bls 1l2cap setMinimalUpdateRegSendingTime after connCreate (int

time ms) H T WEEREETIG, slave R 5FAF time_ms (A7 =) FHAT
API: bls_I2cap_requestConnParamUpdate, K #HiEESE. W R AEEREZE
S5, HiEH bls_l2cap_requestConnParamUpdate, NI slave WA fEEREE )G 1s
FPAT OB IERESHCE G K.

1E slave N, SDK #24t T3KEL Conn_UpdateRsp 45 5 i3 M o0 pf $iE 1
T slave UG HERZEZSHOE K E B9 master FE4i0 e 252, a0 B Py
7N, master 252 | slave fJ Connection_Param_Update_Req Z%4{.

void

blc_l2cap registerConnUpdateRspCb (12cap conn update rsp callback t

cb) ;

27 slave YIUHAL H B

blc 1l2cap register handler

int app conn param update response (u8 id,

{

if (result

(blc_l2cap packet receive);

H:Hblc_I2cap_packet_receive RS H N T -

ulé6

CONN_PARAM UPDATE ACCEPT) {

result)

//the LE master Host has accepted the connection parameters

}

else if (result

{

CONN_ PARAM UPDATE REJECT)

//the LE master Host has rejected the connection parameter

}
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return O;

2) master BN EHHE

slave HiEH HZERES UGS, master I F1Z 74, [51] CONNECTION PARAMETER
UPDATE RESPONSE #i4>, 11152 [ ( Core_v5.0) (Vol 3/Part A/ 4.20 “CONNECTION
PARAMETER UPDATE RESPONSE”).

TE N iZar A8 &% resuIt 2 X, result N 0x0000 I} FRBEZZ A2,
result & 0x0001 Hf F/~HE2481% &

SEBRE Android. i0S % %2 58252 user P B ERE S, RSN % BLE
master FITEE &, A BRE—FKERAFT, X EEERMANF5— 1,
HBEEE user 7EFB 1Y) master FE2& 4 A 21808 5 45 9 44,

K 3-37 AT BIANE 7R master 352 1 HIE .

LSB octet0 octet 1 octet 2 octet 3 MSB

Code=0x13‘ |dentifier Length

Result

Figure 4.23: Connection Parameters Update Response Packet

The data field is:

+ Result (2 octets)

The result field indicates the response to the Connection Parameter Update
Request. The result value of 0x0000 indicates that the LE master Host has
accepted the connection parameters while 0x0001 indicates that the LE
master Host has rejected the connection parameters.

Result Description

0x0000 Connection Parameters accepted
0x0001 Connection Parameters rejected
Other Reserved

K 3-38 BLE i3 #% " conn para update rsp #% =\

Telink f£] 8258 master kma dongle T 4L ¥E slave ()% 2505 ¥ demo code 11
e
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else if (ptrlZcap->chanld == L2CAP CID SIG CHANNWEL) //signal
1
if (ptrlZ2cap->opcode = L2CAP CMD CONMN UPD PARA REQ) //slave send conn param update reg on lZ2cap
i
rf packet l2cap connParaUpReq t * req = (rf packet_ l2cap connParaUpReq t *)ptrL2cap:;
u32 interval us = reg->min interval*1250; //1.25ms unit
u32 timeout us = reg->timeout*10000; //10ms unit
u32 long_suspend us = interval us * (reg->latency+l):

finterval < 200m=
ong =suspend < 115

S/ interval * (latency +1)*2 <= timeout
if{ interval us < 200000 && long suspend us < 20000000 && (long suspend us*2<=timecut_us) )
{
f/when master host accept slave's conn param update reg, should send a conn param update &
/fwith CONN_PRARAM UPDATE ACCEPT; if not acgpet, should send CONN_FPARAM UPDATE REJECT
blc_12cap SendConnParamlUpdateResponse (current connHandle, CONN PARAM UPDATE ACCEPT): //se:
;;_f accept, master host should mark this, add will send update conn param reg on link la)
/set a flag here, then send update conn param reqg in mainloop
host _update conn_param req = clock time() | 1 ; //in case zero valdlue
host_update_conn min = reg->min_interval; /backup update param
host_update_ conn_latency = reg->latency;
host_update_conn_ timeout = reg->timeout;
¥
else
{
blc 12cap_SendConnParamUpdateResponse (current connHandle, CONN PARAM UPDATE REJECT): //se:
H

{£ L2CAP_CID_SIG_CHANNEL %] L2CAP_CMD_CONN_UPD_PARA_REQ Jii
/G interval_min CEHAE N4 ineterval) . supervision timeout I long
suspend time(interval * (latency +1)), FH-XJIX SEEPR— L& FHEAT AWM. ER
interval < 200ms; long suspend time<20S; supervision timeout >= 2* long suspend

time. T HXLEEMFMIEZZSEHE, ATENTEL. XA A demo i
it user ® TH*ETETE‘EJ&??*H?%H’JVE&

ANE -G Slave FIZHHIE, #AEH T AP XHZHIBEATEE
void Dble l2cap_SendConnParamUpdateResponse( ul6 connHandle,
int result);

connHandle #5547l connection ID, result {1 F PGB 2 3 44,

typedef enum{
CONN_PARAM UPDATE ACCEPT = 0x0000,
CONN PARAM UPDATE REJECT 0x0001,

}conn para up rsp;

U 8258 master kma dongle %52 1 Slave I HIE, W ZILE — & 1R N @
API bim_ll_updateConnection [] Controller & —/~5 #1H] cmd, demo code I fi
host_update_conn_param_req {E %R, F17E main_loop H LR 50ms J& A AZIX
/> update.
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/fproc master update
f/at least 50ms later and make sure smp/sdp is finished
if( host_update conn param req && clock time exceed(host_update conn param reg, 50000) && !app host smp sdp pe
i
host_update_conn param reg = 0;

if(blc 11 getCurrentState() = BLS LINK STATE CONMN){ //=still in connection state
blm 11 updateConnection (current connHandle,

host update conn min, host update conn min, host update conn latency, host update conn timeou
0, 0 ):

3) master 7E Link Layer L EHEESH

Slave K i% conn para update req, JfH. master [E] conn para update rsp %52 H
iH )5, master 23 %1% link layer 2] LL_CONNECTION_UPDATE_REQ #%, T E

BTz o
e S R R 5 BE

i) Data Ty Data Header RSSI
YPe II1ID NESN SN MD PDU-Length (dBm)
0K

Empty PDU) 1 0 1 0 1] OxBFES0F 1]

Data Header
LLID HNESN SN MD PDU I.engr.h
Contrel || 3 1 0

]

Data Type

@

3-39 $E &7~ 11 conn update req

slave WRIEFEHriE K5, 12 N &S —1NS20N master Ui instant {E, 24
slave ¥iij 1] instant {H ZIAIXAME I, TR EEHTERESE,  Hfh ok R FH A4
BLT_EV_FLAG_CONN_PARA_UPDATE.

instant »& master Al slave i %% B #R4E P HE R F A HEUE, JEREA
0x0000~0xffff, 7E—/ N, CATHIME — EH 2N - 24 master KI% conn_req
HIE M slave &2 f5, master AT H CPRES OANEFRREBEERES
F K5 master Uit instant 15 0. slave Y% conn_req, M #EIRE Jﬂ]?ﬁi”:@%*ﬁ(u:
4 slave Ui ff] instant J& 0. master # slave & —/MEREAHE —NEES,
MR LE conn_req J5 HIEE — ANERFHA, instant [E N 1, 2B A IEEESEAF instant
BN 2, WKIRAEEIHNE,

24 master &% LL_CONNECTION_UPDATE_REQ I}, & Ja— 1% instant & 15
AR SN instant [REREFAFR, master ¥4 # F LL_CONNECTION_UPDATE_REQ 1,
T LN ERESES N AR . BT slave F1 master [ instant B A5 & SR, ©
%] LL_CONNECTION_UPDATE_REQ I}, 7E H CLf¥) instant %5 T master 7 B (131

A instant FEEHAN, RADHIEES A XFEH0RT DAARUE PR S 78 [R] — /i
] 1 5E O S B D4 o
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3.3.3 ATT & GATT
3.3.3.1 GATT ZEAHAL Attribute

GATT € X T Wi F 4 Server I Client. i% BLE SDK H, Slave & Server, X
M) Android. i0S ¥ £%+& Client. Server 7= EH#IEZ /™ service i Client V717,

GATT 1] service SZJi &2 H 21 Attribute ¥ %, 1™ Attribute S E A —E 1E
B&, BZNAFEFZRE] Attribute HEE &R, BLEeMs SO — N EA R

service,

GATT Server

Service

Attribute

Attribute

Service

Attribute

Attribute

Attribute

] 3-40 Attribute 4% GATT service

— Attribute FJEA N A F @ EEFE LT
1) Attribute Type: UUID

UUID HR X 43— attribute 57, H4K N 16 4> bytes. BLE br#E
B UUID K52 SN 2 A bytes, IXJ& KA master 13 £ #5815 6] — B R4 775,
% 2 /) bytes [ UUID #5481 16 bytes.

user ELIEAFF A T hrUERD 2 byte Y UUID B, master 134 A &0E X £ UUID
REM R AR, % BLESDK H &€ X T —LhriER UUID, 23 A fE LR X
1. stack/service/hids.h. stack/ble /uuid.h.

Telink FAFG 1Y) — & profile (OTA. MIC. SPEAKER %5) , FryfEis o H AL H,
1E stack/ble/uuid.h H & X EEFAH ) UUID, K JEN 16 bytes.
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2) Attribute Handle

slave IG5 £ 1 Attribute, IX%¢ Attribute ZH ili— Attribute Table. 7E Attribute
Table #, & —> Attribute #\5 — Attribute Handle 18, HRX 73— NANE )
Attribute. slave fl master &3 1% 4% 5, master i#Hid Service Discovery i F2 T 152
HY 3 slave [1] Attribute Table, JFHR4E Attribute Handle B R X N AE—ANAN ] 1K)
Attribute, IXFEEA TS HEHRE S R E W b Attribute Handle, X 77 i i 2 W
™ Attribute FIEHE T .

3) Attribute Value

£ Attribute #5A %F MK Attribute Value, FHRAE N request. response.
notification Al indication Z(4E . £1% BLE SDK H1, Attribute Value FH¥84T A48 4t
Firde X 3k K B R A IR

3.3.3.2 Attribute and ATT Table

N T S slave BT GATT service, 1% BLE SDK #%¢1t 1 —™ Attribute Table,
% Table 12 /M EAC Attribute ZH % . Attribute 1058 XA :

typedef struct attribute
{
ul6 attNum;
u8 perm;
u8 uuidLen;
u32 attrlLen; //4 /bytes aligned
u8* uuid;
u8* pAttrValue;
att readwrite callback t w;

att readwrite callback t «r;

} attribute t;

4E4 HATiZ BLE SDK 45 H 2% Attribute Table SR BH LA &I 25 o
Attribute Table fXHS W, app_att.c, 21 & FT~:
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static const attribute t my Attributes[] = {

{arr END H - 1, 0,0,0,0,0}, // total num of attribute

// 0001 - 0007 gap

{7,ATT_PERMISSIONS READ,2,2, (uB*) (&my primaryServiceUUID), (uB*) (&my gapServiceUUID), 0},

{0,ATT PERMISSIONS READ,2, sizeof (my devNameCharVal), (u8*) (&my characterUUID),

(u8*) (my devNameCharVal), 0},

{0,ATT PERMISSIONS READ,2, sizeof (my devName), (u8¥*) (&my devNameUUID), (u8*) (my devName), 0},

{0,ATT PERMISSIONS READ, 2, sizeof (my appearanceCharVal) , (u8*) (&my characterUUID),
{0,ATT_PERMISSIONS READ,2, sizeof (my appearance), (uB*) (&my appearanceUIID),
{0,ATT PERMISSIONS READ,2, sizeof (my periConnParamCharVal), (u8*) (&my characterUUID),

(u8*) (my appearanceCharVal), 0},

(uB*) (&my_appearance), 0},
(u8*) (my periConnParamCharval),

{0,ATT PERMISSIONS READ,2,sizeof (my periComnnParameters), (ué*) (&my periConnParamUUID), (u8*) (&my periComnnParameter

// 0008 - 000b gatt

{4 ,ATT PERMISSIONS READ, 2,2, (uB*) (&my primaryServiceUUID), (uB*) (&my gattServiceUUID), 0},

{0,ATT PERMISSIONS READ, 2, sizeof (my serviceChangeCharVal), (uf*) (&my characterUUID),

{0,ATT_PERMISSIONS READ,2, sizeof (serviceChangeVal), (u8*) (&serviceChangeUUID),

{0,ATT PERMISSIONS RDWR,2,sizeof (serviceChangeCCC), (u8*) (&clientCharacterCfqUuID),

// 000c - 000e device Information Service

(u8*) (my serviceChangeC

(uB*) (&serviceChangeval) , 0},
(u8*) (serviceChangeccc) , 0},

{3,ATT_PERMISSIONS READ,2,2, (u8*) (&my primaryServiceUUID), (u8*) (&my devServiceUUID), 0},

{0,ATT PERMISSIONS READ, 2, sizeof (my PnCharVal), (uf*) (&my characterUUID),

(u8*) (my PnCharVal), 0},

{0,ATT_PERMISSIONS READ,2, sizeof (my PnPtrs), (uB*) (&my PnPUUID), (u*) (my PnPtrs), 0},

PHLIPIEALEPRE L0011 & HID sexvice [/IIIIPITIEEPIEEERIEIEEE I AP IRERELL 11 00141010010040

// 000£

/17{21, ATT PERMISSIONS READ,2,2, (u8*) (&my primaryServiceUUID), (ug*) (&my hidServiceUUID), 04,
{HID CONTROL POINT DP H - HID PS H + 1, ATT PERMISSIONS READ,2,2, (u8*) (&my primaryServieeUUID), (u8*) (&my_hidSe

// 0010 include battery service

{0,ATT PERMISSIONS READ,2,sizeof (include) , (u8*) (&hidIncludeUUID) , (u8*) (include) ,

0},

] 3-41 i% BLE SDK Attribute Table &% &

THVEE, Attribute Table [5E LRI MN T const:

const attribute_t my_Attributes[] ={... };

const K F- o ik PR A B X AN B ) B B AR A7 B flash, DAY ram
22[), IXA™ Attribute Table %€ X1E Flash LT W& RELH, ReMs.

1) attNum

attNum HHMER .

attNum 2B —MEH & 275 2410 Attribute Table 977 21 Attribute 2t H, Ef
Attribute Handle B AR, 1ZZ0 B R 1E Attribute Table ZU4H 158 0 T JCRX Attribute

HALE A -

{57,0,0,0,0,0}, // ATT_END_H -1 =57 in “8258_ble_remote”

attNum = 57 X7~ 24| Attribute Table 1345 57 4> Attribute

1F BLE H, Attribute Handle {8 M 0x0001 J14f, 1E)ghn—iEbi, mEdm
FRA 0 JFiG, 1E Attribute Table HLIN b B HEX AN AU Attribute, 1EFE1F /5 1H
™ Attribute 7E 5 B A0 F AR5 %5 T H Attribute Handle F{H . 245 XIF T
Attribute Table J5, % Attribute 7F 47 Attribute Table (403 Nhn5, FLRERIIE

1% Attribute 24 ff] Attribute Handle 1B »

4 Attribute Table HUFTA 1) Attribute %52, HEIEUE — OS5 B 241
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Attribute Table 1432 Attribute [f)4(H attNum, HTI SDK H174 57, user MR
INEAHER 1 Attribute, 75 ZEXF L attNum ZEAT 122

attNum 28 —AME & T-48 52 2411 1) service B JL Attribute #4555 .

H— service 55— Attribute ] UUID #R o202
GATT_UUID_PRIMARY_SERVICE(0x2800), 7EIX Attribute ] attNum 5 5& M 24
B Attribute JTA61F J5 BB 457 attNum 4™ Attribute J& T-1% service HIZHEEB S0 »

i E# TR, gap service UUID Sy GATT_UUID_PRIMARY_SERVICE [ AEA™
Attribute [ attNum & 7, Il] Attribute Handle 1~ Attribute Handle 7 1X 7 /™ Attribute
BT gap service FFHA .

[FERE, FEIH ] HID service H B Attribute ) attNum %N 27 J5, MiX
Attribute JTUA13 )55 SE 27 ) Attribute #SJ& T HID service.

B2 7 %5 0 Tl Attribute F1EE— service B Attribute 4, HiAth B & 117 Attribute
#) attNum F{E AR 205N 0.

2) perm

perm s& permission HfH 5 .
perm FH T8 %2 411 Attribute #% Client 17 ] FALIR o
BURA LA 10 Ff, &4 Attribute FURLPR ER 42008 T H BB EATRIH A

#define ATT PERMISSIONS READ 0x01
#define ATT PERMISSIONS WRITE 0x02
#define ATT PERMISSIONS AUTHEN READ 0x61
#define ATT PERMISSIONS AUTHEN WRITE 0x62
#define ATT PERMISSIONS SECURE CONN READ OxE1

#define ATT PERMISSIONS SECURE CONN WRITE  OxE2

#define ATT PERMISSIONS AUTHOR READ 0x11
#define ATT PERMISSIONS AUTHOR WRITE 0x12
#define ATT PERMISSIONS ENCRYPT READ 0x21
#define ATT PERMISSIONS ENCRYPT WRITE 0x22

TER: H AT SDK A SCFF AL AIRAS

3) uuid. uuidLen

Y I8 22 AT FITIR , UUID 43 P F - BLE bifEY) 2 bytes UUID Al Telink A7 1) 16 bytes
UUID. J&id uuid A1 uuidLen A] PLE B A IX B FP UUID,

uuid S22 —> u8 HU4R%l, uuidLen IR WNFREF IR R HLTT 2L uuidLen /> byte
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1N 25 N 24 BT UUID . Attribute Table /& 71E flash 11, BT ¥) UUID /& £ 7E flash
/I, BTBL uuid 2$8 17 flash B— AN EE! .

a. BLE FrfERY 2 bytes UUID:
U Attribute Handle = 2 1Y) devNameCharacter 74 Attribute, AHIS/CHE IR :
#define GATT_UUID_CHARACTER 0x2803

static const u16 my_characterUUID = GATT_UUID_CHARACTER;

static const u8 my_devNameCharVal[5] = {
0x12, 0x03, 0x00, 0x00, 0x2A
|3

{0,1,2,5,(u8*)(&my_characterUulID), (u8*)(my_devNameCharVal), 0},

UUID=0x2803 7t BLE H'37s character, uuid #5 7 my_devNameCharVal 7 flash
AL, uuidlen A 2, master SKRIZIX A Attribute B, UUID £ /& 0x2803,
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b. Telink A5 ) 16 bytes UUID:

41 audio 1 MIC ] Attribute, AHICfRAD:
#define TELINK_MIC_DATA
{0x18,0x2B,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05,0x04,0x03,0x02,0x01,0x0}
const u8 my_MicUUID[16] = TELINK_MIC_DATA;
static u8 my_MicData = 0x80;
{0,1,16,1,(u8*)(&my_MicUUID), (u8*)(&my_MicData), 0},

uuid $5 7 my_MicData 7£ flash HffJHlit, uuidlen 24 16, master SKIEIX ™
Attribute I}, UUID 2 & 0x000102030405060708090a0b0c0d2b18.

4) pAttrValue. attrLen

£F—> Attribute #<4 T M [ Attribute Value . pAttrValue & —> u8 Mig4t,
¥517] Attribute Value FT7E RAM/Flash f ik, attrLen FH 3K s ik iZ 2045 £ RAM/Flash
FRKE . 24 master 28X slave 3/ Attribute ] Attribute Value i}, i% BLE SDK
M Attribute ] pAttrValue $8%1F5 M1 1 [X 3k (RAM/Flash) FT45, H attrLen N4

[A]25 master.

UUID & R, ATLL uuid &Z4817 flash HI$8%t; T Attribute Value AJ g2
MNEVSEAE, WRA S ULIAE RAM F, BTPL pAttrValue B] EFE 1] RAM,
] HE4E A Flasho

Attribute Handle=35 hid Information [1¥] Attribute, #HIC/CHS .

const u8 hidinformation[] =

{
U16_LO(0x0111), U16_HI(0x0111), //bcdHID (USB HID version), Ox11,0x01
0x00, // bCountryCode
0x01 // Flags

b

{0,1,2, sizeof(hidInformation),(u8*)(&hidinformationUUID), (u8*)(hidInformation), 0},

TESZFRM I, hid information 4 | byte 0x01 0x00 0x01 0x11 & R L[], A
S N BNVGEAE, BT LLsE X A] DA const B AP AETE flash .  pAttrvalue
817 hidinformation 7E flash _EFHhE, LR attrlen DA hidlnformation SE PR K
HUE . 24 master £1% Attribute B, <>tR#E pAttrvalue F1 attrLen JZ[1] 0x01000111

75 master.
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master £1% Attribute B BLE #4101 R &, master {fiH] ATT_Read_Req 7%,
W B B AttHandle = 0x23 = 35, X7w. SDK H Attribute Table H ] hid

informat

ion,

Data Type

Data Header
LLID NESN SN MD PDU-Length

L2CRP-5

2 1 0 0 11

Security Enabled e icadcy

ATT_Read_Req

L2CAP-Length Chanld

Opcode AttHandle

Yes 0x0003

0x0004

0x0R  0x0023

RSSI

ELE (dBm)

0x&65CCCS

OK |

Data Header

RSSI

us || DataTy Security Enabled || CRC FCS
us YP® ITTTD NESW SN MD EDU-Length urity Enal (dBm)
Empty POUJ| 1 1 1 o0 0 Yes ox2as7ea| o0 | ox
" Data Header _ R5SI
us || DataTy Security Enabled || CRC FCs
us YP€ ITTTD NESW SN MD EDU-Length urity Ena (dBm)
Empty POUJ| 1 0 1 o 0 Yes 0x2a5189 || o0 | ox
us || Data Type Data Header Security Enabled L2CAP Header ATT_Read_Rsp CRC RSSI FCs

LLID HNESN SN MD FDU-Length

L2CRP-5

2 0 0 0 13

L2CAP-Length Chanld

Opcode RttValue

(dBm

Yes 0x0005

0x0004

0x0B 11 01 00 01

0xSBF&L0

)

oK |

] 3-42 master 33 hidInformation H) BLE #ll &

Attribute Handle=40 battery value [] Attribute, #H</Ch:

us my_batval[1]  ={99};

{0,1,2,1,(u8*)(&my_batCharuulD), (u8*)(my_batVal), 0},

SEBRN R, SN 24 AT L Y my_batVal E 2 HR 4 ADC AL ) Ha &M
AR, SRJGIE slave 31 notify B master 3280 17 AL M4 master, FFLL
my_batVal NAZBAENAE L, I pAttrValue F817] my_batVal 7E RAM _E [k .

5) [EERE w

(o] R A WS R BRI Y
typedef int (*att_readwrite_callback_t)(void* p);

user U7 E i RIS R, UG L=, AR % w 42 optional
[y, St —ANEARE) Attribute K5, user 7] DL B B S R, Al DIAKE
[ (Tuﬁ[ﬁlﬁﬁ’]ﬁﬂ%ﬁﬁliﬁﬁoﬁm) .

[ 8 e A w il R 2544 N 24 slave Y EI Y] Attribute PDU ] Attribute Opcode
HNULT =AM, slave 234G 25 [B1 1 pR 2 w2 5 4 0 EL

A. opcode =0x12, Write Request

B. opcode =0x52, Write Command

C. opcode =0x18, Execute Write Request

slave W | LL 5 a4 5, R ¥% A W E B R w, slave 2= H 3] [A] pAttrValue

BEMFTR I I X3S master /LI R AME, B AMKEN master 23 4% X 1)
|2capLlen-3; W user % & T FIAKE w, slave LB LL E5 w2 )5 AT user [
[ KL w, BEEEASFE ] pAttrvalue FaEHFTHE XIS 50 . XA SHEREF
AN-19011501-C5
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1, HEeH—"1EK.
user W& FITHREL w 2N T AFE master 7E ATT JZ ) Write Request. Write
Command FlI Execute Write Request 7%, WHRKAE W E FIHKE w, 752G
pAttrValue P s [m] 1) X 382 753 BE 05 52 Bont BA b 2 B AL EE (40 pAttrValue $5 7] flash
TVETEREEAE; B3 attrlen KEEAE, master KIS HAES BT, FEIANEL

AR

3.4.5.1 Write Request

The Write Request is used to request the server to write the value of an
attribute and acknowledge that this has been achieved in a Write Response.

Parameter

Size (octets)

Description

Attribute Handle

Attribute Value

Afttribute Opcode 1

2

0to (ATT_MTU-3)

0x12 = Write Request

The handle of the attribute to be
written

The value to be written to the attri-
bute

3.4.5.3 Write

] 3-43 BLE itk Write Request

Command

The Write Command is used to request the server to write the value of an

attribute, typically into a control-point attribute.

Afttribute Value

0 to (ATT_MTU-3)

Parameter Size (octets) Description
Attribute Opcode 1 0x52 = Write Command
Attribute Handle 2 The handle of the attribute to be

set

The value of be written to the aftri-

bute

¥ 3-44 BLE 1hiX 4% Write Command

3.4.6.3 Execute Write Request

The Execute Write Request is used to request the server to write or cancel the

write of all the prepared values currently held in the prepare queue from this
client. This request shall be handled by the server as an atomic operation.

Parameter

Size (octets)

Description

Afttribute Opcode 1

0x18 = Execute Write Request

AN-19011501-C5
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[51 J8 eR % w ) void Y p F8EHTE ] master 5 A & [ B AREE . SEBR p FR A —

FrAAE, PAF BRI R T E5 A A FTR o

typedef struct({
u32 dma_len;
u8 type;
u8 rf len;
ul6 12cap; //12cap_ length

ul6 chanid;

u8 att; //opcode
u8 hl; //low byte of Atthandle
u8 hh; //high byte of Atthandle

u8 dat[20];

}rf packet att data t;

p F51H dma_len. HidRIEHEARASLN 12cap - 3, H—MHBEHE N

pw->dat[0].

int my WriteCallback (void *p)
{

rf packet att data t *pw = (rf packet att data t *)p;

int len = pw->12cap - 3;

//add your code
//valid data is pw->dat[0] ~ pw->dat[len-1]

return 1;

}

b THNX AN 5 M AK rf_packet_att_data_t FT7Ef7 B A stack/ble/ble_common.h.

6) EIARH r
(=] R A v SR pR AR, pR A
typedef int (*att_readwrite_callback_t)(void* p);

user WS T E IRk, J0EAE g . BIHE K% r 2 optional [,
X e — AN BAK ) Attribute K, user A LA & [BIA SRR EL, L A] PAAE & [0

(AN EL DR N P 2 185 0 o)
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(5] 8 BR I r AR 264 24 slave YR Attribute PDU 1) Attribute Opcode
RNULTIPAES, slave 2 ka2 R A R 2L r 2 Bk & :

A. opcode = 0x0A, Read Request

B. opcode =0x0C, Read Blob Request

slave I 2| LL_Fiam 4 )5,
A, IR user WE T IR, PATIZRRE, AR 12 R H ) IR BB g A2
75814 Read Response/Read Blob Response:

a. #HIR[FEMEN 1, slave A[a] & Read Response/Read Blob Response %+
master.

b. FiR[EME ANHAN{E, slave M pAttrvalue T8%EFFITTE A1 X 5152 attrLen
M Read Response/Read Blob Response [FI5 %45 master.

B. W% user WA W E LKA, slave M pAttrValue $8 %t T [a) i X d5 33
attrLen ™MH Ff] Read Response/Read Blob Response [F] & 45 master.

W user ZHLEUL 2 master [¥) Read Request/Read Blob Request J& & 25t B[ 7]
5 ] Read Response/Read Blob Response FJAZE, it nl DL X B A6 [0l 1 pR &L r,
TE [F1H PR AU AZ 2L pAttrValue 85T FTHE ram BN, FF H. return FME R G842 0.

7) Attribute Table Z514)

FR4E DA _E X Attribute [ TEAHUEEA, {8 F Attribute Table #Ji& Service 50~
KR . 25— Attribute [ attnum I T-4875 2471 ATT Table Attribute FI3(E:,
R Attribute 1 51% Service 432, &—413k—2% Attribute &1% Service [
declaration, FFHA# H attnum $& %€ J5 H KR ) £ /> 4% Attribute J& T-1% Service )
BARRR . SLPREEA Service M5 — 2% —> Primary Service.

#define GATT_UUID_PRIMARY_SERVICE 0x2800 //!< Primary Service

const ule my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;
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Index Total number of attribute items that excludes itself.+
o+
Index Servicel declaration attribute and it has N attributes
10 including itself service declaration attribute.+
Index Attribute#ls
24
Index Attribute#2«
3
| }
| }
L}
| }
|}
IndexN+ Attribute#N-1+
Index Service2 declaration attribute and it has M attributes
N+1+ including itself service declaration attribute.«
Index Attribute#ls
N+2+
Index Attribute#2.
N+3+
—
| |
| |
L]
| |
| |
-
Index+ Attribute#M-1+
N+M-+

¥ 3-46 Service/Attribute Layout

8) ATT table Initialization

GATT & ATT ¥iE4k R 75 N E 1Y Attribute Table FF8 4% 21U Rl
nl, AL AP

void bls att_setAttributeTable (u8 *p);

p N Attribute Table 11354t .
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3.3.3.3 Attribute PDU & GATT API

H3 4 BLE Spec, 1% BLE SDK H Hif 2 £F [ Attribute PDU H L R JLIK:
<> Requests: client Ki%% server FIEHEIE K .

Responses: server i3 client [ request J& & 32 I (51 3 o
Commands: client Ki%%; server [Ii4

Notifications: server Ki%%4 client FI%¥E .

Indications: server &K i%%5 client FI%UHE .

Confirmations: client X server Z#& A -

R R

N 4552 i B Attribute 25480 Attribute Table 4544, X ATT EFTrA 1
ATT PDU AT 50 H7 o

1) Read by Group Type Request. Read by Group Type Response

Read by Group Type Request #1 Read by Group Type Response i 2 li#
{Core_v5.0) (Vol 3/Part F/3.4.4.9 and 3.4.4.10).
master Xi% Read by Group Type Request, fE %4 H 48 LG F14E R 1Y
attHandle, ¥8 %€ attGroupType. slave %1% Request J&, ¥ [/ 241 Attribute table,

TE48 B IR AN 45 Y attHandle 3K 3 #F A attGroupType Y Attribute Group,
i# it Read by Group Type Response [F] & Attribute Group 15 & .
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P — Data Header Il L2CAP Header Il ATT_Read_By_Group_Type_Req [ RSS || e
¥P®|LLID NESW SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRE-5 || 2 0 1 0 11 |[ox0007 0x0004 ||0x10  0x0001 OXFEFF 00 28 || oxeoseTs| -38 | ok
Data Header RSS!
Data Ty CRC FCS
YP® ||LLID NESN SN MD PDU-Length (dBm})
Empty PDU| 1 [ [i] 0xAE00DS ||_—38 || OK
Data Type Data Header I L2CAP Header Il ATT_Read_By_Group_Type_Rsp || cRE [ [
LLID NESH 5N MD PDU-Length ||L2CAP-Length Chanld |(Opcede Length AttData (dBm)
L2CAPR-S || 2 [ 24 |lox0014 0x0004 ||0x11  0x06 01 00 07 00 00 18 08 00 OA 00 OA 18 OB 00 25 00 12 18 || 0x58FC67 || -38 || OK
Data Type Data Header II L2CAP Header I ATT_Read_By_Group_Type_Req RSSI
s LLID NESN SN MD FPDU-Length [[L2CAP-Length Chanld |(Opcode StartingHandle EndingHandle A::Gmupl‘ype (dBm)
LacaP-s || 2 1 0 0 11 0x0007 0x0004 ||0x10__ 0x0026 O=FFFF 00 28 0x5A6275 ||_-38
Data Header RSSI
Data Ty CRC FCS
YP¢ ||LLID WESN SN MD PDU-Length (dBm)
Empty PDU|| 1 1 1 0 [i] 0xAE0BRO ||_-38 || oK
Data Header RSS!
Data Ty CRC ]
VP |ILID WESN SN MD EDU-Length (dBm)
Empty PDU|| 1 01 o i 0xAE0D73 ||_-38 || oK
Data Type Data Header II L2CAP Header | ATT_Read_By Group_Type Rsp | cRC Rssl oo
LLID NESN SN MD FOU-Length [|L2CAP-Length Chanld ([Opcode Length ActData (dBm})
LacaP-s || 2 0 o0 o 1 0x0008 0x0004 ||0x11  0x06 26 00 28 00 OF 18 || 0x158866 -38
Data Type Data Header L2CAP Header [ ATT_Read_By_Group_Type_Req [ ere RSSI [ o
YPS|LLID WESH SN MD PDU-Length [L2CAP-Length Chanld [|Opcode StartingHandle EndingHandle AttGroupType || (€Bm)
Lacap-s || 2 1 0 o 11 0x0007 0x0004 ||0x10__ 0x0029 O=FFFF 00 28 |_oxosscan|| -38 | ox
Data Header RSS!
Data Ty CRC FCS
VP |ILID NESN SN MD EDU-Length (dBm)
Empty PDU|| 1 1 1 0 i 0xAE0BA0 || —38 || oK
Data Header RSSI
Data Ty CRC
YP¢ |LLiD WESW SN MD PDU-Length (dBm)
Empty PDU|| 1 0 1 0 [i] 0xAE0D73 || 38 || OK
Data Type Data Header L2CAP Header [ ATT_Read_By_Group_Type_Rsp o RSt [ o
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld |(Opcode Length AttData (dBm)
Lacap-s || 2 [ 26 0x0016 0x0004 ||0x11 _ 0x14 29 00 32 00 11 19 0D OC 0B OR 09 08 07 06 05 04 03 02 01 00| 0xe9eD9s || -38 || oK
Data Type Data Header I LZCAP Header | ATT_Read_By_Group_Type_Req i cRC (.
s LLID NESN 5N MD FPDU-Length | L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttGroupIype | || (dBm)
LacaP-s || 2 1 0 o 1 0x0007 0x0004 [|0x10 __ 0x0033 OFFFF 00 28 0x3C57DL || -38
Data Header RSSI
PataTyPe |l177D WESH SN MD EDU-Tengch Eis {dBmy || FC5
Empty PDU| 1 1 1 0 [i] 0xAE0BAO || 38 || OK
Data Header RSSI
Data Ty CRC FCS
VP® |T11D WESW SN MD EDU-Lengeth (dBm)
Empty PDU|| 1 0 1 0 [i] 0xAE0D73 || -38 || OK
Data Type Data Header ICAP Header I ATT_Error_| | cRC Rssl [
YPE|ILLID WESN SN MD EDU-Length ”LZCAP—Length ChanId ||Opcode ReqOpCode  AttHandle  ErrorCode (dBm)
T2CAP-5 2 n n n 9 Nxnnns nxnnnd Hnsnt 1 N nxnn3z ATT MOT FOrMDdn=nzy |l nx&nnFan -3R o

¥l 3-47 Read by Group Type Request/Read by Group Type Response

AT/, master 211 slave [ UUID &y 0x2800 [¥] primaryServiceUUID [f]
Attribute Group 15 5.

#define GATT_UUID_PRIMARY_SERVICE 0x2800

const ulé my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;

22 2471 demo code, slave ] Attribute table 14 UL T JLAHFF & 1% E K :

A. attHandle A\ 0x0001 ~ 0x0007 K] Attribute Group, Attribute Value
SERVICE_UUID_GENERIC_ACCESS (0x1800)

B. attHandle M 0x0008 ~ 0x000a H Attribute Group, Attribute Value 4
SERVICE_UUID_DEVICE_INFORMATION (0x180A)

C. attHandle A\ 0x000B ~ 0x0025 {] Attribute Group, Attribute Value N
SERVICE_UUID_HUMAN_INTERFACE_DEVICE (0x1812)

D. attHandle M 0x0026 ~ 0x0028 ] Attribute Group, Attribute Value &
SERVICE_UUID_BATTERY (0x180F)

7/

E. attHandle M 0x0029 ~ 0x0032 IJ Attribute Group, Attribute Value
TELINK_AUDIO_UUID_SERVICE
(0x11,0x19,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05,0x04,0x03,0x0
2,0x01,0x00)
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slave ¥ L I 5 4 GROUP [{] attHandle # attValue /{5 Si#id Read by Group
Type Response [A] & %5 master, & Jii—1> ATT_Error_Response 2 I T4 [ Attribute
Group # LRI E 52 5L, Response 4540, master & 31X M 215 1E K 1% Read by
Group Type Request.

2) Find by Type Value Request. Find by Type Value Response

Find by Type Value Request #1 Find by Type Value Response i#i% 2 i
{Core_v5.0) (Vol 3/Part F/3.4.3.3 and 3.4.3.4).

master /1% Find by Type Value Request, 7E %2 H35 i AL UG F145 3 1)
attHandle, #87E AttributeType £ Attribute Value. slave Y%i% Request 5, [
AT Attribute table, 7E48 52 [FACLARI45 A attHandle F 4% % AttributeType 1
Attribute Value #HULHCH) Attribute, i#id Find by Type Value Response [F| &
Attribute.

T Data Type Data Header L2CAP Header ATT_Find_By_Type Value Req CRC RSSI FCS
LLID NESN SN MD PDU-Length |L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttType AttValue (dBm)
L2CAP-S5 || 2 1 il a 13 0x0009% 0x0004 || 0x06 0x0001 0xFFFE 0x2800 ORA 18 0x4CER12 || -54 | OK |
] Data Header RSSI
DataType |;7710 WEsw sw D EDU-Lengsh| O |amm[|FCS
T](Empty EDU|( 1 Qa 0 0 [1] 0xC4COES ||_-54 || OK |
Data Type Data Header L2CAP Header ATT_Find_By_Type_Value_Rsp CRC RSSI FCS
LLID NESN SN MD PDU-Length |L2CAP-Length Chanld |Opcode HandleInfo y . (dBm)
| L2cae-5 || 2 1 1] 0 9 0x0005 0x0004 ||0x07 0C 00 OE 00 OxFI2EDI || -54 || OK |

K4 3-48 Find by Type Value Request/Find by Type Value Response

3) Read by Type Request. Read by Type Response

Read by Type Request FlI Read by Type Response 11 Z: e (Core _v5.0) (Vol
3/Part F/3.4.4.1 and 3.4.4.2),

master 1% Read by Type Request, {E1Z a2 15 & A2 UG F145 )R 1) attHandle,
F6 %€ AttributeType. slave Y3]i% Request J&, 7 24 HT Attribute table, ZEEE]
IR AN 45 WY attHandle I RIFT & AttributeType F Attribute, il i Read by Type
Response [F] & Attribute.

Data Type Data Header L2CAP Header ATT_Read_By_Type_Req
LLID NESN SN MD PDU-Length ||[L2CARP-Length Chanld ||Cpcode StartingHandle EndingHandle RAttType
L2caP-5 || 2 0 o0 1 11 010007 0x0004 |[0x08 0x0001 0xFFFF 00 23 03
1 Data Header RSSI
DataType ||; /1D NESN 5N MD PDU-Leagth ELE (@Bm ||F€*
Empty FDU|| 1 1 0 0 0 0x898717| 0 || oK
1 Data Header RSSI
Data T CRC FCS
YP€ |lILID NESN SN MD PDU-Length (dBm)
Empty FDU|| 1 1 1 0 0 0xa98aBl| o0 || oK
i Data Header RSSI
Data T CRC FCS
YPE |ITIID NESN SN MD PDU-Length (dBm)
Empty EDU|| 1 0 1 0 0 oxgsecez| o || ox
1 Data Header RSSI
Data T CRC FCS
YP® |ILID NESN SN MD PDU-Length (dBm)
Empty FDU|| 1 0 0 0 0 oxasaica| o | ox
l Data Type Data Header L2CAP Header ATT_Read_By Type_Rsp CRC
YPE|TTID NESW SN MD EDU-Length ||L2CAP-Length Chanld ||Opcode Length AttData
L2caP5 || 2 1 0 0 14 020002 0x0004 |[0208  0x08 03 00 74 53 65 6C 66 69 || 0xDBGO0:
ar r = r L L L

K 3-49 Read by Type Request/Read by Type Response
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AR, master 13 attType & 0x2A00 ) Attribute, slave H' Attribute Handle
A 00 03 [] Attribute:

const u8 my_devName [] = {'t','S','e", 'I', 'f', 'i'};
#define GATT_UUID_DEVICE_NAME 0x2a00
const ulé my_devNameUUID = GATT_UUID_DEVICE_NAME;

{0,1,2, sizeof (my_devName),(u8*)(&my_devNameUUID),
(u8*)(my_devName), 0},

Read by Type response ' length 24 8, attData HHI A byte N4 HI Y
attHandle 0003, J5 [ 6 | bytes JuX] W [¥] Attribute Value.

4) Find information Request. Find information Response

A

Find information request #1 Find information response 1% 8 (Core_v5.0)
(Vol 3/Part F/3.4.3.1 and 3.4.3.2),

master & 3% Find information request, 15 & #245F145 W fX] attHandle. slave Ui
P4 )E, KRB MLE R T A attHandle XF 5 Attribute FY UUID i#id Find
information response [A| & 25 master. W 7R, master Z3K3K1T attHandle
0x0016 ~0x0018 =™ Attribute [X] information, slave [7] & iX =~ Attribute [] UUID.

Data Header L2CAP Header ATT_Find_Info_Req CRC RSSI ;

Data Ty
L LLID MNESN 5N MD FPDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle (dBm)
L2CRP-5 || 2 0o 1 0 9 0x0005 0x0004 ||0x04  0x0016 0x0018 0x36282F || -38 || ¢
] Data Header RSSI
DataT¥pe (777n WESW SN MD PDU-Length ( CRC__ (aBmy || FCS
Empty POU|| 1 0 a0 0 0 0xRAE00DS || -38 || ox
] Data Header RSSI
Data T rav. CRC FCS
YP® |ILID WESN SN MD PDU-Iength (dBm)
Empty DU || 1 1 0 0 0 0xBENG0G || -32 || oK
T S Data Header = L2CAP Header ATT_Find_Info_Rsp [
yp LLID MNESN SN MD PDU-Length ||L2CAP-Length ChanId |(Opcode Format InfoData
L2CAP-5 || 2 1 1 0 18 0x000E 0x0004 ||0x05  0x01 16 00 02 29 17 00 08 29 18 00 03 28 O

3-50 Find information request/Find information response

5) Read Request. Read Response

Read Request fll Read Response 1 Z: i { Core_v5.0) (Vol 3/Part F/3.4.4.3 and
3.4.4.4),

master 1% Read Request, fiEH— attHandle, slave i #|/5ifEid Read
Response 1] & 15 7€ [ Attribute [f] Attribute Value (¥ E T [RIARKE r, $UUTZ
RO , WTFEFR.
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Data Header L2CAP Header ATT_Read_Req RSSI
Data Ty = = CRC FCS
YPe|\LLID mESN S8 MD POU-Length ||L2CAP-Length Chanld ||Opcode AttHandle (dBm)
L2cap-5|| 2 o 1 0 7 0x0003 0x0004 ||0x0R  0x0017 0x99CSFD || -32 || o
Data Header RSSI
Data Ty CRC FCS
YPE |IILTD WESN SN MD PDU-Length (dBm)
Empty POU|| 1 0o 0 @ 0 OxAE00DS || -38 || oK
Data Header RSSI
Data Ty CRC FCS
YP® |\7TTD NESW SN MD POU-Length (dBm)
Empty POU|| 1 1 0 0 0 OxRE0&06 || -38 || OK
Data Header L2CAP Header ATT_Read Rsp R5SI
Data Ty = CRC FCS
YPElTIID mESH SN MD POU-Length ||L2CAP-Length Chanld [[Opcode AttValue (dBm)
L2CAP-5|| 2 1 1 0 7 0x0003 0x0004 ||0x0B 02 01 0x908287 || -38 || oK

¥ 3-51 Read Request/Read Response

6) Read Blob Request. Read Blob Response

Read Blob Request F11 Read Blob Response i#iE = (Core v5.0) (Vol 3/Part
F/3.4.4.5 and 3.4.4.6).

2 slave /™ Attribute [1J Attribute Value {E F K i MTU_SIZE ( H Af SDK
o 23) B, master 7522 )5 H Read Blob Request K iEHN % Attribute Value, MIf
{§i45 Attribute Value 7] LL4> 1% 1% . master 7E Read Blob Request f57E attHandle
F1 ValueOffset, slave YF|iZ a2 Jo, $RFIXIMNF] Attribute, HRE ValueOffset {H
i#id Read Blob Response [F] & Attribute Value(Z ¥ B 1 [FHREL r, AT IZRED -

W N E TS, master BE slave Y HID report map (report map 1R K, izt
23) B}, B4 Kki% Read Request, slave [f] Read response, ¥ report map Rl — %
D EHE %5 master. 2 J5 master {3 Read Blob Request, slave i it Read Blob
Response [R5 45 master.

Data Header L2CAP Header ATT_Read_Req RSSI

Data Ty CRC FCS
YPE|ILLID NESN SN MD PDU-Length | L2GAP-Length Chanld |[Opcode AttHandle (dBm)
L2CAE-5 || 2 0 1 0 7 0x0003 0x0004 [[0x02  0x0020 0xF4Dc27 || _-38_|| oK |
Data Header RSSI
Data Ty — CRC FCS
¥P€ |LiD NWESW sw MD PDU-Length (dBm)
Empty P00 1 0 0 _ao [ oxzE00Ds || —38 || o
Data Header RSSI
DataType | 1/h WEsW SN Mp BOU-Lengen| °nC  ||(aBm |[FC3
Empty PDO| 1 1 0 o 0 0xEE0606 || -38 || 0K
Data Ty Data Header L2ZCAP Header ATT_Read_Rsp [
YP|lLLID WESN SN MD PDU-Length || L2CAP-Length Chanld |[Opcode Attvalue
LaCAP-S || 2 1 1 o 27 0x0017 0x0004 |[0x0B 05 01 09 02 A1 01 85 01 09 01 AL 00 05 09 19 01 29 03 15 00 25 01
— Data Header L2CAP Header ATT_Read_Blob_Req cne Rss |[cq
LLID NESN SN MD FDU-Length | L3CAP-Length Chanld ||Opcode ArtHandle ValueOffset (dBm)
LacAP-5 || 2 0 1 o a 0x0005 0x0004 [[0x0C_ oxo020 0x0016 oxeF3Ees || -3z | ok |
Data Header RSSI
DataTyPe |/ /Ip WESW sw MD PDO-Length| °C (@Bm) || 72
Empry FoU| 1 0 0 o [ oxaEooDs || -3z || o
Data Header RSSI
DataType | 71D NESW sn MD PDU-Length ELE (aBm) ||F3
Empty FOU| 1 1 0 o o 0xAF0606 || -38 || OK
Data Ty Data Header L2CAP Header ATT_Read_Blob_Rsp r
ype LLID NESN SN MD PDU-Length ||{L2CAP-Length ChanId [|Opcode PartAttWValue
L2CAP-S || 2 1 1 0 27 0x0017 0x0004 |[0x0D 75 01 95 03 A1 02 75 05 95 01 81 01 05 01 09 30 09 31 09 38 15 &l
— Data Header L2CAP Header ATT_Read_Blob_Req P RSSI |[cs
LLID NESN SN MD FPDU-Length | L2CAP-Length Chanld ||Opcode AttHandle ValueOffset (dBm)
L2cae-sll 2 o1 o 3 0x0005 ox0004 lloxoc oxooz0 0x002C oxss70eE || -38 |l ok

¥ 3-52 Read Blob Request/Read Blob Response
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7) Exchange MTU Request. Exchange MTU Response

Exchange MTU Request fll Exchange MTU Response i 21 (Core_v5.0) (Vol
3/Part F/3.4.2.1 and 3.4.2.2).

W R A7, master £ slave i id Exchange MTU Request 1 Exchange MTU
Response $ 01X 77 ] MTU size.

Data Header L2CAP Header ATT_Exchange_MTU_Req RSSI
DataType (7777 Wesw sw MD EDU-Length ||L2CAP-Length Chanld ||Opeode ClientRadTD EXE (@8m) || FC3
L2CRP-5 || 2 o 1 0 7 00003 00004 ||0x02  0x003E 0xc70102 || -38 || oK
Data Header L2CAP Header ATT_Exchange_MTU_Rsp RSS!
Data T - —MTL CRC FCs
YPE|IIID NESW SN MD EDU-Length ||L2CAP-Length Chanld ||Cpcods ServerRaMIU {dBm)
L2CAR-S || 2 o a0 0 7 0x0003 0x0004 |[0x03  0x0017 ox1D8EEL || -38 || ox

K 3-53 Exchange MTU Request/Exchange MTU Response

*4 Telink BLE Slave GATT )z I 4 U 1) it A% Hh R IR I — 4 RF ALK FE (1) %k
Wi, W KB GATT E0BAPHERT, FFEILHIA master 22 BT[] RX MTU size,
Wk MTU size exchange (1332 . MTU size exchange [T H 525 T 523 GATT J2
K ALK IR -

A. )R] LUEITEN GAP event [ T B eventMask:
GAP_EVT_MASK_ATT_EXCHANGE_MTU K3k HX EffectiveRxMTU, Fr:

EffectiveRxMTU=min(ClientRxMTU, ServerRxMTU),
RIS “GAP event” /NI TEAI 48 GAP event.

B. 8258 Slave GATT JZ K EHHE i Ab ..

8258 Slave ServerRxMTU BRiA A 23, SEZFrf K ServerRxMTU A] PLSZ #£ % 250,
B[l master %ifi 250 4 byte [ 7B AR 1L Slave iy ] LA IEAf 1) 5€ il 8 b (L S 5 .
2R A A S 2] master B ELE PR, AR R API BB DK Slave B

RX size:

ble sts t blc_att setRxMtuSize (ul6 mtu size);

R E{E SR :

ble_sts_t Value ERR Reason
BLE_SUCCESS 0
Dl SDK . -
GATT_ERR_INVALID_PARAMETER ey | MEUsize KT K1H 250

WIER Master GATT |2 H KAEE 7 Z K ILZS Slave, Master I 2> £ 5K L
ATT_Exchange_MTU_req, It Slave [A]| & ATT_Exchange_MTU_rsp, A7
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ServerRXMTU &y F T API: blc_att_setRxMtuSize W B H{EH . WM T
GAP event, JHJF/E T eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU,
F AT UUAE GAP event [9] pRi i HH 3R HX EffectiveRxMTU Al Master i 1)
ClientRxMTU .

C. 8258 Slave GATT = K KA HIEHIALFE,

24 8258 Slave 75 B AE GATT JZ KIZEKALEHERT, 75 B3R 3] Master [ Client
RXMTU, & PEFEKEARE KT ClientRxMTU .

Slave 4§ API blc_att_setRxMtuSize 1% & H CLI1) ServerRxMTU, ik 1% A4
158,

blc_att_setRxMtuSize (158) ;

A T AP £ K —A™ ATT_Exchange_MTU_req:
ble sts t blc_att requestMtuSizeExchange (

ul6 connHandle, ul6 mtu size);

connHandle 4 Slave conection f#J ID, >4 BLS_CONN_HANDLE, mtu_size N
ServerRxMTU.

blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, 158);

Master Ui %] ATT_Exchange. MTU_req /5, [BIE ATT_Exchange_MTU_rsp, SDK

W rsp J5, THH EffectiveRxMTU. GIERFH FYEM T GAP event H:HIF)E T
eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, | EffectiveRxMTU F/l
ClientRxMTU <> B3R5 H 7.

8) Write Request. Write Response

Write Request Fl Write Response 1152/ (Core_v5.0) (Vol 3/Part F/3.4.5.1
and 3.4.5.2).

master Xi% Write Request, f85E 3/ attHandle, FfiFAHI<E . slave IR
5, FRFFEE N Attribute, HRHE user RV E 1 1 H A EL w P i B ds 2 1d
[ 1 PR AL w SR AL FE A A BB AN Attribute Value, F£[71 & Write Response.

N 78 N master [7] attHandle & 0x0016 H Attribute 5 A Attribute Value A
0x0001, slave UL R G AT Z S EAE, F[7] Write Response.
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Data Header L2CAP Header ATT_Write_Req RSSI

Data T Mirite_| cRC FCS

YPE|I1ID NESN SN MD EDU-Length ||L2CAE-Length Chanld ||Opcode AttHandle AttValue (dBm)

LICAP-5 || 2 g 1 o g 0x0005 0x0004 ||0x12 00016 a1 aa 0xDCa4TE || 38 || o |
Data Header RSSI

DataT¥Pe | /7n WESW s§ MD PDU-Length| ©—1° (d8m) || F3

Empty FOU|| 1 g 0 o [ OxEE0ODS || -38 || 0K
Data Header RSSI

DataT¥Pe | 77n WESW s§ MD PDU-Length| —1° (d8m) || 3

Empty EOU|| 1 1 0 o [ OxEE0E0G || —38 || OK
Data Header L2CAP Header ATT_Write_Rsp RSSI

DataT¥PE ||; 177 NWESN SN MD EPDU-Length ||L2CAP-Length ChanId ||opcode CRC (a8m) || 7S

L2CEE-S || 2 1 1 o 5 0x0001 0x0004 ||0x13 oxFBOB12 || 38 || ox |

K 3-54 Write Request/Write Response

9) Write Command

Write Command 152 (Core_v5.0) (Vol 3/Part F/3.4.5.3),

master /1% Write Command, #8531 attHandle, F[ft7AHREHE . slave
WG, RIFEE N Attribute, TR¥E user G E T FIEKREL w 8 F &8
FH IR R 2 w R AL BRIE 2 B H 5 AT BLP) Attribute Value, AR EALT1E R .

10) Queued Writes

Queued Writes £, Prepare Write Request/Response Fl Execute Write
Request/Response 5¢ ATT B, TEIHFWA LIS (Core_v5.0) (Vol 3/Part
F/3.4.6/Queued Writes).

Prepare Write Request fil Execute Write Request 1] PASZIHL AN~ P AP I FE «

A IREEKEHEERNS AR

B. RVE—DHMPATHEFHAEFEANZAME

Prepare Write Request £, 7 AttHandle. ValueOffset £l PartAttValue, XAl
Read_Blob_Req/Rsp 2Lk, iX i B Client Bk R] AFEAF R 2N @ A, 1B
Al AHE S — DN KB M S AR5 . X, EREIEHATHER S ZHT, Client
AT DU E 3 & M 1 B 50 0 #RBE 5N Server o

PVE: UET SDK RATCC R AKEMEES AT, KEMHER KKENTE
T 244 75,

W NEFTR, master ] slave FMEHESRKHFIFZAFH: “1am not sure what
anew song” (FHHUTEHE L 23, (BN MTUEHLT) B, B8 KIE Prepare
Write Request, {if% 0x0000, # “Iam not sure what” #7> E4E 545 slave, slave
i) master [0] Prepare Write Response. < J&i master 1% Prepare Write Request,
%% 0x12, ¥4 “ a new song” {73 HFE 545 slave, slave [A] master [F] Prepare Write
Response. 4 master ¥ K JEME(E TS 5EHJG, K% Execute Write Request 45
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slave, Flags N 1: R/ E LB 2L, slave [F15 Execute Write Response, 2% Prepare
write I FELE .

X BIRATA] LLE 3] Prepare Write Response t7 43,571 3K *H 1) AttHandle
ValueOffset 1 PartAttValue. IXFE H B4 T Edm LT F% . Client 7] XY
Lt Response 1 Request FI“FBUE, A TR 2% B & B IR w42 A

Data Tyme Data Header LICAP Header ATT_Prepare_Wirite_Rsp
uE LLID NESN 5N MD PODU-Length ||L2CAP-Length Chanld ||Opcode AttHandle WalueQffset PartAttValue
Lacae-s || 2 01 o 27 0x0017 ox0004 [|0x17 _ 0x0015 0x0000 49 20 61 6D 20 6E GF 74 20 73 75 72 65 20 77 62 GL T4
Data Type Data Header L2CAP Header ATT_Prepare_Write_Req | CRC RSSI ECs
yp LLID NESN SN MD PFDU-Length ||L2CAP-Length Chanld |(Opcode AttHandle WalueOffset PartAttValue (dBm)
Lacar-s || 2 0 0 o 20 %0010 0x0004 [|0x16 _ 0x0015 0x0012 20 61 20 GE €5 77 20 73 6F GE 67 || 0x98D4A6 || 54 | oK |
Data Header RSSI
Data Ty CRC FCs
YP€ |lLL1D WESN SN MD PDU-Tength {dBm)
Empty POU|_1 10 0 ox071388 || 54 || oK
Data Header RSS!
Data Ty CRC FCS
VP |LLID MNESN 5N MD PDU-Length {dBm)
Fmpty P0U| 1 11 o [ nx071E2E || 54 || o
Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp CRC RSSI FCs
LLID WESH SN MO EOU-Length ||L2CAP-Length Chanld |Opcode AttHandle ValueOffset PartAttValue (dBm}
Lacar-s || 2 01 o 20 0x0010 ox0004 [|0x17  0x0015 0x0012 20 61 20 GE 65 77 20 73 6F 6E &7 | oxFF7ams | -54 | oK
Data Header L2CAP Header ATT_Fxecute_Wirite_Req || RSSI
Data T - _Hirite f CRC FCS
YPe|lLID NESW SN MD FDU-Length | L2CAP-Length Chanld ||Opcode Flags (dBm)
Lacae-s || 2 0 o0 o [ 0x0002 ox0004 [loxlz_ owol 0x24D166 || -54 || 0K |
Data Header RSSI
Data Ty CRC FCs
YP€ |ITTTD WESN SN MD ©PDU-Length {dBm)
Expty POU|_1 1 1 0 ox071388 |_-54
Data Header RSSI
Data Ty CRC FCS
YPE ||77TD WESN SN MD PDU-Length (dBm)
Fmpty 200 1 11 o ] nx0T1EE || -54 || oK
Data Header RSSI
Data T cRe FCS
VP |IZID NESN SN MD EDU-Length (dBm)
Empry POU|_1 0 o0 o ] ox071558 || 54 || o
Data Header [ L2CAP Header [ATT_Execute_Wirite_Rsp || RSS!
Data T - Hirite_t CRC FCS
YP|ILID NWESW SN MD EDU-Length ||L2CAP-Length Chanld |Opcode | ] waem)
L2CRF-5 || 2 0 1 0 5 |0x000L 0x0004 ||0x18 | 0x430D57 || -54 || 0%

K 3-55 Write Long Characteristic Values 7~ 43

11) Handle Value Notification

Handle Value Notification i#i5 = (Core_v5.0) (Vol 3/Part F/3.4.7.1),

Parameter Size (octets) Description

Attribute Opeode 1 0x1B = Handle Value Notification
Attnbute Handle 2 The handle of the attnbute
Attribute Value 0to (ATT_MTU-3) The cumrent value of the attribute

Table 3.34: Format of Handle Value Notification

3-56 BLE Spec H' Handle Value Notification

&7~ A BLE Spec H' Handle Value Notification [#4% .

1% BLE SDK &1t API, F T3 Attribute F Handle Value Notification. user
XA APL LK H 75 2 notify FIEE push 22 BLE B fifo, Pl ss
TE BT BT RAD interval BB 34 fifo HIEE push BIELE fifo, Hx & IE T RF K1k
H2

ble sts t bls_att pushNotifyData (ultc handle, u8 *p, int len);
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handle J¥%f B Attribute [f] attHandle, p %1% 1% 42 N A7 504 11 Sk 48 £
len $8 7€ RKIZWEHE I Z . 1Z API SR E v EIhEE (IRYE
EffectiveMaxTxOctets 7> WA EE, BIBEEK)E RF TX S K KIE T 1940, DLE AJgES
BUOZE, BINA 27, FICEAHELES APL, W&E) , aRBE—/ MR AR
Pr i Z 1 BLE RF packet Kix 23, Bl len 7] ELSCRRR K

Link Layer 7 Conn state i}, —MIEHL T BRI H1Z API AT LARID push (4
B JZ AL fifo, (HMAFAE LIRS Il 2> 2 B0UZ AP R, AR Y5 IR [B1E
ble_sts_t TJ L 1 g X 07 (188 15 i A

AW R Z APLIE, f A — iR [EME &2 54 BLE_SUCCESS, # AN
BLE_SUCCESS, Il 75 454 — Bt 8] 5 FH X push.

R EMEFIRATT .
ble_sts_t Value ERR reason
BLE_SUCCESS 0
LL_ERR_CONNECTION_NOT_ESTABLIS | . SDK
- - - - JL’% ., | Link Layer 4:F None Conn state

H HE X
Il 8 TEE N EE, ASEER D

LL_ERR_ENCRYPTION_BUSY A SD!( %?@EXT@M.LBJIEX N 8ES
tE X | Bl

JL SDK | A KRB EAE S5 AEIBAT, B Tx

LL_ERR_TX_FIFO_NOT_ENOUGH oy | e
- - - T HiE X | fifo A H

GATT_ERR_DATA_PENDING_DUE_TO_ | Uil SDK ‘
— — — —_ - —_ . I\ 248 , \Ab
SERVICE_DISCOVERY_BUSY HE S LTEARAIE, TR

FvF : SDK i 1 53—~ API(f# | min(EffectiveMaxTxOctets, EffectiveRxMTU)
N B /NEIG, JEH master il slave # T LA, ZEUCH P AE RET APD -

ble sts t blc_gatt pushHandleValueNotify (ul6 connHandle, ulé6
attHandle, u8 *p, int len);

WHZ AP B, U R AR [BIE B A& 75 4 BLE_SUCCESS, F H.iR [H]{f A1
bls_att pushNotifyData PR EMEA —b 2SR 1. ATEXT B, B APl IR
0] {6 : SMP_ERR_PAIRING_BUSY ; 2.4t T hn % B BE i, #r APl iR [0] 14 -
LL_ERR_ENCRYPTION_BUSY; 3. 4 len KT ATT_MTU-3 i} (3 & ATT ZJEHE
K JZ opcode 1 handle) , UifHERIEMEIRK B L 1 ATT 232700 K8 s
KJE ATT_MTU, iR[A{E A GATT_ERR_DATA_LENGTH_EXCEED MTU_SIZE.
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12) Handle Value Indication

Handle Value Indication i Z 8 (Core_v5.0) (Vol 3/Part F/3.4.7.2).

Parameter Size (octets) Description

Attribute Opcode 1 0x1D = Handle Value Indication
Attribute Handle 2 The handle of the attribute
Attribute Value 0 to (ATT_MTU-3) The current value of the attribute

Table 3.35: Format of Handle Value Indication

i 3-57 BLE Spec H' Handle Value Indication

BB~ A BLE Spec 4 Handle Value Indication Ff)#& .

1% BLE SDK &£t API, H T3 Attribute ) Handle Value Indication. user 1
XA API LUK H O 75 2L indicate AR push 2K JE 1) BLE B4F fifo, Philikss
TEBOE IR AL interval IR fifo %R push 2ITE{Y: fifo, fx B RF K%
H 2

ble sts t bls_att pushIndicateData (ul6 handle, u8 *p, int len);

handle X Attribute [ attHandle, p A% ik ) SE N AF B 1O L TR &L,
len $8 7€ R IEHIEHE 7 8. 1Z API SCRFE SR EINEE (RS
EffectiveMaxTxOctets (7> @A, BIEERE)E RF TX S K KIEF 1%, DLE AJRE4:
BEOZE, BN 27, FCEAHEEEE AP, W&F) , PE—MRK L
¥ Z > BLE RF packet /&% Hi 25, FTLA len T EASZRFIR K.

BLE Spec M E 1 &—" indicate FI%Hl, #EZEF| Master [ confirm 4 fiE
NN indicate A, AREIIETARE K IE T —4 indicate Zdf

Link Layer 7 Conn state i, —MIE AL~ B 1% AP AT LAE D push 28
B E A fifo, (HMAFAE— LR RIG I 2 2 E0Z AP KM, AR HEIR [BIM{E
ble_sts_t ] LA 1 fifef B A 1 I K . ZESH E T % APLIRE, fa 7 — Rk [FIME
J&75 A BLE_SUCCESS, # /Sy BLE_SUCCESS, W75 B454% — BRI 8] J5 FR /X push.
REMESIRMT .

ble_sts_t Value ERR reason

BLE_SUCCESS 0

I ; N
LL_ERR_CONNECTION_NOT_ESTABLISH | ~" >PK "' | Link Layer & None Conn

I - - SEN | state

Iy b S /‘ BRI n.’ 40

LL_ERR_ENCRYPTION_BUSY o SDK | TR EIE BT, A
JE X RIEH
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ble_sts_t Value ERR reason

JSDK | R AE BAE ST AEIEAT, K

LL ERR TX FIFO NOT ENOUGH .
- =TT - E X 4 Tx fifo 4S5 H

GATT_ERR_DATA_PENDING_DUE_TO_S | . SDK H | 4T3 3 AR 55 BL, ANEE R
ERVICE_DISCOVERY_BUSY E X B

GATT_ERR_PREVIOUS_INDICATE_DATA | . SDK "' | Af—~" indicate (it
_HAS_NOT_CONFIRMED ESL | # master fifiiA

FvF : SDK FrE 1 53— AR API(f# H min(EffectiveMaxTxOctets, EffectiveRxMTU)
MoN /NG, 3T H master 1 slave #3 AT LR, @ CH 7 8 FH 3T APD -

ble sts_t blc_gatt pushHandleValueIndicate (ul6 connHandle, ulé6
attHandle, u8 *p, int len);

WHZ AP I, SR R A [RIE 1) A2 75 4 BLE_SUCCESS, 3 H.ik [=]{f
bls_att pushIndicateData Eﬁjélﬁﬁﬁ—&i%ﬁ 1. &i?@ﬂiﬂ‘ﬁﬁﬁiﬁi %ﬁ API
IR [5]f5 : SMP_ERR_PAIRING_BUSY; 2.4bF hn%5 i BE i, ¥ APl iR [l fH
LL_ERR_ENCRYPTION_BUSY; 3. 3 len KT ATT_MTU-3 i (3 52 ATT JZ B
K& opcode F handle) , i IHE &KIEFIEHEKEE PDU B T ATT E X HHK
PDU K& ATT_MTU, iR[01{&} GATT_ERR_DATA_LENGTH_EXCEED _MTU_SIZE. .

13) Handle Value Confirmation

Handle Value Confirmation #i&%Z 8 (Core_v5.0) (Vol 3/Part F/3.4.7.3).

N JE B — X bls_att_pushindicateData ({3 i H
blc_gatt_pushHandleValuelndicate) , [7] master /&% indicate Z(#& 5, master &
[1] 5 —A confirm, FTRXTIX MR TN, SR)5 slave 4 ] DA4R 4 & R —4>
indicate (i .

Parameter Size (octets) Description

Attribute Opcode 1 0x1E = Handle Value Confirmation

Table 3.36: Format of Handle Value Confirmation

3-58 BLE Spec ' Handle Value Confirmation

M EEFHRTLLE Y, Confirmation F-AE & & X —A~ EL & handle FORfAA,
Xt BT A [E) handle | H indicate Zi##84t— 71 &2 —4> Confirmation.

N T AL B T #5211 indicate data f2 75 C.& 4 Confirm, /2 1] LLiE
LVEM GAP event [BI, FH:TF )5 A S [ eventMask:
GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM K3kHL Confirm ZHf4:, A R4“GAP
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event” /N EVEAHA4H GAP event.

3.3.3.4 GATT Service Security
154128 GATT Service Security B, FH /il DG T #— T SMP AP 28 .
THS A SMP BTSRRI A4, 1 LE FOXS 5 20 0 S S5 ik iR
&2 BLE spec 45 Y GATT iRk 55 % 55 RS 1R RZ RIS &, TR T]

PAZ:# (core5.0) (Vol3/Part C/10.3 AUTHENTICATION PROCEDURE).

Local Device Pairing Status
Link Local Device's Unauthenticated | Authenticated | Authenticated
Encryp- | Access LTK or LTK or LTK with
tion Requirement |No LTK Unauthenticated | Authenticated | Secure
State for Service No STK STK STK Connections
None Request Request Request Request
succeeds succeeds succeeds succeeds
Encryption, Error Resp.: Error Resp.: Error Resp.: Error Resp.:
No MITM Insufficient Insufficient Insufficient Insufficient
E Protection Authentication | Encryption Encryption Encryption
o
E‘ Encryption, Error Resp.: Error Resp.: Error Resp.: Error Resp.:
5 |MITM Insufficient Insufficient Insufficient Insufficient
5 Protection Authentication | Encryption Encryption Encryption
Encryption, Error Resp.: |Ermor Resp.: Error Resp.: Error Resp.:
MITM Protec- |Insufficient Insufficient Insufficient Insufficient
tion, Secure |Authentication | Encryption Encryption Encryption
Connections
None Request Request Request
succeeds succeeds succeeds
Encryption, Request Request Reqguest
Ne MITM succeeds succeeds succeeds
o Protection N/A
%’_ N (Not possible -
> Encryption, io be Error _R_esp.. Request Request
2 MITM ) encrypted Insuf‘ﬁclgnt _ succeeds succeeds
w Protection without LTK) Authentication
Encryption, Error Resp.: Error Resp.: Reqguest
MITM Protec- Insufficient Insufficient succeeds
tion, Secure Authentication Authentication
Connections

Table 10.2: Local device responds to a service request

#13-59 i 551 SR N2 R 55 G

PR DRGSR RIE 2] 28— FIER U ATERE N slave 442 540 T ME RS
THXR, %] (local Device’s Access Requirement for service) NIJERF] 7 15 & 1
ATT TR IALR (Permission Access) B A %, W KR, =% X4
HNAANTH, X AATHINGE N 2HT LE 22 1 RN CRAR Bk & 24
AT S ECXIRS 2 /2N 4 Fi)—FP: 1. No authentication and no
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encryption; 2. Unauthenticated pairing with encryption; 3. Authenticated pairing
with encryption; 4. Authenticated LE Secure Connections) -

/** @defgroup ATT PERMISSIONS BITMAPS GAP ATT Attribute Access Permissions Bit Fields
* @
* (See the Core_v5.0(Vel 3/Part C/10.3.1/Table 10.2) for more information)

&
#define ATT PERMISSIONS AUTHOR 0x10 //Attribute access(Read & Write) requires Authorization
#define ATT PERMISSIONS ENCRYPT 0x20 //Attribute access(Read & Write) requires Encryption
#define ATT PERMISSIONS AUTHEN 0x40 //Attribute access(Read & Write) requires Authentication(MITM protection)
#define ATT PERMISSIONS SECURE_CONN 0x80 //Attribute access(Read & Write) requires Secure_Connection
#define ATT PERMISSIONS SECURITY (ATT_PERMISSIONS AUTHOR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN | ATT PERMISSIONS_SECURE C
//user can c hoose permission below
#define ATT PERMISSIONS READ 0x01 //!< Attribute is Readable
#define ATT PERMISSIONS WRITE 0x02 //!< Attribute is Writable
#define ATT PERMISSIONS RDWR (ATT PERMISSIONS READ | ATT PERMISSIONS WRITE) //!< Attribute is Readable & Writable
#define ATT PERMISSIONS ENCRYPT READ (ATT PERMISSIONS READ | ATT PERMISSIONS ENCRYPT) //1< Read requires Encryption
#define ATT PERMISSIONS ENCRYPT WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS ENCRYPT) //1< Virite requires Encryption
#define ATT PERMISSIONS ENCRYPT RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT) //1< Read & Write requires Encryption
#define ATT PERMISSIONS AUTHEN READ (ATT_PERMISSIONS READ | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS_AUTHEN) //'< Read requires
#define ATT PERMISSIONS AUTHEN WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //'< Write require
#define ATT PERMISSIONS AUTHEN RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS_AUTHEN) //'< Read & Wirite
#define ATT PERMISSIONS SECURE CONN READ (ATT_PERMISSIONS READ | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTH
#define ATT PERMISSIONS SECURE_CONN _WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS_AUTH
#define ATT PERMISSIONS SECURE CONN RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTH

K]3-60 ATT Permission i€ X

% GATT service security [ SZHLER SMP FJG40 ] 1) 2 B0ic B A HE S Fr i i
mﬁé?&ﬁﬂiﬁﬁ ATT ?%EPE’JCH PR PR 3¢ B S5 A o< &5 10 HLER master < &,
ELanFR AT slave ¥ B H) SMP B8 SR 1 B 1 25 2 /& Authenticated pairing with
encryption, 1H/& master H.4& )& 5 %43 /& Unauthenticated pairing with
encryption, BUI AR ATT 22 b 5 B PR AL IR 2
ATT_PERMISSIONS_AUTHEN_WRITE, H84 master £ 5% FFPERS, FAT2 [ml &0
LRI R o

R AT ABCE ATT AR PE A BR SEE a0 R B A -

EL i slave 1544 SZHRFHO B 51 %2 4 23] /& Unauthenticated pairing with
encryption, {H & ANARESRE f5 {8 H K i% Security Request 1X i 7 20 2 il & master
FFURECRT, A% 0] U 8 B 4% notify J@TE 102 P imds EC & (Client
Characteristic Configuration, fif CCC) J& M HIAR ¥ B N
ATT_PERMISSIONS_ENCRYPT_WRITE, #4 master A 51% CCC )5, slave 2[RI E
H2Z g, Xk master HJE BCA N2 AR »

TEFERMZ: AP RENZEYN R TR SR FENRmZe2gn, R
BOATT RARFERIRUR (ATT Permission) ANHR IS SRR A2 R A 5% e 28 ol it v DL
it GATT service security 5%, X T LE 2 1 HINER 4 Kul, WRAP A
B Authenticated LE Secure Connections —F{Zit ], MACE 27115 & S FF LE
Secure Connections only.

GATT 24 A 7~ i ;7 a] L2 8258 feature_test/feature_gatt_security.c.
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3.3.3.5 8258 master GATT

7 8258 master kma dongle #', 24t 7 LL'F GATT API, FH T *2 1) service
discovery B A EHE 1 i) ThRg .

void att_req find info (u8 *dat, ul6 start attHandle, ul6
end attHandle);

dat SZFrKE (byte) : 11

void att_req find by type (u8 *dat, ul6 start attHandle, ulé6

end attHandle, u8 *uuid, u8* attr value, int len);

dat LK E (byte) : 13+ attr_value K&,

void att_req read by type (u8 *dat, ul6 start attHandle, ulé6

end attHandle, u8 *uuid, int uuid len);

dat LR KE (byte) @ 11+ uuid KJEF.

void att_req read (u8 *dat, ul6 attHandle);

dat SEFRKEE (byte) : 9

void att req read blob (u8 *dat, ul6 attHandle, ul6 offset);

dat SEFRK R (byte) : 11

void att_req read by group_ type (u8 *dat, ul6 start attHandle, ulo

end attHandle, u8 *uuid, int uuid len);

dat LR KE (byte) @ 11 +uuid KJE.

void att req write (u8 *dat, ul6 attHandle, u8 *buf, int len);

dat LK E (byte) : 9+ buf i KE.

void att req write cmd (u8 *dat, ul6 attHandle, u8 *buf, int len);

dat LK E (byte) : 9+ buf i KE.

PLE API, FEWHSE LN E *dat, R API BEATEIE S, Ko
Wi blm_push_fifo ¥ dat 1% Controller 3%, 3 H.yF & 75 B3 Wik [l {8 /2 75 A
TRUE. UL att_req_find_info @i, HAth+z OER A H ZRA07 7%
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u8 cmd([12];

att req find info(cmd, 0x0001, 0x0003);

if ( blm push fifo (BLM CONN HANDLE, cmd) ) {
//cmd send OK

i H LS % 1) 77119 Slave & i% 1 XN find info req- read req 2% cmd J&
IR HR2= 3] Slave [71 5 ] find info rsp. read rsp Z5Xf M. [ response {55, 1 int
app_|2cap_handler (u16 conn_handle, u8 *raw_pkt) 3% f& i1~ HE 22 AL FE R AT

if (ptrL2cap->chanId == L2CAP _CID ATTR PROTOCOL) //att data
{

if (pAtt->opcode == ATT OP EXCHANGE MTU RSP) {
//add your code

}

if (pAtt->opcode == ATT OP FIND INFO RSP) {
//add your code

}

else if (pAtt->opcode == ATT OP_FIND BY TYPE VALUE RSP) {
//add your code

}

else if (pAtt->opcode == ATT OP READ BY TYPE RSP) {
//add your code

}

else if (pAtt->opcode == ATT OP READ RSP) {
//add your .code

}

else if (pAtt->opcode == ATT OP READ BLOB RSP) {
//add your code

}

else if (pAtt->opcode == ATT OP READ BY GROUP TYPE RSP) {
//add your code

}

else if (pAtt->opcode == ATT OP WRITE RSP) {
//add your code
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3.3.4 S™MP

Security Manager (SM) fE BLE H ¥ T2 H 12 A4 LE WA TRMLINE B/ Z 11
-l Key, HROREEMINLEE. 02 8E 2% AT AR ORI G 28 = “Ih” £44k
T PR B T S P A SR AR I 2 . SMP PRI Z¥ 1 7 2% (Core_v5.0) (Vol
3/Part H/ Security Manager Specification) .

3.3.4.1 SMP Z4%%

BLE 4.2 Spec i | — MR AE 24 7%E % (LE Secure Connections) Fitxf 5 2,
Bl 77 A 22 A 7 A4S 23— 20 8598, 1 BLE4.2 LLRT A ECH 77 NIRAT TG0/
G lE Xt (LE legacy pairing) o

5] B “GATT service Security” /N7, A RIA L & FIECHR SRR

Local Device Pairing Status

Unauthenticated | Authenticated | Authenticated

LTK or LTK or LTK with
No LTK Unauthenticated | Authenticated | Secure
No STK STK STK Connections

3-61 AHL B ECATIRAS

IXPYASIRES 73 IR L LE 22 At 1 YA, PEERTBAZ % (Core_v5.0)
(Vol 3//Part C/10.2 LE SECURITY MODES):

A. No authentication and no encryption (LE security model levell);

B. Unauthenticated pairing with encryption (LE security model level2);
C. Authenticated pairing with encryption (LE security model level3);
D

Authenticated LE Secure Connections (LE security model level4).

TER: AN ik a B I & A 0] W R A i e 46 7 BEIE 2 sy 22 2 200,
REELE B BE A 2 GO BRI AT K 1. master X i € BE SCRF I e i %
Y >=slave Ak BEAE BESCIF i 2 J0)s 20 Aum AN v 14 %% 5 BOE I
SMP ZHE AL B SE BO BEANRAE (U RAFAEBCA A5

R, F P RME R slave Ui BETE SCRF I ik 1 2 A2 55402 model
level3, {HJZIEH: slave 1) master ¥ B ONASCRFECX N (s A S FF model
levell) , HB4%EFE)G slave Al master AN FEATHECXT AL, slave SEFRAE FH ) 22 4
252 model levell.
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FIP AT OB QS AP B E SM RESCRF I By 2 A5 41
void blc_smp setSecurityLevel (le security mode level t mode level);

K285 le_security_mode_level_t EAE AR :

typedef enum ({

LE Security Mode 1 Level 1 = BIT(O0),

No Authentication No Encryption= BIT(0), No Security = BIT(0),

LE Security Mode 1 Level 2 = BIT(1l),
Unauthenticated Paring with Encryption = BIT (1),

LE Security Mode 1 Level 3 = BIT(2),
Authenticated Paring with Encryption = BIT(2),

LE Security Mode 1 Level 4 = BIT(3),
Authenticated LE Secure Connection Paring with Encryption =BIT(3),

}le security mode level t;

3.3.4.2 SMP ¥ B

Telink BLE SDK H SMP Z3{(iC & /- 28 3= L[ 5¢ SMP I/ 2 55 2 1L &
. slave i) SMP ThEe B BT BE S i B s 2 3l & LE security model level4; master
1) SMP Djfe H B S FiAE Gelii st 77 3K B = 2 )2 LE security model level2 (f%
Zile XS Just Works 720«

1) LE security model levell

LAY 1 FRBE AR RO, WR AR sMP Thg, H HfE
FERIARA TS 75 U FH 3 R 2

blc_smp_setSecurityLevel(No_Security);

TNV Ui AN 22X A RTE AT RO N #E, RIS 518 SR EC G n 2 1
WA LTINS o — MO T 24T & A SCRRIR & N2 B i 2
WK, master KACHECXTIE R, slave [A]15 SM_Pairing_Failed.

Data Type Data Header L2CAP Header SM_Pairing_Req CRC
LLID NESN SN MD PDU-Length {|L2CAP-Length Chanld ||Opcode IOCap OOBDataFlag RuthReq MaxEncKeySize InitKeyDist RespKeyDist
L2CAP-S )| 2 1 1 L] 11 0x0007 020006 Jj0x01 0x04 0x00 0x05 0x10 0x07 0x07 0x000014
Data Header RSSI
Data T CRC FCs
YP€ |I17ID NESN SN MD PDU-Length (dBm)
Empty PDU|| 1 0 1 1] [1] 0x000014 || -54 OK
Data Header RSSI
Data T CRC FCS
YPe ||IID NESN SN MD PDU-Length (dBm)
Empty PDU| 1 0 0 a 1] 0x000015 || -62 OK
Data Type Data Header L2CAP Header ‘SM_Pairing_Failed CRC RSSI cs
LLID NESM 5N MD PDU-Length [|L2CAP-Length Chanld ||Opcode Reason (dBm})
L2CAP-5 || 2 1 0 a [3 0x0002 0x0006 || 0x05 0x05 0x00000E || -54 CK |

K3-62 #I£U 2 7~ Pairing Disable
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2) LE security model level2

LA 2 Kot B 5 3L FF Unauthenticated_Paring_with_Encryption, #f%
2R 0T A 22 A O 7 20T [ Just Works BRxy 15 54.

A, EIEETSC SMP FEAMES L, FRATHIE SM ECXT 7 A B AL 4 hn s A
GATERLECN, SDK #24L TN AP FH T 1% B /2 75 > FF BLE4A.2 Frhn& ks
ﬂf:

void blc_smp setParingMethods (paring methods t method);

255 paring_methods_t B AR E XA BT

typedef enum ({

LE Legacy Paring =0, // BLE 4.0/4.2

LE Secure Connection = 1, // BLE 4.2/5.0/5.1
}paring methods_ t;

B. f#iH] LE security model levell PAAMT) % 4= 2 HIEC B 4 0 FH W~ API
M TGN SMP %S E, BHES0E X3 FLASH B iR & :

int blc_smp peripheral init (void);
MRV B R H 7% API, Wl SDK = ff FHERIAS L ECE SMP:
<> BRI B R 27 25520 Unauthenticated_Paring_with_Encryption;

< BRIAGEEE: Bondable_Mode (fFAEMECTIN% 5 43 /& 1) KEY %I
FLASH) ;

< 2Rk 10 fE /)52 10_CAPABILITY_NO_INPUT_NO_OUTPUT.

DL BRAASEUR I B4 G BE 6T Just Works #RCECE /Y, FrbAH -~ HEH
% APl FH 4 T-BL & T LE security model level2, ifiid A Fl1 B FAIT%013E LE security
model level2 £ AL & :

A, W HAIEEGEXTT Just works W) ZE AL EC & :
blc_smp_peripheral_init();
B. WHRHEKIZAERT Just works HIFIHEALHC & -

blc_smp_setParingMethods(LE_Secure_Connection);
blc_smp_peripheral_init();//SMP Z % it & W4 2 (E 1% APl 2 HIf
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3)

LE security model level3

A 3 TR A B E S FF Authenticated pairing with encryption, &4t

B % 45 2R [ Passkey Entry. Out of Band 4.

2R 75 B 2% R Authentication, 5 & 75 B i KRR 5 VA R EC X XU

G351, BLE 25 HS 7 WS —Fh Authentication 77 3\:

1. AANZE5WT Wik B &R Bonge /1, B —775RTK, 5

— I NARE ) TK CEL 20 Passkey Entry)

2. FCXHIXUTT 8t 9E BLE RF AR 7 XX B — (5 5., AT /5 SO AR
(4 Out of Band, — i@t NFC /&4 TKO

3. WA BEATHRE TK (W1 Just Works, P& 35 H TK: 00 « FEEEM

F&5 3 # 75 BT Unauthenticated, LA Just works %2 4= % il %F . LE
security model level2.

Authentication BEfTRECK X7 S &2, 3RAEIXFh 77 XA PR3 S AT PAFR
N MITM (Man in the Middle) H1[A] A{##7.

A. H# Authentication 115 % 75 Z % B I MITM flag 5% OOB flag, SDK 2t
WIRPEAS APL T % & MITM AT OOB flag [)1E :

void blc_smp enableAuthMITM (int MITM en);

void blc_smp enableOobAuthentication (int OOB_en);

HASE MITM_en. O0B_en HIME N 0 B 1, 0 XN 2KLRE; 1 X RifHREE,

B. HR¥E Authentication 77 IS H, SM AL T =2R% A7 0, X =775
T ARG T FE X XU LA 1 10 BE 77, F-AIT SDK $& 43 1 an Mz 0 FH T
BHYETi & 2 A& 10 B

void blc_smp setIoCapability (io capability t ioCapablility):;

6257 io_capability_t BARE XA BT

typedef enum {
IO CAPABILITY UNKNOWN = Oxff,
IO CAPABILITY DISPLAY ONLY = 0,
IO CAPABILITY DISPLAY YES NO = 1,
IO CAPABILITY KEYBOARD ONLY = 2,
IO CAPABILITY NO INPUT NO OUTPUT = 3,
IO CAPABILITY KEYBOARD DISPLAY = 4,
} 1o capability t;
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C. SR MITM. OOB flag i F KL -

Initiator
OOB Set OOB Not Set MITM Set MITM Not Set
QOB Set Use OCB Check MITM
5 | OOB Not Set | Check MITM | Check MITM
T
c
<] Use Use
§ MITM Set 10 Capabilities | 10 Capabilities
o
Use Use
MM [ etater e Vi

Table 2.6: Rules for using Out-of-Band and MITM flags for LE legacy pairing

K3-63 fEGE NI, FMITM. OOB flagfdi FH $1 ]

A% 2 HR 4 ANl % 85 A0 % S 2 4% 1) O0B L &2 MITM flag R %€ 1 F] 0OB J7
L AZMRE 10 B 1B AT A6 KEY P24 720 &2 SDK #R¥E 10
Ae JTHUE O RIEFEAE A KEY 72477k (AT S 240257 io_capability_t) :
{/ H: Initiator capabilities
{/ V: Responder Capabilities

{/ See the Core v5.0(Vol 3/Part H/2.3.5.1) for more information.
static const stk generationMethod t gen method legacy[5 /*Responder*/][5 /*Initiator*/] = {

{ JustWorks, JustWorks, PK Resp Dsply Init Input, JustWorks, PE Resp Dsply Init Input }
{ JustWorks, Justiorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input }
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PE Init Dsply Resp Input }
{ JustWorks, JustWorks, JustWerks, JustWorks, JustWorks }
{

PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK Resp Dsply Init Input, JustWorks, PK Init Dsply Resp Input }
};

Bif SECURE_CONNECTION ENABLE
static const stk generationMethod t gen method sc[5./*Responder*/][5 /*Initiator*/] = {

{ JustWorks, Justiorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input }
{ JustWorks, Numric Comparison, PK Resp Dsply Init Input, JustWorks, Numric Comparison },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INFUT, JustWorks, PE Init Dsply Resp Input }
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks }
{ PK Init Dsply Resp Input, Numric Comparison, PK Resp Dsply Init Input, JustWorks, Numric Comparison },

b

Fendif

Kl3-64 FRIEAEIOHE 7B KEY = 2E J7 14

X BRI 5 R0 LL52 (core5.0) (Vol3/Part H/2.3.5.1 Selecting Key
Generation Method), CAYANFHREHAH.

g A EA4H, FRATTHIIE LE security model level3 U1 N JLA I GAE B & 7
7

A B EEBGECN T 00B MAJIRTLAC & :

blc_smp_enableOobAuthentication(1);
blc_smp_peripheral_init();//SMP Z £ lic. & 2 AU AE % APl Z Bl

X BB R K £ OOB &% TK {1, SDK 7EMN FHZHAL T A% GAP event
H, TS “GAP event” BT . $ELAH S % B OOB TK {E AT API 4 T
void blc_smp_ setTK by OOB (u8 *oobData);

Z4J oobData F£7r 7 BB E M 16 7 TK MEEH LR 4T
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B. W HEALESE X T Passkey Entry (PK_Resp_Dsply_Init_Input) 461k,
W=

blc_smp_enableAuthMITM(1);
blc_smp_setloCapability(IO_CAPABILITY_DISPLAY_ONLY);
blc_smp_peripheral_init();//SMP S (it & W BUM{E 1% API Z i

C. W&EZEGEN T Passkey Entry (PK_Init_Dsply_Resp_Input {3
PK_BOTH_INPUT) [H#JAEALIEC & :

blc_smp_enableAuthMITM(1);
blc_smp_setloCapability(I0_CAPABLITY_KEYBOARD_ONLY);
blc_smp_peripheral_init();//SMP Z 415t B 4 2 A(E 1% APl Z |l

X A R B P N TK{E, SDK 763 E42 44 T 45551 GAP event
G, TEZHEGAP event” FE 1T . HEfiteh FH i B Passkey Entry 1] TK
API 4R :

void blc_smp setTK by PasskeyEntry (u32 pinCodelnput);
Z ) pinCodelnput K7~ 1% B 1] pincode fE, Ju[{£“0~999999” ., 1t Passkey
Entry 73U, master {&7~ TK, slave 75 E5 A TK B N EHT

I VA AT Key 77 A2 T e 26T OO0 1422 (1) PR i T2 SCIRrAT A FE Y
SMP ZZ %5241, WS master R 22 %5 4% LE security model levell, A4
% slave Je A2 H SMP ZHREMT,  KIDN master ASCRFEC %

4) LE security model leveld

AR 4 FKon A5 B s L FF Authenticated LE Secure Connections, #1224
R HE 6 2R #) Numeric Comparison. Passkey Entry. Out of Band 4.

g LA EA4H, FRATTHIIE LE security model leveld £ U1 JL AW GAE L & 7
e

A, A H A BB T Numeric Comparison HA) 4640 BC & -

blc_smp_setParingMethods(LE_Secure_Connection);
blc_smp_enableAuthMITM(1);
blc_smp_setloCapability(I0_CAPABLITY_DISPLAY_YESNO);

X BRI e B m P B BUE LB, SDK 78N Z 54t 1 #H< KT GAP
event A, 1ES % “GAP event” T . M4 H P ik B BB L 4
“YES” B “NO” {HK API IR

void blc_smp_ setNumericComparisonResult (bool YES or NO);
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S0 YES_or_NO: 7EHUE LR HCX 70T, 45 H P #fA be e s e om
FIBUE R — 8 M HIAERI 6 AL BUE AT i — B0, 7T 1.
“YES” , A—F%i0: “NO” .

B. W H & L4 EERN T Passkey Entry GG AL & :
X HB 4 F P 9140 ARG A LE security model level3 B & 7 B. C (E4LHE
Xt Passkey Entry) JEAR—F, ME—AN[E K2 T EEYI G I E I HLU T 1%
Bl 0N et
blc_smp_setParingMethods(LE_Secure_Connection);
..... //27% LE security model level3 it & 77\ B. C

C. W&H&ZAEERLRN T Out of Band IHJIRILAC & :
%7 HHT SDK JFARSEIL, B LAIX Bt A R4 4

5) THBENAILANHSN smp S B AHRK) API:
A.  SDK FRALE 5 75 EH 5 96 € DI RE API:

void blc_smp setBondingMode (bonding mode t mode) ;

M2 bonding_mode_t BARE XA UF:
typedef enum {
Non Bondable Mode = 0,
Bondable Mode =1,
}bonding mode t;
e & %4205 F model levell HIR G, ZEATRESEE DIBE, SDK C4ER
WIR 75 Bt BL— A& 00~ FH P AR5 27 1% AP

B. SDK f2fit/& i 7 f1RE Key Press JIREN] API:
void blc_smp_enableKeypress (int keyPress en);
IR Passkey Entry H[A] /2 75 3CFF Y KeyboardOnly 2% #2 {1t — 26 05 22 ()
MNIRESE R, N HET SDK ASCRFZIIRE, FTUASEB A BN 0.

C. (ELAEETTA T RE R Debug AN % AL xt -

void blc_smp_setEcdhDebugMode (ecdh keys mode t mode) ;

M 257 ecdh_keys_mode_t FLAA& 5 LA 4AUITR :
typedef enum {
non _debug mode = 0, //ECDH distribute private/public key pairs
debug mode = 1, //ECDH use debug mode private/public key pairs
} ecdh keys mode t;
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% APIANAE Z A E R ICMHE 00 N, T2 i Bl 5 00 SR T
[ hn Sk, A LA OB Gi i, X RIS A K4 7, P
iLid sniffer THPUHL BLE 2% Fh A, 2R 1 12EAT 2048 70 B 3K, it LA BLE spec
Wl T —4H T Debug WIMRIEINZFAEH/ A8, R B B IX AN
., BLE sniffer T H 5 T DA 00 0 25 BH 25 A 5 e K o

D. LLﬁ[ﬂ: APl W HE SM ZHHE . AN MITM flag. 4275 3CHF 00B.
F& 75 7 FF Keypress notification, VLA ZHEI) 10 BE ST (SRS A 25 IO 02
B E AP, I BT, SDK HiRfE 74—l & APD -

void blc_smp setSecurityParamters (bonding mode t mode,int MITM en,

int OOB_en, int keyPress en,io capability t ioCapablility);

R N T HANSHE L XESAHER T .

3.3.4.3 SMP Z&iEREE
SMP “Z4x1% 3R (Security Request) A slave AJ LAKIE, FrLLIXEB4> A%t slave
WKL

PATHE AT RFEMN B 1 A — ATk 2 45K B (Security Request) , 1%
LI B AT slave 1T LB fil & BCXAHRAZ I 46 . SDK $24i 7 i~ APL TR
TEHUC B slave & 5 7R 182 5 8L R J5 37 BiE /2 pending_ms Z ) )5 F 1] master
JX1% Security Request, 7REE AN IE Security Request PASZIAS [E] 1 EE X firh & 2H
=

blc_smp configSecurityRequestSending( secReq cfg newConn cfg,

secReq cfg reConn cfg, ul6 pending ms);

WMAEEM secreq crg BARE XAHUF:

typedef enum {
SecReq NOT SEND = O,
SecReq IMM SEND = BIT(O),
SecReq PEND SEND = BIT (1),
}secReq cfg;

BANSHE S HUT:
SecReq_NOT_SEND: EEZZE )5, slave A2 T3 k1% Security Request;
SecReq_IMM_SEND: ZEZZE )5, slave 23R K 1% Security Request;
SecReq_PEND_SEND: & & )5, slave 2515 pending_ms (FAAIZFD) )5 Rk E
F& 75 RI% Security Request(1. B % HE, slave 1E pending_ms ZFP Hi 5L I 21| master
i Pairing_request f 5 N £x T /& 1% Security Request; 2. E[RIIEMEL, pending_ms
ZRZ BT master ©4 K% LL_ENC_REQ N5 FIZESERS, WIANT KI% Security
Request) -
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newConn_cfg:

1]

TR #Hri% 4%, reConn_cfg:

I CAP[EE) , master A RHEA—

VEE: MR

HH e

i

M FRCE [FIER) B % . X H SDK
ERS R IR E 2 1 EEEXT%?RE’JEE’J FCxtgp e i i e, N IR

S EFKHE LL_ENC_REQ RIN# 8RS, 1t
B U5 slave & — T Security Request E)ﬁ%%ﬁﬂﬁ master =B INEHERS, FrLL SDK
PRt 7 reConn_cfg BiL'E, %/ Al LIARIE SRR EALE .

BZATA M o ER IR A T

PR Eblc_smp_configSecurityRequestSending 14 AN S E0H 1 FOFh4H 4 -

reConn_cfg
newConn_c

SecReq_NOT_SEND

SecReq_IMM_SEND

SecReq_PEND_SEND

SecReq_NOT_SEND

B — IERE Bl
A i SecReq (S
pending_msTER)

FB—IREEAR
SecReq, [FIIERIK
SecReq (S
pending_ms &0

B UCEREA K
SecReq, [A]i%
pending msZH 5 K
SecReq (* WLETTHIZ L
‘5\3593)

SecReq_IMM_SEND

BRI
SecReq, [FIIEAN K
SecReq (SH

pending_msTER)

B — YRR B
JEHBAT A % SecReq

(Z¥%ipending_ms
TR0

B IR
SecReq, [A]i%
pending msZH 5 K
SecReq (* WHTHIZ %
YD

SecReq_PEND_SEND

—
pending msZ# 5 &
SecReq (* WLATTH Z %
vl FIEAK
SecReq

5 UOERE

pending msZH j5
JSecReq C* WL H
ZHUH) , [BIESL
B[l /& SecReq

5 UOEREE G B
#Bpending_msZ P 5
X SecReq (* WL THIZ
i)

A6

P AL —

1) newConn_cfg: SecReq_NOT_SEND,
reConn_cfg: SecReq_NOT_SEND,

pending_ms:

BRI IZSHANEE

TR, A G R, AR

newConn_cfg: SecReq_NOT_SENDZ /X #rslave N2 T3l &t Security
Request, H A TEXT 7 & AL FEC A 15 K e 2% 7 BOBC A1 =K o W X 5 AN ik

BextiE =K, WASHAT InZ . K,
SM_Pairing_Reqft, slaveZ
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e vy

| ol

LLID NESN SN MD PDU-Length " (dBm)
1 0 o [ 0x00000D || -S4

0K|

o Data Header L2CAP Header SM_Pairing_Req GTE
Fabe! LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode IOCap OCOBDataFlag AuthReg MaxEncKeySize InitKeyDist RespHeyDist
L2CAP-S | 2 1 1 0 11 0x0007 0x0006 || 0x01 0x04 0x00 0x05 0x10 0x07 0x07 0x000008
Data Header RSSI
Data Ty CRC FCS
¥P® |LLID NESN SN MD PDU-Length (dBm)
Empty PDUJ| 1 0 1 0 ] 0x00001C|| -54 OK
Data Header RSSI
Data Ty CRC FCS
ype LLID NESH SN MD PDU-Length [dBm)
Empty PDU 0 0 0 0 0x00000C
o Data Header L2CAP Header SM_Pairing_Rsp GTE
Data®ype [ 7 NEsw su MD PDU-Length | L2CAP-Length Cnanldl()pcode IOCap 0OBDataFlag MaxEnc¥eySize InitKeyDist Dist
L2CAP-3 | 2 1 0 0 11 0x0007 0x0006 || 0x02 0x03 0x00 0x01 0x10 0x03 0x03 0x000012
—

K13-65 ML {E 7~ Pairing Peer Trigger

reConn_cfg: SecReq_NOT_SENDZFE /NI & ALK, [FIIER slavelk & Ak
i%Security Request.

2) newConn_cfg: SecReq_IMM_SEND,
reConn_cfg: SecReq_NOT_SEND,
pending_ms: ItLENMZSEAEIE .

newConn_cfg: SecReq_IMM_SENDZ /R 1% frslave & iEHAF 2 T 5 0]
master & Security Request, PAfili &k master FIRECXTAE. AN, slaveE3)
K IESM_Security_Req fiili &k master K IEFC AT 13K «

Leos | o¢ Jlconeod| s o o o o | SSSSSSESSOR SNSRI |_0x000021 || -si || ok |

Data Aeader L2CAP Header SM_security_Req RSSI
Direction | ACK Status | DataType N/ wpoy sy MD  PDU-Length |L2CAP-Length Chanid Opcode AuthReg L (am) || ©°
5-5M 0K Lacap-5 || 2 1 0 0 G 0x0002 0x0006 J|0x08 01 0x000041 || -54 | 0K
Data Header L2CAP Header SM_Pairing_Req
Direction || ACK Status || Data Ve ||} 15 wgsw 5w MD  PDU-Lengeh ||L2CAP-Lengeh Chanld |Opeode I0Cap OOBDataFlag AuthReg MaxEncHeySize InitKayDi:
M->S oK Lacap-s || 2 11 0 11 0x0007 0x0006 | 0x01 _ 0x04 _ 0x00 0x0D 0x10 0x0F
[irection |l ack status l[pata type [ Petatieader ") ) NSRRI  crc |59 lrcs

K3-66 PN{LE 7~Pairing Conn Trigger

reConn_cfg: SecReq NOT SENDZ 7 [FIiE HIHS {5 slave A~ 2 K 1% Security
Request.

I ARSDKIEFEAE T — AN Bgh % Security Request L AAPI, T4 5k N &
N JZ BT ARE B I FH 1ZAPI & 1% Security Request il :

int blc_smp_sendSecurityRequest (void);

X BB R, F P 5 Fble_smp_configSecurityRequestSending & 1%
ARG REAE, A ZE A HIH I blc_smp_sendSecurityRequest B8 % .

3.3.4.4 SMP HEE 2 H

X BB SMP 48815 B2 XT slave W& K. /7 L2 SDK demo
"8258_ble_remote" W]t H ¥ B direct advertising [1J4XAY
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Slave 1z % 7 LA[F] IS 174 4 1~ master FBCAHE S, 1X 4 N4 ER AT DL RIE A
Dre N OH TR E U AN R 2 &8, ANl 4
(SMP_BONDING_DEVICE_MAX_NUM) , WIS A BE R, SIMEEA 4.

#define SMP_BONDING DEVICE MAX NUM 4

ble sts t blc _smp param setBondingDeviceMaxNumber ( int device num);

HR ¥ E T blc_smp_param_setBondingDeviceMaxNumber (4), ECX 4 N5 &
Ja, —HEXIEE 514, Sl e mEMiBA GE 1) & mxHs B ks,
NG AF 5 5 NI IIECAHE B

MR E T blc_smp_param_setBondingDeviceMaxNumber (2) , X} 2 >
WEE, —HEXNE 3, eI EERIEAD GB 1) S B3 S
i, SRIEIEAEEE 3 MR & IBCE B

N API T 3RS T slave 7E flash _FAFfE X BT master W& HE

u8 blc_smp param getCurrentBondingDeviceNumber (void);

iR EME A 3, LUt flash b H TG 1 3 DX k&, X3
W& ER AT DAEE A

1) el BFREIRTF

F1 BondingDeviceNumber #H7<H)— /MY index. 15 24
BondingDeviceNumber A 1, 4 RAE 14 bonding %4, B index N 0;

4R BondingDeviceNumber A4 2, PN 441 index 4374 0 T 1,

SDK $2 it ¥ Al index SEHTINA /7 2: 1. AR Sl S N 18] Y ;2.
AR e 28 O IS 8] 506 Je UMY o 7T AT 2 AP B E. index BEHT /7 3K

void Dbls_ smp setIndexUpdateMethod (index updateMethod t method) ;

MR index updateMethod t HAKE XU -

typedef enum {

Index Update by Pairing Order 0, //default value
Index Update by Connect Order = 1,

} index updateMethod t;

VERE: ZZRR SDK R 5 2 Ay 30 (CTSIRB 0 » Bkt SDK ERIANES 1 A CAf
DIARAIZAS AP, IR EECE K 2 MOy, % AP RIT] .
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NS A AP index BEET A G
A. BIFEBREBRITERERNEAF (Index_Update_by_Connect_Order)

N BondingDeviceNumber & 2, P24 index 7074 0 1 1. Index Il
7 A& L B S ) — OB R ER, A & il —/NEEX A #E: R i slave
SEFN masterA FEXT T, AT masterB FeXF AT, BB slave 17 flash /74 F
masterA 4 index 0, masterB & index1, [XIA masterB ;&I 4. %5
ik slave F1 masterA [BIiE— &3, X% masterA BN BT — 14,
IR index 0 % 4578 A masterB, index1 1545 N masterA.

4 BondingDeviceNumber 4 3, =M &1 index 7378 0. 1. 2, 02k
IR, 2 S EGHNERE .

1 BondingDeviceNumber & 4, U/ 25K index 4779 0 1. 2. 3, Uit
B 3 R BOIEREN W & . WIE LIrRIA, 3 slave EZELXT masterA. B.
C. D, HH} masterD /& index3 % %%, £ slave A masterB [B[3E—¥X, Il master
B WA ECHTH index3 BE4 o

H T index /& DAt i F ) (0] A7 ) o B A EE B s A& le T it 4 i1
M. FEZACKT masterA. B. C. D, XTI master E, NI slave 2l iR
] masterA; {HUTELERXT masterA. B. C. DJ&, %Al masterA [FIiE—X,
A2 A B Co Dy A, FFECXT masterE i slave f2 M FR masterB
FEXHE & o

B. MRIFBWAEITITESEE NI (Index_Update_by_Pairing_Order)

R BondingDeviceNumber A 2, PN AT index 4319 0 A1 1. Index Jiit
7 A PABCOH IS R 2 Jm v 1% slave S5 F1 masterA FC Xt T, A1 masterB
FeX 3l , BT slave B flash 774 F masterA 4 index 0, masterB 2/ index1,
Bt il slave !t masterA [F1E— XA, BEET index 0 % #AK IR A masterA,
index1 %% N masterB.

iR BondingDeviceNumber 4 4, DU 21T index 73 #) 9 04 1. 2. 3, 0
R E R RS, 3 EBO IO W 4. R4E EHAHEER, & slave 4L
Bic % masterA. B. C. D, M masterD & index3 ¥ 4%, HAIRIAE slave Fil
master A. B. C. D {4 A%, index 0. 1. 2. 3 4KIR4> A% N masterA.
B. C. D,

TEVE R SEON L 4 B0 HESERCXT masterA. B. C. D, HECXT
master E, | slave <[5 i & ] masterA; WIRZEBCKT masterA. B. C. D

J5i,» JCAN masterA [Bl3E—k, BEEFIAFAKIH AL By C. D, HBECXT masterE A
1 slave £:flHIF4: masterA RIECXHE B .
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2) ShEfE BN AAER AP UL
Master W40 € 15 BATAELE flash b, HA%AN:

typedef stroet {
uf flag;

=}

peer addr type; f/address used in link layer connection
peer addr[é&]:

mo

=}

i E

peer key size;
peer id adrType; //peer identity address information in key distri
peer id addr[é]:

S
oMo

=

i B

own_1ltk[1&]; //own 1tk[16]
peer irk[16&]:
peer csrk[1l6];

S -
oo

=

}smp param save T

48 e 15 B3 e4byte.

peer_addr_type fll peer_addr 2 link layer _I. master fJiZEFEHBAE, BE4% direct
adv B8 FH X AN Hidik

peer_id_adrType/peer_id_addr 1 peer_irk & master 7 key distribution It Bt &
R identity address 1 irko.

WG 2 peer_addr_type F peer_addr s& 1] ittt AL Hibik (resolvable private
addr, fRIFR RPA), H P 75 BH Ak e, 7 5 B A e r{E B n 3
resolving list #, LA{# slave A] LfEHT i (5% 8258 feature_test ' TEST_WHITELIST
P -

HAh Z % user AN R

T APILAE index M flash _F3REVE & HI1E B,

u32 bls_smp param loadByIndex (u8 index,

smp_ param_save t* smp param load);

R IEME N 0 R R BUE BRI, AF 0 FIME9i%f5 B IX 4k Flash Fsthik. thin
A bonding B0y 3 I, FREUEAL A AN IERE B s ARG 2 -

bls_smp_param_loadByIndex(2, ...)

N E 8 B master FOHB3EClink layer 2R M flash _F3REX bonding
I IS B

u32 bls_smp param loadByAddr (u8 addr type,

u8* addr, smp param save t* smp param load);

R EE Y 0 R IRBUE BRI, AF 0 MIMENiZAE B IX 4k Flash B 3LAE.
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T API F T slave #4515 [ A FLASH A48 10 i Bo 40 2 (2 B

void bls smp eraseAllParingInformation (void) ;

TV, PR AP AT R A A T AR B

N1 API 5] LA T slave % & TC B 45 (5 B AEMELE FLASH F )7 & .

void bls smp configParingSecurityInfoStorageAddr (int addr);

HAZH addr AT DURYESEPR 75 Az 00, FH P BB T Al BLS 2% SCRS 1 “sDK
FLASH Z¥ (B 43 Be” 215, e E (5 B ELE FLASH H A& X 35

3.3.4.5 master SMP

master ] SMP IhEe H 7 S B G Be 6t 77 20T B s 203 72 LE security model
level2 (fEZEACXT Just Works 720) o 7R LAZ%“8258 master kma dongle”,
HE & %8258 master kma dongle/app_config.h” LA T ) % :

#define BLE HOST SMP ENABLE 0

ZEBEN 1, WEHPRER SMP: HLE master SCHFI 5 = 22 A2 0 9 LE
security model level2, SZFFALEGLECNT Just Works i A ZZERCE N 0, NFER
Ja FHAEFRHER B 5 X LA B DI RE .

1) master ff58 SMP (% E % BLE HOST SMP_ENABLE 4 1)

13 B % 2 4 20 B B st L VB A APL FH T )46k sSMP 22L&, &
FEYP 52 X 3K FLASH [T EE A0 IC &

int blc_smp central init (void);

WERAERIGEHT B R 7 1% AP, W SDK 2 BRI S L BL E SMP:

> BRI\ SCFRRI B R 452 Unauthenticated_Paring_with_Encryption;
< ERIAGEE R : Bondable_Mode (F7-fBCAT % J5 70 K 1 KEY E| FLASH) ;
< BRiA 10 fE /742 10_CAPABILITY_NO_INPUT_NO_OUTPUT.

LEFC T W45 S LE security model level2 I, 5752 H P ECE W =4 API:

void blm smp configParingSecurityInfoStorageAddr (int addr);
void blm smp registerSmpFinishCb (smp finish callback t cb);

void blm host smp setSecurityTrigger (u8 trigger);
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N A3 A I = AP
A. blm_smp_configParingSecuritylnfoStorageAddr

1% API ] UL T master 24 H0 B 45 € 5 BAFAESE FLASH H AL E, Hrh
Z 4 addr ] LA 3 S bR 75 EAZ 0.

B. blm_smp_registerSmpFinishCb

BT oA AR FO N 2 =B B 9300 R e il o, FH P R CAAE S JZ T M
PSRBT 58 A o

C. blm_host_smp_setSecurityTrigger

% APl EE ] THCE master f& 1 EaNAGRINE L [HER EB N HE
HARS Bl AR FE 40 T

#define SLAVE TRIGGER SMP_FIRST PAIRING 0
#define MASTER TRIGGER SMP FIRST PAIRING BIT (0)
#define SLAVE TRIGGER SMP_AUTO CONNECT 0
#define MASTER TRIGGER SMP AUTO CONNECT BIT (1)

BARYEE: 1. ZB—IRECHTIT, & master £ FE master F 8 K ACECXT 15
KIEAETEWL R slave K IEHT Security Request J5 FHGARCXT; 2. &R
T 44 BZERT, J& master 4 1% LL_ENC_REQ 1% B i id /& S5 i 3]
slave &% [ Security Request J& FI 4 I 4k s . — M IRATSHLE Master
B RECX B AR E R, FHER FE B K LL_ENC_REQ.

A PGS ZE 0, 2 0] LLZ2%5“8258 master kma dongle”:

blm smp configParingSecurityInfoStorageAddr (0x78000) ;
blm smp registerSmpFinishCb (app_host smp finish);
blc _smp central init();
//SMP trigger by master
blm host smp setSecurityTrigger (MASTER TRIGGER SMP FIRST PAIRING
MASTER TRIGGER SMP AUTO CONNECT) ;

ZEFLUN LA master I (948 5E 5 B AHICHT APL & master SMP PR /=
AR, AT ER T .
int tbl bond slave_search (u8 adr type, u8 * addr);

int tbl bond slave delete by adr (u8 adr type, u8 *addr);
void tbl bond slave unpair proc(u8 adr type, u8 *addr);

2) IEARHERI B NECXT B (B K BLE_HOST_SMP_ENABLE 3 0)
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7£ 8258 master kma dongle 1, # Disable SMP, N5 SDK H zh 58 S i ot
FREC O F AR, SN 2 B 5 3

WA P 7S B B E L, WG A IS APL TR
blc_smp_setSecurityLevel(No_Security);//22H SMP IE
user_master_host_pairing_flash_init();// H & X /7 1\

A. Flash B

ERINE FH Y flash 048X sector 24 0x78000 ~ Ox78FFF, {1t app_config.h H1A]
DREDE

#define FLASH ADR PARING 0x78000

4 flash 0x78000 H-UaEF: 8 4™ bytes X5 N—> area, #K 8 bytes area. &1
area 1] LLf7fii—> Slave f¥) mac address, 12— byte EAnENAL, 5 1> byte
AHHESERY, ST 6 4~ A 6 bytes ) mac address.

typedef struct {
u8 bond mark;
u8 adr_ type;
u8 address[6];

} macAddr_ t;

flash 720 A2 P AR VAT JG HE 8 bytes area B J512:, 55— 4% slave mac
171 0x78000~0x78007, 4 0x78000 [11%5— byte AxEfL'E N Ox5A, KR 247
oA %% 21 58 — AN A 2L mac address B 7745 £E 0x78008~0x7800f, ¥ 0x78008
FT EFRIC Ox5A; SIEME S =N 21 mac address [N 72 7£ 0x78010~0x78017, ¥
0x78010 ¥J L #5ic Ox5A.

R EEHAS slave WA MRECKS, dongle iy 75 BAEFIX MK 24 1Y) mac address,
T 2 B A7f#1% mac address ] 8 bytes area [IAn G475 Ky 0x00 B RS, fnds
B ET = device I — device, ¥ 0x78000 &y 0x00 EI A .

K H XA 8bytes AE 1 R R &, FEFfEieiTid AR ASae i A
flash_erase_sector IX MR flash, KONIZEAESE—> sector 4K [ flash FERT 7
20~200ms Z[A], IXAMF Al 22 5] BLE I P B 1R o

K BT B slave mac (P 77-ff AT P4 2 R 3 OxSA AT 0x00 AR i k3R
7N, 2 8 bytes area K Z, WRES HIHHEAS sector 4K flash SRS, FlUGAE
WG I I T R AL FE . A 0x78000 FF4ATEHN 8 bytes area 15 2., K FTH K
H %4 mac address 1523 ram "] slave mac table. XL FEF 1 8 bytes area /& 75
KZ, MAKZHIE, SR sector, K ram H4EH 1Y slave mac table
¥ 5 7] 0x78000 JTUH 1) 8 bytes areas

AN-19011501-C5 176 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

B. Slave mac table

* define pair slave max num,
if exceed this max num, two methods to process new slave pairing
method 1: overwrite the oldest one(telink use this method)
method 2: not allow paring unness unpalir happend */f
fdefine USER_PAIR SLAVE MAX NUM 1 J//telink use max 1

typedef s=truct {
uf bond mark;
ug adr typer
ul addre=ss[&]:;
} machddr t;

typedef struct {
u32 bond flash idx[USER PATR SLAVE MaX NUM]; //mark paired slave mac addre

machddr t© bund_device[USER_PAIR_SLAVE_EAX_NUH]; {//machkddr t alreay defined
ufé curNum;
} user salveMac t©;

user salveMac t user tbl slaveMac;

F BT S5 7E ram HH{EH slave mac table 4E97 Fr FIBC X &% &, 8%
USER_PAIR_SLAVE_MAX_NUM B R] & X H C AR 5 2 i JL A B, Telink R
NN 1, TR 1 MR RIECKS, user AT LMEHUX/ME .

¥ user ¥ fx 2 4E9" 3 N4, #F USER_PAIR_SLAVE_MAX_NUM XA 3 )5,
user_tbl_slaveMac ' curNum 7~ 2407 flash _Fids% T JLANE L slave 4%,
bond_flash_idx £ 2 ic s A ROt HELE flash _-F) 8 bytes area # i Huhik AH X T
0x78000 M) f#s i (NN XA BN, AT LS XM #1k F 8 bytes area
bR EAL, FIHE N 0x00) , bond_device 1415 mac address.

C. #HH3< APl ¥tHH

LT LT flash fE4E ¥ ram 7 slave mac table f#it, 20514 LR LA
API ] LI H o

a. user_master_host_pairing_flash_init

void user _master host pairing flash init(void);
FIPY A R SCRRA S B2 flash WOGATL B, 8 E15E S5 2N 75 22
2R AL
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b. user_tbl_slave_mac_add

int user_tbl_slave_mac_add(u8 adr_ type, u8 *adr);

INII— slave mac, return 1 R/REI), 0FRRKW. HEHIIE
T I, R B UL R L

BR 2% HI KT 24 117 flash A1 slave mac table H1i% & & L& 3k B Al
FA B RME, oA INZ) slave mac table, FR7E flash H—

/) 8 bytes area 171 .

F OB R ARME . W BB RIS [ R A RVFECA IS & B
TN, Telink demo 7V R HIEEE M, BT telink 5 KL
XANEON 1, BEsce M2t Y a4, et
user_tbl_slave_mac_delete_by_index(O)H$5 24 A% 4, FAE

slave mac table FELTHI AT

User A LLIRHE B I SR 2542 250X A~ e BRI S B

c. user_tbl_slave_mac_search

int user_tbl slave mac_search(u8 adr type, u8 * adr)

FR 8 adv report H) 15 g M hE 4 200Z 15 % 2 75 EL41E slave mac table 7,
RIS B AT R B 15 £ 19 2 BT D4 M1 master BCX b, HEE
WXL e ] DL E R ERE

d. user_tbl_slave_mac_delete_by_adr

int user tbl slave mac_delete_ by adr (u8 adr type, u8 *adr)

i 6 S Bk R A B e

e. user_tbl_slave_mac_delete_by_index

void user_ tbl slave mac_delete by index(int index)

BT FEE index MHIPRECXT 154« Index B S M B0 A2 15 44 B B2 .
W RE NN 1, B BRI index 7Ky 05 Al SRR
wRNECXTNECH 2, F— R index N 0, - ANEC LA
% index N 1; MKIREHE.

=h

user_tbl_slave_mac_delete_all

void user_tbl slave mac_delete_all (void)

T3 BT X e o
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g. user_tbl_salve_mac_unpair_proc

void user_tbl salve_mac_unpair proc (void)

AERRIECAT a2, S50 I R AT A e X e 4%, A2 BRA SR ECR A
BN 1AL 5. User A] LME % BRESE I

D. EEMECXT

master %] Controller EAR[1FEELES, A LU R BMIEHLZF] Slave #E47E
%

a. A K%L user_tbl_slave_mac_search R & YR & & H EL IR
master FCXS LI A BAECRT, R Ogmxd, nTelE3hiER:.

master_auto_connect = user_tbl_slave_mac_search(pa->adr_type,
pa->mac);

if(master_auto_connect) { create connection }

b. #HFIT A AE slave mac table LI, AT E HEIER, KER
T 2 TN 264 SDK BN E 1A FahiCn 7%, £E4
AT #E A& PR I O HTHE T, — /& master dongle _ECX 8 4 1%
T TR HT R S Telink 52 SCRIECKT) SR 0 R . RS

/fuser design manual paring methods

user manual paring = dongle pairing enable && (rssi > -56); //button trigger pairing(rssi threshold, short distance)
if(!user manual paring){ //special @adwv pair data can alsoc trigger pairing
user manual paring = (memcmp(pa->data, telink adv trigger paring, sizeof(telink adv trigger paring)) == 0) && (rssi > -56

H

if(user_manual_paring) { create connection }

15t F ol fh & B ST R, RIS 5, B HCI LE CONECTION
ESTABLISHED EVENT 3K, Kt 471 ¥ & ¥ N3] slave mac table H:

// i1f this connection establish is a new device manual paring, should
add this device to slave table
if (user manual paring && !master auto connect) {

user tbl slave mac add(pc->peer adr type, pc->mac);
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E. fRECX

vold host unpair proc(veid)
{
f/terminate and unpair proc
static int master disconnect flag:
if (dongle unpair enable){
if (!master disconnect flag && blc 11 getCurrentState() == BL5_LINK STATE CONN) {
if( blm 11 disconnect (current connHandle, HCI ERR REMOTE USER TERM CONN) == BLE SUCCESS) {
master disconnect flag = 1;
dongle unpair enable = 0;

#if (BLE_HOST_ SMP ENARELE)

tbl bond slave unpair proc(current conn adr type, current conn address): //by telin
#else
user tbl salve mac unpair proc():
#endif
}
}
}
if (master disconnect flag && blc 11 getCurrentS3tate() != BL5 LINE STATE CONN) {

master disconnect flag = 0;
}

2% 1 code, AfEECXT 2644 E R, Master 261 blm_lI_disconnect
Fi&EHE, PRI user_tbl_salve_mac_unpair_proc BRECE AL %), Demo code
B TA I3, BT EROA R SRREON NG 1, B DAt A il 17—
Ao R user WE T HUBERIIECH A58, BN N %0
user_tbl_slave_mac_delete_by adr B¥ user_tbl_slave_mac_delete by index Z: [

FA B

FRTCX 25U AE 2L, Demo code I H T ARG ML, — & master dongle |
AT N B 32 N, — /& 4E HID keyboard report service Wt F f# e %) 488 OXFF.

User t 1] DAFZ IR B O 1 75 22 242 SO EOGH A0 ik & 2542

3.3.5 GAP
3.3.5.1 GAP ¥Ji5tk

GAP ¥Ia k7 E M, slave (AT API HI4A1L GAP:

void blc_gap peripheral init (void);
Master ff FH U1~ API #J46 4t GAP:
void blc_gap central init(void);

HRETSCEA A E, NMAES Host IEHERE BB GAP Kl d2 ], #riL
FRAE ATT. SMP F1 L2CAP #BH2ft T AHCIE T, TLMDF“H%EEJ%CEO H Hj SDK
] GAP 2 X E A H host |2 F I, GAP WAL EZE RV host 2T kb P 5
BN,
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3.3.5.2 GAP event

GAP event | & ATT. GATT. SMP. GAP %% host WM ZAC B fE i /=4 (1 5
o METSCIRATTAT LAZNIE, HAF SDK 4 EE 5 AW KZE: Controller event I
GAP(host) event, F:H controller event X734 HCI event F1 Telink defined event.

Telink BLE SDK H1#11¥ T GAP event 4bF, IRV 2T INiEmw,
PSR AL TR P E A B BE N LE, 4552 SMP AHRHALER, Ui Passkey Fr#i
N, BoxtsE BIE s P 4%,

R user FEAE App JEEUL GAP event, 567 Z 1/ GAP event i callback
PREL, IR EA XN event (1) mask FT7F .

GAP event [1] callback P& 2 A0yE 2 1043 51 N

typedef int (*gap event handler t) (u32 h, u8 *para, int n);
void blc_gap_registerHostEventHandler (gap event handler t handler);

callback FREUFE R ) u32 h 2 GAP event Frid, JEEWMUE £ kb2 3,
ST LA AT e FH B A

#define GAP EVT SMP PARING BEAGIN
#define GAP EVT SMP PARING SUCCESS
#define GAP EVT SMP PARING FAIL

#define GAP EVT SMP CONN ENCRYPTION DONE
#define GAP EVT SMP TK DISPALY

#define GAP EVT SMP TK REQUEST PASSKEY
#define GAP EVT SMP TK REQUEST OOB
#define GAP EVT SMP TK NUMERIC COMPARE

_ g o 0w NN PO

#define GAP_EVT ATT EXCHANGE MTU
#define GAP_EVT GATT HANDLE VLAUE CONFIRM 17

callback & U B 1 para 1 n F7R event HIEHEAIEE KB, T SOk E4H 0
HH DL %1 Hi /') GAP event. User 7] 2% 8258 featuretest/feature_security.c F 41T
FH7% LA % app_host_event_callback %51 HARSZI

blc gap registerHostEventHandler ( app host event callback );

GAP event 75 ZIE I R A AP SKRFTH masko

void blc_gap setEventMask (u32 evtMask);

AN-19011501-C5 181 Verl.4.0



ossm:com.wcrorzb Z%V2 Kite BLE SDK FF &K ¥5F

eventMask[1 & X AHXT R 25 H—2%, HAthevent mask A /o] LATE
ble/gap/gap_event.h 1 & 3,

#define GAP_EVT MASK SMP_ PARING BEAGIN
(1<<GAP_EVT SMP_PARING BEAGIN)
#define GAP_EVT MASK SMP PARING_SUCCESS
(1<<GAP_EVT_ SMP_ PARING_SUCCESS)
#define GAP_EVT MASK SMP_ PARING FAIL
(1<<GAP_EVT_ SMP_PARING FAIL)
#define GAP_EVT MASK SMP_CONN_ENCRYPTION DONE
(1<<GAP_EVT_SMP_ CONN_ENCRYPTION DONE)
#define GAP_EVT MASK SMP TK DISPALY
(1<<GAP_EVT SMP_TK DISPALY)
#define GAP_EVT MASK SMP_TK REQUEST PASSKEY
(1<<GAP_EVT SMP TK REQUEST PASSKEY)
#define GAP_EVT MASK SMP_TK REQUEST OOB
(1<<GAP_EVT SMP_TK_REQUEST OOB)
#define GAP_EVT MASK SMP TK NUMERIC COMPARE
(1<<GAP_EVT SMP TK NUMERIC COMPARE)
#define GAP_EVT MASK ATT EXCHANGE MTU
(1<<GAP_EVT ATT EXCHANGE MTU)
#define GAP_EVT MASK GATT HANDLE VLAUE CONFIRM
(1<<GAP_EVT GATT HANDLE VLAUE_ CONFIRM)

# user AJEIT1Z APl % B GAP event mask, 54 24 GAP #HMN [ event 77 A I}
BASIEFNHEZ

EE: UUNIBIR GAP event B, i @iEM T GAP event [11, HIF)E 7 XF
M. H) eventMasko

1) GAP_EVT_SMP_PARING_BEAGIN

H b &M 24 slave A1 master NI NIZEHE3E N connection state, slave &
i% SM_Security Req &5, master &i% SM_Pairing_Req 15 R ITEAEL XS, slave
WEX AN ECE SR 20, bRz, R G

Data Header LZCAP Header SM_Security_Req
LLID HESN SN MD PDU-Length |{L2CAP-Length Chanld §Opcode AuthReq
L2chp-5 || 2 1 0 0 & 0x0002 0x0006 f0x08 01

Data Type

Data Header L2CAP Header SM_Pairing_Req
LLID NWESMN SN MD FDU-Length ||L2CAP-Length Chanld |Opcode IOCap OOBDataFlag AuthReq MaxEncHeySize InitHeyDiat RespilsyDiat
L2CAP-5 | 2 1 1 0 11 0x0007 0x0006 |[0x01  0x03  0x00 0x01 0x10 0x02 0x03

Data Type

K 3-67 master & Pairing_Req
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BHEKE n: 4.
[EAETRE p: FR R — Fr NAFEE, X R0 T Gk A

typedef struct {
ul6connHandle;
u8 secure conn;
u8 tk method;

} gap_smp paringBeginEvt t;

connHandle &R Y ATERE N

secure_conn N 1 K/ 22N F#% (LE Secure Connections) , 77 JILKE
1§ F LE legacy pairing.

tk_method K74 T RECHE AT 261 TKAE 7 10 JustWorks

PK_Init_Dsply_Resp_Input. PK_Resp_Dsply_Init_Input, Numric_Comparison %5 .

2) GAP_EVT_SMP_PARING_SUCCESS

HAF bR S A WO BN URE IR AR 5T R PR AR A, 1Z MY BERI Y LE e X
W B2 54y KB B 3 (Key Distribution, Phase 3) , WA BT K, &%
REXUTT 580 0 R 56 B e il R B B D A, 5 WU B 4 i BC R G A

i&*&ﬁﬁ n: 4.
[BILAREF p: FRIA— F NAFEE, X R0 AR 44

typedef struct {
ul6connHandle;
u8 bonding;
u8 bonding result;

} gap smp paringSuccessEvt t;

connHandle &/~ 4T iEZEIAN
bonding N 1 78 F bonding Thig, HNAE .

bonding_result %7~ bonding 1455 : W& A )5 bonding Thge, WM 0,
WIERFF A T bonding DieE, WL 75 Z AT BN Key A& 5 4% IEAA A7 (i /£ FLASH H1,
RN 1, BN 0.

3) GAP_EVT_SMP_PARING_FAIL

Hm R M BT slave B¢ master Hip — NAFFE PR UERC T IR R, BEE
{5 v IR 45 S TR R 5 B R R &

B n: 2,

BfEFRES p: FRIM— A NAAEEE, XTRIANR g5 /K.
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typedef struct {
ulo6connHandle;
u8 reason;

} gap_smp paringFailEvt t;
connHandle K7~ i IER AN

reason ¢/ ACXT SR A R AT, 3X B2 HE LA L AT BC 6 2R R R R, At
X I W i ERLE FAT 17T LS5 SDK Ei? f]“stack/ble/smp/smp_const.h” 344

P Xof S WA EAA & X AT LR (Core_v5.0) (Vol 3/Part H/3.5.5 “Pairing
Failed”).

#define PARING FAIL REASON CONFIRM FAILED 0x04
#define PARING FAIL REASON PARING NOT SUPPORTED 0x05
#define PARING FAIL REASON DHKEY CHECK FAIL 0x0B
#define PARING FAIL REASON NUMUERIC FAILED 0x0C
#define PARING FAIL REASON PARING TIEMOUT 0x80
#define PARING FAIL REASON CONN DISCONNECT 0x81

4) GAP_EVT_SMP_CONN_ENCRYPTION_DONE

A R S Link Layer IN%5 58 B (Link Layer Y E] master &[] start
encryption response) fili % .

HHEKE n: 3,
[BIEFREE p: FRIA— F NAF RO, R R0 S5 R 4K

typedef struct {
ul6connHandle;
u8 re connect; //1l: re connect, encrypt with previous
distributed LTK; 0: pairing , encrypt with STK
} gap smp connEncDoneEvt t;
connHandle 7~ Y AT R A)HH .
re_connect N 1 FKon Pk & CRAEHZ RT3 K LTK I 5Ees) , Hi%ME
N 0 M7 4| & 5 — IR N

5) GAP_EVT_SMP_TK_DISPALY

F b A kA e slave WL H master &I Pairing_Req Ji, HR 5%k i 18 I IE
XS EONA B 24 IO S ECE,  FRATHEAT DURIE 32 T SR B A AR
TK (pincode) {7773, R 3 FHZ PK_Resp_Dsply_Init_Input (BJJ: slave ¥
7~ 6 fif pincode t5, master i 71 5T %I\ 6 i pincode i) 7, N4z Bl

B n: 4.

[EfEFR4EF p: FRM—> u32 BUAR & th_set, Z(H RN N slave 5 Ed &N 2 1)
6 i pincode 15, N ZR £ ER1% 6 A AE{H.
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F P AT DAAME Y JE BE LA B 6 47 pincode %, A LAF-Bh3CE —A>
F85E /) pincode i1 41123456,
case GAP EVT SMP TK DISPALY:
{
char pc[7];
$if 1 // FshikBEpincodefy
u32 pinCode = 123456;

memset (smp_param own.paring tk, 0, 16);

memcpy (smp_param own.paring tk, &pinCode, 4);

#else/ /fHHIKZFENLA B pincodeld
u32 pinCode = * (u32*)para;
#endif

break;

¥ slave & 2111 6 fif pincode 1% A £ master %4 b (W1FHL) , 58
BT BN, ECRHRARTS AR AT . WA 4N pincode 12 B0 mi T BUH,
I P T YL R 2R T o

FTF Passkey Entry N FHAISEH], H P 0] LA SDK $#244L1) demo
“sdk/8258_feature_test/feature_security.c” .

6) GAP_EVT_SMP_TK_REQUEST_PASSKEY

AR A 2 slave 145 JH H Passkey Entry J7 3, HLAS A
PK_Init_Dsply_Resp_Input B{# PK_BOTH_INPUT ECxf 5 0, <xfil k% 4:, @
U P S EON TKAE . H PRI E % 0 5 5t 75 2l 10 fr N AE i TK (&

GERIFF 30s B SRE A A NN ECHT 20D, S\ TK AELK) API:
blc_smp_setTK_by_PasskeyEntry fE“SMP Z % it & " %15 A Ui BH .
HHEKE n: 0.

Bl4L+84F p: NULL.

7) GAP_EVT_SMP_TK_REQUEST_OOB

HAFfhR FAT: 24 slave W T AR GRECAT 00B 7N, ik iz$4:, @
MA@ ooB AN 16 AL TK 6. F P ERENZFHM )5 8t 7 2l 10
ONBESIHIN 16 AL TKAE GEERT 30s dn S B AR ¥ N ECKS RO 5 SN TKAE Y
APl: blc_smp_setTK_by OOB 7E“SMP S liC & ” % 11 A 1

HHEKE n: 0,
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Bl4&+8%4F p: NULL.

8) GAP_EVT_SMP_TK_NUMERIC_COMPARE

HAfih & 2 slave Y E] master &% Pairing_Req &, AR ¥ X i 132 % FO T
X SRR A i 15 2% BT E 6T 2 000 B FRATT 3 T DA 12 1 SR EC X AS AT A FE 1 TK
(pincode) 1H 73, W% = FHKIZE Numeric_Comparison 72, < 7Bk .
(Numeric_Comparison 77 X EIEE LA, J& T smpd.2 LA NN%, master A slave
w2 EoR 6 £7 pincode BB L& “YES” Al “NO” XHiRHE, H " HEME
PR i £ 7 ) pincode 21—, FETRE M I o A2 5 AT “YES” LA
N TK R B R TR

HHEKE n: 4,

[EEFE4F p: $5 10— u32 AUAS & pinCode, ZAERIN slave 75 23 i N FH 2
] 6 fif pincode 14, NHEFHEEI/RNZ 6 M IGE, FFRME “YES” Fl “NO” HIHf
L]

KT HAE LR H s, A2 AT A2 sDK $24L 1) demo
“sdk/8258_feature_test/feature_security.c”.

9) GAP_EVT_ATT_EXCHANGE_MTU

HA & 254 o1 A& master Ui 1% Exchange MTU Request, slave [ &
Exchange MTU Response, it slave ¥iij &K 1% Exchange MTU Request, master [0] &
Exchange MTU Response, &L T 52 ik

B n: 6.
BIfLSEET p: FR1A— Fr AR EE, R R Z5 A
typedef struct ({

ul6connHandle;

ul6peer MTU;

ul6effective MTU;
} gap gatt mtuSizeExchangeEvt t;
connHandle 7 2 HERE AR
peer_MTU 37X ¥ Y] RX MTU {H

effective_MTU = min(CleintRxMTU, ServerRxMTU), CleintRxMTU &7~ %% F ¥ )
RX MTU size {H, ServerRxMTU 7~ IR55 4 1) RX MTU size {. Master 1 slave 22
H TR IEE MTU size J5, BUE e/ IMEAE A0 A2 B 1 5 K MTU size {8 .-

10) GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM
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F kA N EAEA ] — X bls_att_pushindicateData (& 1
blc_gatt_pushHandleValuelndicate) , [A] master &% indicate £{#fiJ5, master &
B & —A™ confirm, FIRXTIXNEIERIHAIN, slave UL E]Z confirm B il & .

FHEKE n: 0
Bl4&+8 %4 p: NULL.
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4 RIIFEEE (PM)

KIHFEE . (Low Power Management) A DAFCATHFEE H (Power

Management) , AR FEIFRAN PM.

4.1 {EIh¥E driver

4.1.1 RIhFERER

8x5x MCU IE 7 $ATFE i 4b T working mode, s T-AF BRI AE 3~7mA 2 [f],

Un SR B DA 5 e NRTAE R

RINFERE L (low power mode) XFX sleep mode, 4 3 Ff: suspend mode.

deepsleep mode Fl deepsleep retention mode.

module

sleep mode
b suspend deepsleep retention deepsleep

first 16K(or 32K) keep,
Sram 100% keep 1S o $216) Loes 100% lost
others lost

digital
] 99% keep 100% lost 100% lost
. register
register
analog
] 100% keep 99% lost 99% lost
register

325 3 B sleep mode & Sram. - FFfEAs (digital register)  BEALEFAF

7% (analog register) RS LR IS .

1)

suspend mode

sleep mode 1

MR FAT 1IEI81T, RUA— B E DR, MCU KE AR T i, PM R
g R B TAF . I IC LA FE 60~70 uA Z A, 4 suspend #{MefiEf5, F&
7 AR BEHHAT

suspend mode T AT [t) Sram I analog register #EBELR LIRS, 48 K6 4> digital
register A RFRIRAS . digital register HAEFE/D SR, B1E:

a) baseband HLEH1/D &[] digital register, user 75 B IRVEN & API
rf_set_power_level_index ¥ B 77 f7 4%, A SCRYATIHI AN 4H, XA AP
T EAEREIR suspend WK J5 # EHT IR FH — Ko
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b) % Dfifo IR digital register. %f M drivers/8258/dfifo.h H1 i 4H% API,
user 7Ef# FIIX YL APl BB, DAZIAF PR BEIR suspend wake_up J& #l 2 8
ik E.

2) deepsleep mode

sleep mode 2

R A IEIZEAT, MCU 207 A A R B T B, PM R e 4 T
{E. 1 deepsleep mode T IC Hiii/NT 1uA. IR N E flash [ standby HLIT
HIECR R 1uA 245, Al Ae S EU £ 2] deepsleep A 1~2uA. deepsleep mode
wake_up B, MCU R EHE3), KT EBRIICER, B SE it naitiTy
L.

Deepsleep mode N, [T analog register FA&/DELA register AEIRAEIRAS,
HA A Sram. digital register. analog register 4= 3B L 2K o

3) deepsleep retention mode
sleep mode 3

T deepsleep mode, HEIRIRIE, {HA&ToikA7 i Sram {5 E.; suspend mode
Sram Fll register AT LARIFAN T, (HAE FRIAL W 15 o

N TSI — LU T L sleep I FELVARAR X ZEREME T £R sleep MR Jo BESL 2 IR
SN (bhin BLE KHEARZERFIER) , 8x5x 3 7 —Hf sleep mode 3:
deepsleep with Sram retention mode, f##K deepsleep retention (EY deep
retention) . #R#E Sram retention area I K/NANE, X474 deepsleep retention
16K Sram /1 deepsleep retention 32K Sram.

Deepsleep retention mode /& —Fi deepsleep, MCU # K547 H A A4 HL S
W, PM B AR 4 R T AR . ThFEJEE deepsleep mode FE it 31 retention
Sram JHAEHH, HEURLE 2~3uA Z[A]. deepsleep mode wake_up i, MCU ¥
B ES), BFaSEBTnaiE T YIG.

Telink —4X 826x &%1 IC, 1§/ suspend CFHEIRLE 10uA LLPY) SKSZHN BLE
K-MENR4E 378 . 1 8x5x HH T suspend HLiIW A, F5E A4 FH deepsleep
retention mode A SEH,

deepsleep retention mode Fll deepsleep mode 7t register JRASRAFE T H R —
H, JLF4E H . deepsleep retention mode ¥R deepsleep mode #HEl, Sram
AT 16K CECHT 32K) AT LARFFABEFL, IR Sram .
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deepsleep mode F1 deepsleep retention mode H 1t analog register ¥ 73 #5A M

DT UARFEA P, XU ATEH [ analog register B4

1)

2)

241 GPI0 Bl N+ HLFH Y analog register

JH3T API gpio_setup_up_down_resistor 1% &[] GPIO 40l _E N fH, 8378

app_config.h H A L0~ 77 A EC & 1 GPIO Bl B N hu A BH, AT ARFRIR
N

BN o

#define PULL_WAKEUP_ SRC_PD5 PM_PIN PULLDOWN 100K

S RYE 2 7 GPIO AR /44 . 1§ gpio output J& T digital register %
RS o 7E Telink |—4 826x %41 IC F, suspend A7 LLF] gpio output
ezl — LB AN 1 4, {HB T 8x5x U suspend # ) #: K deepsleep
retention mode J&, gpio output JREKRL, ToiLTE sleep HAMRIAERG 1] 40
W BEh AT CUE A GPIo Bl b T fr B FH IR R LB B3 10K AR
# gpio output high, 47 100K /8% gpio output low.

PM FRHURG IR 1) AN #5 B analog regsiter
Drivers/8258/pm.h SC4:- 1) DEEP_ANA_REG, 1T code filf7x:

#define DEEP ANA REGO  0Ox3a

#define DEEP ANA REG1  0x3b

#define DEEP ANA REG2 0x3c¢ct//system used, user can not use
WEERNE, B AL Hana_3c, ZMEHL A7 23 H 4K Z stackfdi H ,
RN R A A2z A4, 2B Nana_3a. ana_3b. I NAHH
B A A an B D, @Ucx PR H A — P bitfE AN FE FRPRESALE &,
B ART] LLZ 2 SDK fJvendor H 3% N ) “8258_ble_remote”

IR LA A 27 A7 48 7] BE 2 OB 12 I GPIOMR BE 1Ty E 4545 2., Ll

GPIO_PAD H T i deepsleep, {HZ7ETH FHcpu_sleep_wakeup R % Higpio

O NE T, X S RKIGPIOMLEE, N4 X Lol 25 17 28 E K 2>
%o

#define DEEP ANA REG6  0x35

#define DEEP ANA REG7  0x36

#define DEEP ANA REG8  0x37

#define DEEP ANA REGO  0x38

#define DEEP ANA REG10 0x39

User 1] LLZEIX JLA™ analog regsiter 1R — L2 E IS 2.,
deepsleep/deepsleep retention wake_up J&i& 7] PLIE 2 2 BT A7t HOE
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4.1.2 RIhFEMERIR

8x5x MCU MR IIFEMe YR~ 41T, suspend/deepsleep/deepsleep
retention #B A LL#% GPIO PAD F1 timer M:fiE . i% BLE SDK "1, W 3eyE: 2 PGB,
W NP~ (JEE code ' PM_TIM_RECOVER_START #11 PM_TIM_RECOVER_END 7%
ANIE A EMEBEYED
typedef enum ({

PM WAKEUP PAD = BIT (4),

PM WARKEUP TIMER = BIT (6),

}SleepWakeupSrc TypeDef;

PAO
PA1 'wakeup ~ Suspend  Wakeup
- Mode )
GPIO wakeup. l?{eepslc.eep wakeup 32k
PAD etention ti
: Mode Imer
wakeup Deepsleep wakeup
PD6 Mode
PD7

K] 4-1 8x5x MCU Fifi {2 g 5t

un EE AT, MCU HJ suspend/deepsleep/deepsleep retention 7ERE 1 - F 2
ANMEJE: TIMER. GPIO PAD.

< MRfEYE PM_WAKEUP_TIMER K H fifif 32k timer (32k RC timer or 32k Crystal
timer) . 32k timer 7E SDK W &4 IEFAXIG61Y,, user LEAH FH IS AN T BLATAA]
BeE, N EAE cpu_sleep_wakeup()H 5 B 1% M BEYE R AT

< MREEYE PM_WAKEUP_PAD K H GPIO #itl, [& MSPI4 N IANATA ) GPIO
(PAx/PBx/PCx/PDx) ]Ik 1 #05 HA5 M it T BE o
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fic & GPIO PAD Mifi sleep mode [ API:

typedef enum{
Level Low = O,
Level High,
}GPIO_ LevelTypeDef;

void cpu_set gpio_wakeup (GPIO PinTypeDef pin,
GPIO LevelTypeDef pol, int en);

pin A GPIO & X,

pol AMEFEAR 4 E X :  Level_High K7~ HLFILEE, Level_Low KK HL
MR

en: 1 %7K~ enable, 0 %7k disable,

28451 i B «
cpu_set_gpio_wakeup (GPIO_PC2, Level_High, 1); //GPIO_PC2 PAD W&+ FF, = H - M figt
cpu_set_gpio_wakeup (GPIO_PC2, Level_High, 0); //GPIO_PC2 PAD M if 5% [4]
cpu_set_gpio_wakeup (GPIO_PBS5, Level_Low, 1); //GPIO_PB5 PAD Mafi ] FF, 1 “F-niefift

cpu_set_gpio_wakeup (GPIO_PBS, Level_Low, 0); //GPIO_PB5 PAD M fif 5 [4]

4.1.3 {RIhFEBL A EE A\ Rk B2
W MCU HE N BEAR A1 FE ] API .

int cpu_sleep wakeup (SleepMode TypeDef sleep mode,
SleepWakeupSrc TypeDef wakeup src,

unsigned int wakeup tick);

FE—"NZ % sleep_mode: ¥ & sleep mode, 5 LA T 4 NiEHE, 4 5 FR 7R~ suspend
mode. deepsleep mode. deepsleep retention 16K Sram. deepsleep retention 32K

Sram.

typedef enum {

SUSPEND_MODE =0,
DEEPSLEEP MODE = 0x80,
DEEPSLEEP MODE_RET SRAM LOWI6K = 0x43,

0x07,

DEEPSLEEP MODE RET SRAM LOW32K

}SleepMode TypeDef;
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B A H wakeup_src: W HE 2T suspend/deepsleep FIMEETE, SH R
REAE PM WAKEUP PAD\ PM WAKEUP TIMER Y — B 24N, W1 wakeup_src A

0, B4 NKIHAE sleep mode J&, ToiEHE Mz

A H wakeup_tick: 24 wakeup_src FIXE | pM wakeup TIMER B, T
B E wakeup_tick SRULE timer 7EA BB MCU Mefi . Gl R E

PM WAREUP TIMER MEEE, ZZHE X

wakeup_tick FE A —NEXHE, F2 A SR AT /4311 System Timer tick
KixE, 24 System Timer tick FEIA 211X N5 E ) wakeup_tick J&, sleep mode
Wy MefE . wakeup_tick HME 75 ZARYE 2411 1K) System Timer tick F{E, 0 i 75 ZHE
IR P B[] 60 B e Py 2 6 B 8], A0 DA et 4 i B IR B 8] o 1 SRV 2% R 24 A 1)
System Timer tick, EL#&X} wakeup_tick FHAT &, M A B 1) 5t e v 4241

H T wakeup_tick ;24X i (6], DAZUTE 32bit [ System Timer tick BER 7~ IS
Fl 2 W, FTLAIXAS API R s 1 B K BERR I ] 2 A BRI . H H A T A2 f R BRI
I [8] Sl 32bit AEF 7R B K System Timer tick %f N IHEI ] 7/8. System Timer tick
= PN /?ﬂE;E 2685, A2 K sleep B[] E[A] )y 268*7/8=234'S, RN
delta_Tick ANEEHELL 234 S,

cpu_sleep_wakeup(SUSPEND _MODE, PM_WAKEUP_TIMER,

clock_time() + delta_tick);

iR [BHE Y 2R sleep mode AIMEBEIRNIEE S, 1%IR [BME A bit XA K 7R e i

enum {
WAKEUP STATUS TIMER = BIT (1),
WAKEUP STATUS PAD = BIT(3),

STATUS GPIO ERR NO ENTER PM = BIT(7),
}i
1) wakEUP STATUS TIMERIX/ bit N 1, ULHH AT sleep mode &4 Timer MefiE
2) wakEUP STATUS PADIXA bit N 1, BB 4H] sleep mode /& # GPIO PAD i .

3) wAKEUP STATUS TIMERAFN wakeup status pap [A]Hf 4 1B}, FIR Timer 1 GPIO
PAD P ™R s [R) I AR 2% T

4) STATUS GPIO ERR NO ENTER PMie—PHCEAFIRIPIRES, RRYmIkE T
GPIO MafiE#t iR Lhin ik B T %4> GPIO PAD & HiFIafiE, TMI7EIX A GPIO
= HCT I 22388 cpu_sleep_wakeup i suspend, H%HE T
PM_WAKEUP_PAD Mafigjlii, BRI e N suspend, MCU SZZIE H
cpu_sleep_wakeup BR%L, 25 HIR[EME sTaTus GPTO ERR NO ENTER PM.
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— AR F a0 1 2R A i e [ <
cpu_sleep_wakeup (SUSPEND MODE , PM_WAKEUP TIMER,
clock_time() + delta_Tick);

delta_Tick /& —MAHXTHIRSE] (LLan 100* crock 16M Sys TIMER CLK 1MS)

I _E 4RI clock_time() A8 Bl T 4 % st [A]

1)

2)

3)

4)

5)

6)

2519568 cpu_sleep_wakeup FJFH:
cpu_sleep_wakeup (SusPEND MODE, PM_WAKEUP PAD, 0);
FE AT 1Z R B0 33E N suspend mode, R AE#E GPIO PAD Mifi,

cpu_sleep_wakeup (SUsPEND MODE, PM WAKEUP TIMER, clock_time() + 10*
CLOCK 16M SYS TIMER CLK 1MS;

TR AT 1Z R B HE N suspend mode, W BEMY Timer Mg, MR [A] 4 24w
B a0 _E 10 ms, FATPA suspend B8] 24 10 ms.

cpu_sleep_wakeup (SUSPEND MODE, PM WAKEUP PAD | PM_WAKEUP TIMER,
clock_time() + 50* cLock 16M SyS TIMER CLK 1MS);

FEFF AT Z R ZUN 2N suspend 13X, TT#% GPIO PAD #il Timer Mifi, Timer
N R (T ISF 1) 138 B )9 50ms. WERAE 50ms 45 2 Bifi % T GPIO [RIMREE N1,
MCU <% GPI0O PAD M:fR; W15 50ms N IC GPIO ZH1E, MCU £ #% Timer PR

cpu_sleep_wakeup (DEEPSLEEP MODE, PM WAKEUP PAD, 0);
TR AT 1Z R B 3E N deepsleep mode, A4 GPIO PAD Mifig .

cpu_sleep_wakeup (DEEPSLEEP MODE RET SRAM LOWI16K, PM WAKEUP TIMER,
clock_time() + 8% crock 16M sys TIMER CLK 1S);

F& FF AT % BB BN 3N deepsleep retention 16K Sram mode, A #% Timer M,
RO L I [R) AT % PR 8s Ja o

cpu_sleep_wakeup (DEEPSLEEP MODE RET SRAM LOW32K, PM_WAKEUP PAD |
PM WAKEUP TIMER,clock_time() + 10* cLOoCK 16M SyS TIMER CLK 1S);

T2 FF AT % BR BN 33N deepsleep retention 32K Sram mode, FJ #% GPIO PAD

AT Timer MefiE, Timer MaFERT [BAPATIZR AN 10s J5. WIRTE 10s 4R 2
Hifili% T GPIO Zh/E, MCU <> GPIO PAD Mifig; 15 10S N JC GPIO Zh1E,

MCU 24 Timer Mefig .
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4.1.4 RIIFEMAE S IZ1T IR

24 user i H] API cpu_sleep_wakeup J5i, MCU Bt A sleep mode; 41 5 fik

& MCU Melig f5, ST A[E ] sleep mode, MCU HJEAFIBATIRAEA —FLo

T FEYH/4H suspend. deepsleep. deepsleep retention 3 Fi' sleep mode #%
MR 5 1Y MCU 21T R . 16555 T K.

Power on

Running
hardware bootloder

Running
software bootloder

System initialization

A

User initialization

A

main_loop

Operation set A

cpu_sleep wakeup(...)

suspend deepsleep deepsleep

wakeup

retention

wakeup

wakeup

Operation set B

while(1)
{
no
sleep
}

AN-19011501-C5
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1)

2)

3)

4)

5)

MCU FHL (Poweron) ZJ5, FIRFERISN4H:
121714 bootloader (Run hardware bootloader)
MCU T b AT — Le il 2 B B01E, IXSSE/EBALEREAE b, B iRz 2

2 MU B — R IX SR, Lhdn: B2 flash (1) boot JE ZhAric, W Y4HT
NAZIZAT I firmware ;EA7AGLE flash kb 0 B/, 82 1E flash Huhk 0x20000
Y CER OTA FHIS) 5 Gk flash AHRAL B IR, PB4 8T 75 22\ flash 35 1
Z /DR EE| Sram, 1ERNHIENA RIS (ZE5 2 TXF Sram HELHINAD) -
BT+ bootloader #4 HH T ) F flash 4 #% VL E] sram, — 44T
A, Ehin$s Ul 10K Zdfs KMEFERS 5ms /24

iZ4T 4 bootloader (Run software bootloader)

hardware bootloader 11745/ 2 J5, MCU 451247 software bootloader.
Software bootloader Ht/& B HI /431 F vector ¥ (X6 W
cstartup_8258_16K_RET.S B VL 4FEF) -

Software bootloader &/ | 25 )5 i C & 5 12PN T IR BEIF W5, 7T LA
FRAG N FEA WA IV EE A, o

RGHIIE (System initialization)

System initialization %% main BRELH cpu_wakeup_init 3| user_init Z Al %5
PR a6, (345 cpu_wakeup_init. rf_drv_init. gpio_init. clock_init) ,
WE SR B AR A A A IR

FH P #1464k (User initialization)

User initialization X . SDK H pR %Y user_init BY user_init_normal/
user_init_deepRetn.

main_loop
User initialization 5¢ %5, #EA while(1)3Z 1) main_loop. main_loop 1k A\

sleep mode Z Hii i — R A EEVEFR N "Operation Set A”, sleep MifEY J5— &4
BAEFR N"Operation Set B”
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1)

2)

3)

4)

SRR, sleep mode JRAE 43T
no sleep

R BEA sleep mode, MCU HIIEATHRFENTE while(1)F a3, REHAT
"Operation Set A” ->"Operation Set B” .

suspend

WHR A H cpu_sleep_wakeup pREE N suspend mode, 4 suspend #MafiE S5,
24T cpu_sleep_wakeup EREFIE R IR, MCU 12417 2" Operation Set B”.

suspend s& i T-{# 1 sleep mode, 1E suspend HAIE]FTH ) Sram H e R EFAN
A2, BT B A A A7 RS AR R A CHA TR G 71 ) s suspend
MR s, R EORMIALBIEAT, LA EH BT sram FIZFAEEARIR
BHIWE . suspend FRIHR &2 AR = -

deepsleep

WA cpu_sleep_wakeup PR%# N deepsleep mode, 24 deepsleep #fMifiE
J&, MCU £ E #7512l Run hardware bootloader.

ATLAE H, deepsleep wake_up i Power on FiLEE R JL-F-—2), FrA MK
Tf A ) G Ak T 45 EE BT 1

MCU #E N deepsleep J&, Fif i) Sram A7 /ML ZF 72 (R JLAMEILE
fEeaflah) #aHie, FrllDhFEIRIE, McU BN T 1uA.

deepsleep retention

R H cpu_sleep_wakeup B& %3 N\ deepsleep retention mode, 24 deepsleep
retention #MEEf5, MCU 22 ¥R 2 Run software bootloader .

deepsleep retention ;& /T suspend Fl deepsleep Z [f]F]—F} sleep mode.

suspend KN ELRAT T 1 sram A2 A7 2R S 2R LW = deepsleep
retention /N5 TARAE 2 AF 2R AS, Sram HARBIRT 16K (BE 32K) ASfaHE, fr
PAIIFELL suspend IR %, WA 2uA L.

deepsleep wake_up & 5 ZAL A IR E B T —#, 171 deepsleep
retention 7] LABkid "Run hardware bootloader”iX—5, iX & A 4 Sram BT 16K

(32K) R EAER, ATFEHM flash EEFHFE II—R. HEHT Sram
I retention area iR, "run software bootloader” TLiEBkiL, WAIfEHAT:
T deepsleep retention JLiE{RAF 20 IRAS, FTLL system initilization 424 2534
1T, FAERHIWIEITFEE X E .. deepsleep retention wake_up J5 ] user
initilization 7] DA — S50 4L 250, A1 MCU power on/deepsleep wake_up J& )
user initilization ff([X 73 4b#, S AR HRIFIN4H o
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4.1.5 APl pm_is_MCU_deepRetentionWakeup

Hi & "sleep mode wakeup work flow” 7] LA £, MCU power on. deepsleep
wake_up. deepsleep retention wake_up iX 3 FE L #S 75 24 0d Run software
bootloader. System initialization. User initialization.

{EIZ4T system initialization. user initialization 2 AN B YRS, user 7 2 411E 24
AT MCU & 58 deepsleep retention wake_up ], PAEi—25[X 43T power on.
deepsleep wake_up [ & . PM driver $ZftFIHTE 7 deepsleep retention wake_up

1 API A

int pm_is MCU_deepRetentionWakeup (void) ;

return 1 N1, & ~deepsleep retention wake_up; return 18 N0, & 7~xpower on
ol deepsleep wake_up.

4.2 BLE {[KIh#EEHE

4.2.1 BLE PM #Ji&4k

SRR TARThRERE S, F5 20 BLE PM BEERAIAG1E, R T APIEPHT,

void blc_11 initPowerManagement module (void) ;

EANFHBEARIDFEAE R, A APL T PM AE SR KD FAS & B AN 285 2
PFERNFEF P, TLLA 4 firmware size A1 sram sizeo

4.2.2 BLE PM for Link Layer

% BLE SDK I DI#E4 B2 XJ BLE Link Layer DUFEME BE, 1522 A SCRY 1 TN
Link Layer /48 .

SDK H& Bf H X Advertising state I Connection state Slave role i KT
R, JEHRMAE T —%& AP it user AT & .

%I Scanning state. Initiating state 1 Connection state Master role, SDK & s}
AP AR IIAEE B

XF T Idle state, SDK HAFEMATLFMRIIFEE BE . H T IHOIRASA 2 BLE RF
AEAIEE (R blt_sdk_main_loop BREL5E4TERL) » user 7] LLE AT PM driver
A R IIFEE B . NI code J—MAT HLIKT demo: 2 Link Layer 4bT Idle state

fF, A main_loop suspend 10ms.
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void main loop (void)

{
/1)) )/ BLE entry ////////1 1117777777777
blt sdk main loop();

[/ U entey S/
// add user task
[0 077 70077/ PM o configuration ////// 7000070
if (blc 11 getCurrentState() == BLS LINK STATE IDLE ){ //Idle state
cpu_sleep wakeup (SUSPEND MODE, PM WAKEUP TIMER,
clock time() + 10*CLOCK 16M SYS TIMER CLK 1MS);
}
else(

blt pm proc(); //BLE Adv & Conn state

24 Link Layer 4T Advertising state &% Conn state Slave role i}, FEFTRAN
sleep mode B/, V¥R, K Conn state Slave role 4 connection latency = 0 ]
I

T_advertising T_wakeup
' |
|
| |

Adv |UT task Adv |UI task
event sleep event sleep

| |
| |
|j«— Adv interval —>:
| |
|
|

brx ! brx brx
T brx tart; |working 7
N I
I |
I |
I |
l—ILaSk‘_‘ sleep UL task sleep
brx ! b |
le—— ] X
event | event |

|
:47 Conn interval —>:
| .

K] 4-3 sleep timing for Advertising state & Conn state Slave role

1) A4b-F Advertising state B}, &> Adv Interval ., Adv Event B [A] 2 21T, FR
%% Ul task T 5 FH BOHAE],  F@) 435k E) Mcu AT BLiE N sleep mode (suspend/

deepsleep retention).
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Kd, 55— Advinterval = Adv event FF UG HIES ] FR A€ XN T_advertising;
sleep 75 ZEME (FI I ] 3R AT T3 XN T_wakeup, T_wakeup 72 F—> Adv
interval | Adv event [{JJT46 . T_advertising 1 T_wakeup £ 4 SCAY J I /44
AR A 2

2) AbTF Conn state Slave role B, %/ Conninterval Iy, brx Event (brx start+brx
working+brx post) T2 20T, B2 Ul task &5 AR TE], 42 A MCU
A LLEE sleep mode (suspend/deepsleep retention).

KlH, ZE— Connection interval _I* Brx event F-4a I [E]FRAT T2 XN T _brx;
sleep 75 ZEMLHE I ] 3R A T3 XN T_wakeup, T_wakeup tHg& F—4>
Connection interval _|= Brx event I 46, T_brx Al T_wakeup 7EA SCEY 5 [H 1
IRrh TR EASH E

BLE IR IO#EE HE A S22 %) _E TP ANIRES 1Y sleep WF[E]IEAT & BE, user A PA#R
SE QAT X BB E] . AHEN sleep. #E suspend mode B3t N\ deepsleep

retention mode.

8x5x M sleep mode 43 3 #': suspend. deepsleep. deepsleep retetnion.

XfT sleep mode ] suspend F1 deepsleep retention, user AN75 E i ] API
cpu_sleep_wakeup SK3ZH. SDK HR 4 Link Layer AR SAMEIIFERL A, 7E BLE t)
WARHES 0 7 — BT FEE BEALH] OB FIACAEE blt_sdk_main_loop H1SEHL) ©
user 75 EA AN AP B AT XK ThAEHEATHC & .

XIT deepsleep, BLE {RINFEE BEANGHEXT &AL, Frld user 5 EFBh1E
N 28 FH APl cpu_sleep_wakeup K3t A\ deepsleep. F3l] deepsleep mode ) fif
H, W BLZ%% SDK project “8258 ble_remote” blt_pm_proc ERi#L+ X} deepsleep
JOSEIR

N T 4E %} Advertising state 1 Connection state Slave role F{{IG D36 PR VE
HEINA
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4.23 MHXZE

BLE PM B bR AR = HBUR 2 A E, A A L E T X,
TELESCAE I _pm.h BBNGERIE st _pm_t” BI5E X, T R 5 H %55 45
7 (API AR R EA RN E)

typedef struct ({

us8 suspend mask;

us8 wakeup src;

uléb sys_latency;

ulé user latency;

u32 deepRet advThresTick;
u32 deepRet connThresTick;
u32 deepRet earlyWakeupTick;

}st 11 pm t;

FESCAF N _pm.c H15E SC T A R S5 R AR
TER: 2R AT library w1, IX BLZS € SCHE N 178 R 44, R
AN FCVFXS IXAS LA AL B REAT AR AT A

st 11 pm t bltPm;

7:ﬁﬁ9@f}égEP%?%%ﬁ?EHﬂE%é{M “pltPm. suspend mask” HIAF &,

4.2.4 API bls_pm_setSuspendMask

FH-FHC & Link Layer Advertising state £l Conn state Slave role X Th#E & PRI
API:

void bls pm setSuspendMask (u8 mask);

u8 bls pm getSuspendMask (void);

i F bls_pm_setSuspendMask 1% & bltPm.suspend mask (ERINMEAN
SUSPEND_DISABLE) .

XA AP BUERD A«

void Dbls pm setSuspendMask (u8 mask)
{

bltPm.suspend mask = mask;

u8 bls pm getSuspendMask (void)
{

return bltPm.suspend mask;

AN-19011501-C5 201 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

}

bltPm.suspend mask[JE, AL NEJLMEF A, BEEFEZA
HI “BERIE” .

#define SUSPEND DISABLE 0

#define SUSPEND_ADV BIT (0)
#define SUSPEND_CONN BIT (1)
#define DEEPSLEEP RETENTION ADV BIT (2)
#define DEEPSLEEP_RETENTION CONN BIT (3)

SUSPEND DISABLE %</ sleep disable, /0¥ MCU i\ suspend F1 deepsleep
retention.

SUSPEND ADV Al DEEPSLEEP RETENTION ADV 777l T-#%ii Advertising state Hif
MCU ## A suspend F1 deepsleep retention.

SUSPEND_CONN Al DEEPSLEEP RETENTION coNN 7%l T-#Z i Conn state Slave
role I} MCU #t A suspend FI deepsleep retention.

SDK kI #E sleep mode FJ ¥ it I, deepsleep retention s suspend & A 45
X, H B2 K sleep mode FITHEE.

LA Conn state slave role 41, SDK H5E14%E £ bltPm. suspend mask H!
SUSPEND_CONN & 4%, A 7 LLEEN suspend. ZER] BLi3EN suspend [13EAH I,
HR 98 S PR I FE 45 & bltPm. suspend mask 1 DEEPSLEEP_RETENTION_CONN & 75
R, A REVE LI suspend mode S& 75 % V)4 iy deepsleep retention mode.

FT AR user 58 MCU # N suspend, #]7F SUSPEND_ADV/SUSPEND_CONN
BT, i 482 MCU #E N deepsleep retention mode, 20 [F] i 1
SUSPEND_CONN £ DEEPSLEEP_RETENTION_CONN.

% AP B I 3 B LN T
1) bls_pm_setSuspendMask(SUSPEND DISABLE);
MCU A R 3E N sleep mode.
2) bls_pm_setSuspendMask(susPEND ADV | SUSPEND CONN);

MCU 7E Advertising state Il Conn state Slave role R S04 suspend, 1H
TS FIHEN deepsleep retention.

3) bls_pm_setSuspendMask(sUSPEND ADV | DEEPSLEEP RETENTION ADV
| SUSPEND_CONN | DEEPSLEEP RETENTION CONN);

MCU 7E£ Advertising state fll Conn state Slave role JC¥F#E A suspend Fl
deepsleep retention, EARHENF sleep mode 12471 sleep FE A&
g, JEHSTEMNA.
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bR T LT 3 AR R DL, AT LB — SRR RS, e
1) bls_pm_setSuspendMask(susPEND ADV)

HH Advertising state 7] LAt A\ suspend, Conn state Slave role A~ 7t ¥t
A sleep mode.
2) bls_pm_setSuspendMask(SUSPEND CONN | DEEPSLEEP RETENTION CONN),

WA Conn state Slave role 7] LLifE A suspend Y, deepsleep retention,
Advertising state A~ F0 13 A sleep mode.

4.2.5 API bls_pm_setWakeupSource
user iE T FTAI ) bls_pm_setSuspendMask 1% B MCU i X sleep mode(suspend
o}, deepsleep retention) , J#L NH K API A] % & sleep mode MR

void bls pm setWakeupSource (u8 source);

source AJ LLIG BN I P wakEUP PAD,

ZAPI B K JZ A bl tPm. wakeup src, SDKHIJEIL N :
void bls pm setWakeupSource (u8 src)

{

bltPm.wakeup src = src;

MCU 7£ Advertising state 5% Conn state Slave role #f \ sleep mode, SZPR ()M
PR A -

blth.wakeup_src| PM WAKEUP TIMER

B pv wareuP TIMER & E AW, AT user KIWE, XA2&N T IRIE
MCU — & ZELERF € I I [B] RO R B 25 Ab P42 R K 1Y Adv Event BY Brx Event.

V%8 bls_pm_setWakeupSource 1% B MiliE Y5 5, — H MCU i3\ sleep mode
R f bltPm.wakeup src SPIE 0,
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4.2.6 API blc_pm_setDeepsleepRetentionType

HITHI /28 T deepsleep retention fR4f retention sram size 17 5| 434 16K
sram retention 1 32K sram retention. >4 sleep mode ' deepsleep retention mode

AL, SDK 2R user 115 B 3 AFHL[Y) deepsleep retention mode
N1 API It user 1% $¢ deepsleep retention mode.

void blc_pm setDeepsleepRetentionType (SleepMode TypeDef sleep type);

Al AR A LR PR
typedef enum ({
DEEPSLEEP MODE RET SRAM LOWIG6K = 0x43,
DEEPSLEEP MODE RET SRAM LOW32K 0x07,

}SleepMode TypeDef;

SDk F BRI\ deepsleep retention mode A
DEEPSLEEP MODE RET SRAM LOwl6K, user WIS F5 % retention 32K sram, ¥I4H1LIT]

B 40T code RIA] .
VER: 1% APl B FH A Z07E blc_lI_initPowerManagement_module 2 J5 7 REA 3% o

blc pm setDeepsleepRetentionType (DEEPSLEEP MODE RET SRAM LOW3Z2K) ;

SR 2 T AL, Sram WA BLER A 44 IR deepsleep retention 16K
Sram BETFHY; HRIEEE 1 HAIAR, FATHEIE AR IC LA deep retention size
{H, FTFEEPEAIEIR software bootloader J& 31 S04 A1 boot.link, B AR H ML o< &
NN B J71557% “software bootloader /43”7 /N,

54T 1C 2y 8258, 1§ deepsleep retention 32K Sram, N T E DL A
BRAE k.

1) %EFF software bootloader X4 4 cstartup_8258 RET_32K.S;

2) MRIEBEL boot.link SLA4:: Kf SDK/boot/boot_32k_retn_8253_8258.link
S AR e 31] SDK AR H 3% T 1 boot.link SCAFH .

oAt 1c FIBEE R AL, P ARG S B DU AZ 2RI

4.2.7 PM A ERE

IRTAEE B P AL BRRRE,  F R S A 5 O ARS AR 45 5 1) SOk
W, HEIREA T ik user 1 M ALFRIURE (0 FTAT 2 AR 1Y
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4.2.7.1 blt_sdk_main_loop

SDK 1, blt_sdk_main_loop Z£—> while (1) [KI£5#)F# e Z IR .

while(1)

{

/111777777 7777777777// BLE entxy [///////1177777777777777
blt sdk main loop();

/1117777777777 77/7/)/ UL entxy //////////////////////)]/
//UI task

/1177777777777 7//7//// usexr PM confiqg ///////////)/) /1)) 7))
//blt pm proc();

blt_sdk_main_loop BRELFE while(1)F AW# 4T, BLE [RIIFEE FE code 7£

blt_sdk_main_loop BA%LH, AT MEIHFEE HLIY code tH2 — EHIEH AT .

N2 blt_sdk_main_loop BRI A KD AE T HEE 11 Sl

int blt_sdk_main_loop (void)

if(bltPm. suspend mask == SUSPEND_DISABLE) // SUSPEND DISABLE, can not

{ // enter sleep mode
return O;
}
if( (Link Layer State == Advertising state) || (Link Layer State == Conn state Slave role) )
{
if(Link Layer is in Adv Event or Brx Event) //RF is working, can not enter
{ //sleep mode
return O;
}
else
{
blt_brx_sleep(); //process sleep & wakeup
}
}
return 0;
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1) 4 bltPm. suspend_mask & SUSPEND_DISABLE I, E#EEH, ALHaT
blt_brx_sleep & %. FrLA user i
bls_pm_setSuspendMask(SUSPEND_DISABLE)H , R Dh#EE B 112 ik & 52 4
KR, MCU A NKILFE, while(1) loop — B AEHAT .

2) iR Advertising State [/ Adv Event Y, Conn state Slave role [1] Brx Event IE{E$K,
1T, blt_brx_sleep B ASHHAT, XK AILE RF ML IEEIZAT,
SDK 7 2 {#1IF Adv Event/Brx Event 45 2 J& 4 &3 sleep mode.

LA E P AFEANB LIS, 4 RKHHAT bit_brx_sleep pR%L

4.2.7.2 blt_brx_sleep

blt_brx_sleep PR IZHSZILUT N Fros.
W X HEPIERIAN) deepsleep retention 16K Sram H kA

void blt_brx_sleep (void)
{
if(  (Link Layer state == Adv state)&& (bltPm. suspend mask &SUSPEND_ADV))
{ /7480 #IRE, o suspend
T_wakeup =T_advertising + advinterval;

"BLT_EV_FLAG_SUSPEND_ENTER” event callback execution

T _sleep =T_wakeup — clock_time();
if(  bltPm. suspend mask & DEEPSLEEP_RETENTION_ADV &&
T_sleep > bltPm.deepRet advThresTick)
{ //suspend is automatically switched to deepsleep retention
cpu_sleep wakeup (DEEPSLEEP MODE RET SRAM LOW16K,
PM WAKEUP TIMER | bltPm.wakeup src,
T_wakeup) ; //suspend
/ /MCUB ML J5 PClEreset to 0, HEFIA Tsoftware bootloader
// (cstartup 8258 16K.S). system initialization%
}
else
{
cpu_sleep wakeup ( SUSPEND MODE,
PM WAKEUP TIMER | bltPm.wakeup src,

T_wakeup) ;
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”BLT EV_FLAG_SUSPEND EXIT ” event callback execution

if (suspend f&# GPIO PAD Mifif)
{
”"BLT EV_FLAG_GPIO_EARLY WAKEUP” event callback execution

}
else if((Link Layer state == Conn state Slave role)&& (SuspendMask&SUSPEND_CONN) )
{ //4HJ Conn state, I suspend
if(conn_latency !=0)
{
latency_use = bls_calculateLatency();
T _wakeup =T_brx + (latency_use +1) * conn_interval;

else

T _wakeup =T_brx + conn_interval;

"BLT_EV_FLAG_SUSPEND_ENTER"” event callback execution

T _sleep = T_wakeup — clock_time();
if(  bltPm. suspend mask & DEEPSLEEP_RETENTION_CONN &&
T_sleep > bltPm.deepRet connThresTick)
{ //suspend is automatically switched to deepsleep retention
cpu_sleep wakeup (DEEPSLEEP MODE RET SRAM LOW16K,
PM WAKEUP TIMER | bltPm.wakeup src,
T _wakeup) ; //suspend
/ IMCUBMATE S PCfireset to 0, HEHFIMITsoftware bootloader
// (cstartup 8258 16K.S). system initialization%¥
}

else
{
cpu_sleep wakeup ( SUSPEND MODE,
PM WAKEUP TIMER | bltPm.wakeup src,

T wakeup) ;

” BLT_EV_FLAG_SUSPEND_EXIT” event callback execution

if(suspend s&#% GPIO PAD MifiE)
{
”"BLT EV_FLAG GPIO EARLY WAKEUP” event callback execution
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A EE BLE I /37 4H S (1 Ab 2R

bltPm.wakeup src =0;
bltPm.user latency = OXFFFF;

T blt_brx_sleep PRELITRAZE AT R LLR R A%, FRATTH 70 B D\ 8 i B0 (1) 455 4
FFG: 5% conn_latency J7 T R % & conn_latency =0 HITE L. HARE I A &
deepsleep retention A& HIfEHL. ML A H suspend, P Telink F—1X 826x &7
IC PRIIFEE 2 — 3. MM HZE 1R E suspend mask B FH 12
bls_pm_setSuspendMask(SUSPEND ADV | SUSPEND CONN)HYJ, HINTRIX 5 i3 o

ZE G SRR T A 4B controller event, iX HL5 %1 JL/™ suspend 5% event [A]
VR BB AT I L. BLT_EV_FLAG_SUSPEND_ENTER.
BLT_EV_FLAG_SUSPEND_EXIT. BLT_EV_FLAG_GPIO_EARLY_WAKEUP.

Link Layer Advertising state I bltPm. suspend mask #' SUSPEND_ADV “E %L,

&% Link Layer Conn state slave role [ bltPm. suspend mask #' SUSPEND_CONN %E
0, AT LAEEN suspend.

7 suspend BT, &AM T driver 1) APl cpu_sleep_wakeup:

cpu_sleep wakeup ( SUSPEND MODE,
PM WAKEUP TIMER | bltPm.wakeup src,

T _wakeup) ;

MafEYR N PM WAKEUP TIMER | bltPm.wakeup src, Timer LERMFAERL, &N
TARAE MCU —EZAE T —™ Adv Event. Brx Event ISR B e, Nt i) (7]
T_wakeup 15525 A R4 AT I ) B " sleep timing for Advertising state & Conn state
Slave role”.

blt_brx_sleep B %R H I H bltPm.wakeup src Fl bltPm.user latency HI{E
B, FTLATEELYT & APl bls_pm_setWakeupSource ¥ B MR (14 fir B B, MK
BB BE R B — IR EHE K] sleep mode H XK. [FIEE API
bls_pm_setManualLatency t2—#f.

4.2.8 deepsleep retention FKIVEL 51T

5| N\ deepsleep retention, X I [H] 4R AL BRI FE 2K S0 HT o
YN ERWTN & BN, deepsleep retention mode #3771 -
bls_pm_setSuspendMask( SUSPEND ADV | DEEPSLEEP RETENTION ADV
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| SUSPEND_ CONN | DEEPSLEEP_RETENTION_CONN”

4.2.8.1 API blc_pm_setDeepsleepRetentionThreshold

Advertising state/Conn state slave role H7, Ji#i & LA N 461, suspend 424 H

1) ¥ deep retention:
if(  bltPm. suspend mask & DEEPSLEEP_RETENTION_ADV &&
T_sleep > bltPm.deepRet advThresTick)

if(  bltPm. suspend mask & DEEPSLEEP_RETENTION_CONN &&
T_sleep > bltPm.deepRet connThresTick)

FH—4AF bltPm. suspend mask F' DEEPSLEEP_RETENTION_ADV 75 EL A%,
B E 8Nt
ﬁgggj\%%#FT_ﬁeep > bltPm.deepRet advThresTick 5179

T_sleep > bltPm.deepRet connThresTick H,
T_sleep =T wakeup cIock_time()iE/j?ﬂﬁ@EHﬂLl‘ﬂ?}ﬂZi&%‘QHﬂLHﬂLI‘Eﬂ, Bl sleep FI%HF
SREFTE] . IXANRMFINE SUE: 2 sleep M HREEES (8] it 7 e IS 1] (B, MCU
] sleep mode j‘z:%)}ztﬂ?ﬁ%j\j deep retention.

PATTHA- B (8] RE 1 B APL, 40 R s YRRS, 13BN R A
mS.

void blc_pm setDeepsleepRetentionThreshold( u32 adv thres ms,
u32 conn_thres ms)

bltPm.deepRet advThresTick = adv_thres ms *
CLOCK 16M SYS TIMER CLK 1MS;

bltPm.deepRet connThresTick = conn_ thres ms *
CLOCK 16M SYS TIMER CLK 1MS;
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API blc_pm_setDeepsleepRetentionThreshold T 1% & suspend V]3|
deepsleep retention fift /& 25 A I AT A, XA T IR EARHI DI

S X "sleep wake_up JGIB1T IR H8 0 I ULBH AT A1, suspend mode
wake_up J5, P LA ZI[F 2] suspend BRI EE ARS8 1T . BT RAE R
T_wakeup BERZ J5, A LASZZIFF 464047 Adv Event/Brx Event {55 .

1] deepsleep retention wake_up J& 75 22 [7] £ "Run software bootloader” 45 1]
77, F1 suspend wake_up fHLL, FFEZI81T 3 MNP (Run software bootloader
+ System initialization + User initialization) , 7 B&F5/X [0l %] main_loop AT Adv
Event/Brx Event {F%% .

L Conn state slave role A, T EZR7R sleep mode 43714 suspend FlI
deepsleepretention I timing (I /¥) & power (IhFE) XflLb.

PN FHAR Y Brx event 2 [B] (I TB] Z2{E T_cycle B 24 AT A 8] & 3H . % Brx Event
FITHFE 34k, SERCHFN |_brx, FREENF RN t_brx GXBELH t_brx &4 1
AT A ME= T _brx f#1X43) . Suspend [¥)JEHLIAL A |_suspend, deep retention
FIJEE HLIR N |_deepRet.

“Run software bootloader + System initialization + User initialization” f*) i 2T
YIRS RN |init, FFREERRETIEN T inito SEFRAGN FH, T init 118 7 2 user
ZEEAE, Jema /A sEIl
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I_brx (-————---
Brx
Brx
fvent Event
suspend

I_suspend ! ! !

ie t_brx »‘: i t
I % i T_cycle i
| | |

I brx |——----- ‘
Brx 5
X
Frent Event

I_initf-—- ! !
i 1
i . i
| deepsleep retention |
| |
I_deepRet i ! '
1. I

T_wakeup’ T_wakeup

¥ 4-4 suspend & deepsleep retention timing & power

DA 2 B LA 44 1] Ul B

T cycle: PI/MHHARHT Brx event 2 ] RIS [A] 2248

|_brx: ¥4 Brx Event I INFE 34, Z5ER0HEIRN | brx

t_brx: |_brx RS [H]

| _suspend: suspend JiKHLR

| _deepRet: deep retention F{JJE LR

|_init: Software bootloader + System initialization + User initialization iXF% ]
SR HA LR

< T init: |init FFZER S E]

<>
<>
<>
<>
<>
<>
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M4, fEHT suspend mode [ Brx "3 TN
|_avgSuspend =1_brx*t_brx + |_suspend* (T_cycle —t_brx)
BT T_cycle 7t KF t_brx, (T_cycle—t_brx) ZJ%F T _cycle.

|_avgSuspend =1_brx*t_brx + |_suspend* T_cycle

i T deepsleep retention mode F] Brx “F-3 Ik N
|_avgDeepRet = |_brx*t_brx + |_init*T_init + |_deepRet* (T_cycle —t_brx)

= |_brx*t_brx + I_init*T_init + |_ deepRet * T_cycle

EL 8 I_avgSuspend F |_avgDeepRet, Z:fsAH I« I_brx*t_brx”, &4 LR
93 :

|_avgSuspend —|_avgDeepRet

it

|_suspend* T_cycle —|_init*T_init—1_deepRet * T_cycle

T cycle( (I_suspend —|_ deepRet) — (T _init*|_init)/T_cycle)

X T DFE VS I 0 N AR 7 R H B AT AR AR ) DO FE R AR I D, A%
(I_suspend - |_ deepRet) & — N[ 5 fR{E, ELUT suspend A 30uA, deepsleep
retention & 2uA I}, (I_suspend - |_deepRet) = 28uA; (T_init*|_init)#x 2t 2 [ €
FME, L4 init 24 3mA, T_init 24 400 uS, (T_init*I_init)’4 1200 uA*uS

|_avgSuspend — |_avgDeepRet

=T cycle (28 —1200/T_cycle)

AILUER], 2T _cycle MERU/INE (1§ T_cycle<43 mS) , fiH] suspend
mode 4RI DIFEREAR; 24 T_cycle BOKHT (T_cycle > 43 mS) , {fi/H deepsleep
retention mode & IIFES HAK.

ER, PM BAEAERAEE T UE S, 2 T_sleep > 43ms I E A 244
suspend HZYJ# A deepsleep retention. — M ATIAN MCU working ] (Brx
Event + Ul task) FLECED, 4 T_cycle BORI, ATLLAN T_sleep 2155 T T_cycles
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HEAHIEEAL I g 4% B AN S B E 1S, MCU XF T T_sleep KT 43mS [
suspend HZYJ# 4 deepsleep retention, XfF T_sleep /NT 43mS [ suspend it
R,

blc_pm_setDeepsleepRetentionThreshold(43, 43);

LL—~N 10ms connection interval * (99 + 1) = 1S F-K & NI4T Ui B -

7E Conn state slave role i}, T MNHZEFES . T3 latency R ESE, &
S8 MCU suspend B A GEH B 10mS. 20mS. 50mS. 100mS. 1S Z5it[a)fE . R
P& 43mS 1 IRE W E MCU/\Ez:jJ/I%SOmS 100mS+ 1S %5 suspend 1]t} deepsleep
retention, Tl 10mS. 20mS %5 suspend & & Z4EHF suspend, XFEALEE AT DLORIIE
— AT

H T deepsleep retention FJIIFELL suspend 1k, F H.“Run software bootloader
+ System initialization + User initialization” 3 MM P IRHIFES 2 H—3 0 I IFE,
RIELL EoHT, —E2 T cycle KTHENEIHEZ )G, {#H deepsleep retention
A HEIFE. EmE T R E R R EH demo, user fESEILDIFEALALIN 75
SRR — € 7 VRS i 2 SR N B, - B &4 BT DA E I S

HER T E22% sDK A1 demo, H.fE user initialization X ¥ 70 ¥& 7
TRAEE IR R B TV A, B T_cycle i FEARA 2K K. — it 100ms
PL LA T_cycle, 1#if] deepsleep retention mode FJZhFEAR £ K.

4.2.8.2 blc_pm_setDeepsleepRetentionEarlyWakeupTiming

2% FHHIE “suspend & deepsleep retention timing & power”, A LLEF,
suspend wake_up HJI[E] 55 T_wakeup 1IE4f7& F—> Brx Event FF4G AR ] &, X
. BLE master i FF44 & A5 [ TA]

deepsleep retention wake_up HII ] S a0 15 B N T_wakeup HI1E, BiaH
] 8 : LEES MCU SR, 1B 75 B85 T init BB [8] (Run software bootloader + System
initialization + User initialization 3 ™D IRVHFERTNT 8] ) 74 REFF 4R Brx Event, EL& 45,
1L 7 BLE master ¥ &85 FO R[] 556

AT EPEX AN L, MCU wake_up HHES 8] 55075 42 AT 2] T_wakeup’s

T wakeup’ =T _wakeup — T _init
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Pl Conn state slave role 1 (Advertising state [{IAbFE 524 AHE])D) , FH PM
A AL FRIFEFEXT blt_brx_sleep %7 deepsleep retention wake_up IS TE] s EA T4
ek,

cpu_sleep wakeup (DEEPSLEEP MODE RET SRAM LOW1G6K,
PM WAKEUP TIMER | bltPm.wakeup_ src,
T_wakeup - bltPm.deepRet earlyWakeupTick) ;

T_wakeup & BLE stack H 115 B8] &0, user R 75 ELHRIIE T_init FI{E, #E
A DL R API SR B deepsleep retention wake_up 32 Hi & .
void blc_pm setDeepsleepRetentionEarlyWakeupTiming (u32 earlyWakeup us)

{
bltPm.deepRet earlyWakeupTick = earlyWakeup us *

CLOCK_16M_SYS_TIMER CLK 1US;

User I 5 2 1 T_init R{E BB E P _E1i AP BIR], B35 BB MR EL T_init
iR — R EHARENTRRAME.

4.2.8.3 T_init PRI &

X A 4B K2 $) ram_code. retention_data. deepsleep retention area
25 Sram FHICHINE Y, 15 user S %5 2 & Sram TR EC I VELH N4 .

1) T_init timing

i1 "suspend & deepsleep retention timing & power”, %54 FICA KT
Al H1, X T cycle BEKHITE ML, sleep mode f§ [ deepsleep retention ZhFEFE L,
{HIX LT Toinit AOI A2 D020, TeVkEE . N 7R R AR A I ] AR 1 1)
¥, TEE T_init R RS EM0 B BN . 1 init IERAR FRREFRRE R, A
itk
T_init /& Run software bootloader + System initialization + User initialization 3 |
S BEFERII (LA, X 3ASPIRIRIT A, Jere AP IR ]
<> T_cstatup N Run software bootloader [¥Ji][ii] (Run software bootloader Fft /&
ATIE SR S estartup_xxx.S) o
< T_sysInit AT system initialization i [E] .
< T_userlnit AAT user initialization i [E] .

A4,
T init =T _cstatup + T_syslInit + T_userlnit.
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TN T init B FE

irq enable

T_init

Debug gpio T_cstartup T_sysInit + T_userInit
main_loop |
i
| | | | } | | |
I« T es_l 7'3‘7 T cs_bss f»i .- Tﬁcsfdataf*i« T cs 2! i 3 While (1) 3
/ ! ! I ! ! { |
—
...... !
| 1 . | 1 }
i T_cstartyp ——m——— I T_sysInit —=|«——— T userlnit ———
I
" | !
T_wakeup’ ! T_brx or

|
|

I

| i |

|

I

|

|

|

\\\\\\\\\\\\\\\\\\\\\\\\‘ T_sdvertising j

int main(void)

K 4-5 T_init timing

Zh A A B BRI S 4k S dr

T_wakeup 7& F—" Adv Event/Brx Event JF4& I ] 5, T_wakeup’7& MCU #2
AT wake_up HIESTE] .

MCU wake_up &, AT cstatup_xxx.S, AJEBEFL 2| main BREL, AT System
initialization + User initialization, < 5 A main_loop. —H.iE X\ main_loop {# 1]
PLAbFE Adv Event/Brx Event, FTLL T userlnit 4592 R[] X S Adv Event/Brx Event
FFUGRHIES (8] T _brx/T_advertising. B irq_enable 1X MR %E T _userlnit £l
main_loop 737+, F1SDK I code /&% M H] .

SDK I, T_sysInit B/ []43%E cpu_wakeup_init rf_drv_init. gpio_init. clock_init
PAT IS [E], IX LS H] SDK CL& it 7R, 1847 I AR B 5K, AITEL T_sysInit
S E BIE, user AN IVEIX AT ] . SDK HLAKIR E 5 I [R] Y 7 1 A 4 IX
WG R A 2] ram_code H1iE1T, FrLARN Telink b —A4X 826x & %1 IC AHLL,
1% BLE SDK YH#E J £ 1) ram_code, 5 & 58 KHJ Sram.

SDK A X} T cstatup F1 T_userlnit JFE4T 1V EZH K41
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2) T_userlnit

FH AT T 48 R &1, user initialization 7E power on. deepsleep wake_up.
deepsleep retention wake_up [ i #0375 ELHE AT o

%} T4 18 H deepsleep retention mode [N H K, user initialization /75
B [X 4> deepsleep retention wake_up FlI power on/deepsleep wake_up. Telink F.—
X 826x Z %I BLE SDK /1, FTH H user initialization #B/2 H '~ M A BRI Al 52 il 1%
BLE SDK H1"8258_master_kma_dongle” project t%—#%.

void user_init (void);

M X%HF 8x5x /4§ T deepsleep retention mode N, N T R EFKIHFE,
T_userlnit 75 Bttt . FrLLFEEMIX 4>, deepsleep retention wake_up Hf, user
initialization 75 ZL R EPL.

user_init ERELH A 1 initialization B AR 73 AR — S A 25 A7 28 T 4]
Gatk, & sram AR E WAL .

fR¥E deepsleep retention mode 7] AR HKF Sram B 16K (32K) ANfs L [ 451E,
AR LLE 2 4848 & 58 U retention_data, 1XFEMIE deepsleep retention
wake_up B 5t 7T LAAE 308 AR A AR AL IS 1] o FH T 25 A7 28 IR S To VR R 45
deepsleep retention wake_up B 2717 #% I 4R 46 0 200 5T 304 T

SR T4 deepsleep retention wake_up B, HATALALIE 1)
user_init_deepRetn K%Y, power on Fll deepsleep wake_up s 44T user_init_normal.
N code flTs:

int deepRetWakeUp = pm is MCU deepRetentionWakeup () ;

if ( deepRetWakeUp ) {

user init deepRetn ();
}
else/{

user init normal ();
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user A] AXSEL— T X PSR B A S2 8, N TH A& SDK demo “8258_ble_remote”
user_init_deepRetn BRI ST

_attribute ram code void user_init deepRetn (void)
{
#if ( PM DEEPSLEEP RETENTION ENABLE)
blc _app loadCustomizedParameters();
blc 11 initBasicMCU(); //mandatory
rf set power level index (MY RF POWER INDEX) ;
blc 11 recoverDeepRetention();
app_ui_init deepRetn();
#endif
}

ff 3 5)(code blc_app_loadCustomizedParameters %] rf_set_power_level_index)

& BLE MIARAL b AN R] /D (AR SR A 35 A7 A5 IR AT AR 4L ;

blc_Il_recoverDeepRetention #& X Link Layer FHSCEAELRIR A FITKE , H stack
JIRJZ AL

LA E LA I A& T8 € Bk, user NERE

I J5 app_ui_init_deepRetn J& user X} N FH JZ {5 H 21 A F 25 47 2% 1 S 5 41 46
1. SDK demo “8258_ble_remote” #' GPIO FMeFE 1% & . Led ARSI B H & T
W IUE L . SDK demo “8258_module” H' UART fif {4 27 174 HRAS #1722 28 4]
H.

1F SDK demo ZEAit |, user initialization W54 T HABIHRE, X LEHIhHE
1) initialization 5 & B[R] B R 2 . Gf6F—4% initialization 1Y) code #4708, #
W A2 4l Sram AR I8 A2 T AF 2R AT 2 R AR

<> WRJE A Sram AR A, KA Sram AR R AN OC T
“_attribute_data_retention_" & X #| “retention_data” B, LTI LALRIE
deepsleep retention wake_up JG ANTGE B HILAN, R FEEZAEHE
user_init_normal EREH AT T -

> R R TR AR, A 2R user_init_deepRetn PRIELH, AR
B A PR A R IR

deepsleep retention wake_up J& i T_userlnit His2 user_init_deepRetn p&%(H]
AT, SDK Hh th BRI 3540 ) B K ) ram_code H L5 45 1271 A

1t deepsleep retention area X[ W HIHE T, user tH 75 ZH 3 IR BE -]
UEALAH O PR B E] ram_code H.
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3) T_userlnit 7E Conn state slave role {4k
REAb 78 o

4) T_cstartup

T_cstartup & #AT cstartup_xxx.S (LU cstartup_8258 RET_16K.S) FTVEFEN]
IF1E), i user 2% SDK H cstartup_8258_RET_16K.S 3 14

T_cstartup $% BB [A] 7 AT AR AR i 4 AN TR) 25 i -

T cstartup=T cs 1+T cs _bss+T cs _data+ T _cs_2

T cs_ 1 F1 T _cs_2 PR/ NBFTE)Z[E 2/, user TiFHABKUEAT, A EIIEF.

T_cs_data »& Sram H“data” Bt UWT UG AR 18] . “data” B T ia ALt 4 i A
2, EAIVIIGEAAGELE flash ) “data initial value” X35 _F. “data” BX¥IUa 4 ) B)
(B /& MCU M flash “data initial value” [X 38 _E W] {E 5 DL 2] Sram “data” BL 1id 2
X RIS code 1T

tloadr rl, DATA I
tloadr r2, DATA I+4
tloadr r3, DATA I+8
COPY DATA:

tcmp r2, r3

tige COPY DATA END
tloadr r0, [xrl, #0]
tstorer r0, [r2, #0]
tadd rl, #4

tadd r2, #4

t3 COPY DATA

COPY_DATA END:

KA flash B8 +5 DR EEARXS L (51275 16 byte 2idiE RMERE £ 7uS
BFED 5 G “data” Bx AR 42 2 , Wit Al T_cs_data B[ K, fe 4 T init
(PN

SDK H “data” BEE R B/ D BRAT o user BT A SCRYFTTHIN B 7L LB list
A data” B RN

R “data” B8 K, AL N: 1E deepsleep retention area &5 [f] /& W5 [ Hi
FEF, KRR T “data” Bt AR B IS EE 7 _attribute_data_retention_” & X F

“retention_data” B I,
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T_cs_bss & Sram H“bss” Bt WU AL IS 18] o “bss” B I WIME N 0, AN 75 E M flash
4201 data, R FHEK bss” BOW M FE) Sram 4= #B3E 0 BRI AT . R N”bss” BX Sram
15 O BAEXS N %% code:

tmov r0, #0

tloadr rl, DATO + 16
tloadr r2, DATO + 20

ZERO:
tcmp rl, r2
tjge  ZERO END
tstorer r0, [rl, #0]
tadd rl, #4
t3 ZERO

ZERO_END:

T_cs_bss /& “bss” Bt H 15 0 #AEMIITE], 1> word (4 byte)iF 0 B & A+
PR, Y bss” B/, T _cs_bss R/N. (HU R “bss” BRIR K (PbanfEFheE XL T —
AMBEKI 4R int AAA[2000] = {0}) , T_cs_bss HIRf 248 KIRZ, Frbh
user I SE T EVER, T PATE list XA A “bss” B KMo

R “bss” B K, T EZARAL T _cs_bss. AL 71 Ml “data” X —Ff, 7£ deepsleep
retention area = [A] @ W I RTIE T, ¥R 5E)E T “bss” Bt 1748 & I oS+
“_attribute_data_retention_” € X “retention_data” B I .

5) T_init M&

P L EA4E, X4 T cstartup Al T_userlnit (R [AIHCAG, B T init fE40 3]
F/NRFAE], SRS 7 IS T_init, IHE| API
blc_pm_setDeepsleepRetentionEarlyWakeupTiming.

T_init A& S EI T_cstartup HIAC A . T_cstartup B A&
cstartup_8258 RET_16K.S X1 reset”iX /M, U1K code fin.

__reset:

#if O
@ add debug, PB4 output 1
tloadr rl, DEBUG GPIO @0x80058a PB oen
tmov r0, #139 @0b 11101111

tstorerb r0, [xrl, #0]

tmov r0, #16 @0b 00010000
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tstorerb r0, [rl, #1] @Ox800583 PB output
#endif

454 B T_init timing” " Debug gpio 7R &, 7£“__reset”iX HLji{ T Debug GPIO
PB4 i th =i R ERAE, user W LI “#if 0" iU “#if 17 E AI 4T T PB4 iy th = I ER A

T_cstartup 45 SRS [A] 52 T 1 “tjl main” (KB 8] 5.
tjl main
END: tj END

4 main BRETTUEIETTE] S T _cstartup 45 WIS TE] JL-F 2 AHZEHT . 7E main
PR —H IR R 1k PB4 H K, W F AR, ¥ EIX > DBG_CHNO_LOW {458 T~
app_config.h H1“ DEBUG_GPIO_ENABLE” T JF .

_attribute ram code int main (void) //must run’ in ramcode

{
DBG_CHNO_LOW;  //debug
cpu_wakeup init();

PB4 [ — KA LA & H T_cstartup R4 220 8] .

7E user_init_deepRetn BRI T _userInit 25 R 78N PB4 it i O 1E,
IXFERE AT LLSEHL K H Debug gpio IR . User 7] LB 7RI 28 @ B M &5
WA EH T init. T _cstartup A User fEFEfR GPIO #REIFERE I, WTAR4E
HCEMTHEZE, X Debuggpio i code BEATIEM, LIS 3B £ i) (8] = H0 & ) 25 31,

U T _sysInit. T_userlnit 45,

4.2.9 Connection Latency
4.2.9.1 Connection latency ZEXXE ] Sleep A 7

HITHI 9% T Conn state slave role ] sleep mode F/4H (S K “sleep timing for
Advertising state & Conn state Slave role” flf7x) , #BJ&3%& T connection latency (&
X conn_latency) A AR HIHTHE .

PM AL HEVRFE -, T wakeup = T_brx + conn_interval, X[ code W1F .
if(conn_latency !=0)

{

latency_use = bls_calculateLatency();
T_wakeup =T_brx + (latency_use +1) * conn_interval;

}

else
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{
T_wakeup =T_brx + conn_interval;
}

24 BLE slave 438 connection parameters update GEZESEEH) ML,
conn_latency A5, sleep wake_up HIRS A4

T _wakeup =T_brx + (latency_use +1) * conn_interval;

T B~ 8—A> conn_latency 43N 1] sleep I /77, LI latency_use= 2.

TX RX X X T

| | | |

sleep —‘

T T

brx ! 1 |
—

| |

Slave

| |
e I
\ \
I ! !

[ [
[ [

K| 4-6 sleep timing for conn_latency valid

conn_latency A AR, sleep FRIN TR B AN B i 14> connection interval (—
MACELEN) o T conn_latency AR, sleep IR TE] AT BE 2 HE B — AN EL AR
IME, 40 1S. 2S &5, RGIFERAT LI IEH K. K sleep HARIE HIIFEE /MK
deepsleep retention mode 7 215 H = L.

4.2.9.2 latency use [{it&

24 conn_latency AU}, T _wakeup FIME & H latency_use HR5E K. 1
latency_use F-AN 2 EL#%5 T conn_latency.

latency_use = bls_calculateLatency();

1t latency_use 115 A1, 3% I B —> user_latency, IXANE user 7] LA & FI1H,
W APL S FLURRS S«
void bls pm setManuallatency (ul6 latency)
{

bltPm.user latency = latency;
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}

bltPm.user latency XMAEEKHME N OXFFFF. {15 PM A4 BEVURE H
blt_brx_sleep BRH5 J5 2ol & F IR AL OXFFFF, 168 API
bls_pm_setManuallatency 1% & ] user_latency R X &1t —X sleep B, ®IXKA
[F 7] sleep #B 75 B EHHIXE .

latency_use FITHEIEFEWI T o

B S system latency:
1) & HATEESEF connection latency N 0, system latency A 0.
2) EHATIEEZSEF connection latency JF 0:

A, HHAIRFLHE ALK A LS, WAE T —1 connection interval
BRI R LR SR AL TR (L Wi A BN A Kk 5E R master I EdEIL
WAL FR5EZEEE) |, system latency N 0.

B. HMUWMALKCEB AL FELI T, N system latency 55T connection
latency. {H 2H—"M4h, WSULE] T master i) update map request %
update connection parameter request H SE R 5 57 ) ] 5 7E (connection
latency+1)/™ interval Z fif, TSZFRI system latency 25l MCU 7£ 3£FR
BB (] 55 2 BT ABAS interval BER, #f£% BLE W71 IE#f

RIE
latency_use = min(system latency, user_latency)

Rl latency_use HX system latency 1 user_latency H %% /ME

PLEIZAER DIE H: 1R user i APl bls_pm_setManuallatency ¥ & K
user_latency Lt system latency /)», user_latency ¥ & 1E N4 | latency_use, 15
| system latency #AF B 4[] latency_use.

4.2.10 API bls_pm_getSystemWakeupTick

TR API T 3REUR DO FEE EETH ALY suspend K R B[] 55 (System Timer
tick) , B[ T_wakeupo

u32 bls_pm_getSystemWakeupTick(void);

M PM A AL FRRE bit_brx_sleep BRI LAE 2, T_wakeup BT LB,
CE R cpu_sleep_wakeup PREL T, [ JZHBELE
BLT_EV_FLAG_SUSPEND_ENTER S{: [l i b %5 H. 74 RE 15 B HERA B T_wakeup.
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N DA BN ), B BLT_EV_FLAG_SUSPEND_ENTER ZH4f:[m]1f
PR EUFT bls_pm_getSystemWakeupTick ).

bls_app_registerEventCallback( BLT_EV_FLAG_SUSPEND_ENTER,
&ble_remote_set_sleep_wakeup);

void ble remote set sleep wakeup (u8 e, u8 *p, int n)
{
if ( blc 11 getCurrentState() == BLS LINK STATE CONN &&
((u32) (bls_pm getSystemWakeupTick() - clock time())) >
80 * CLOCK SYS CLOCK 1MS) {
bls pm setWakeupSource (PM WAKEUP PAD) ;

PA_E XA [B] 3 o SR S B A A2 Bl 1R e 5 2k

— M IEE RN NSRS E R 222 LA 200, TR Rt —
P EZF . 24 user il bls_pm_setSuspendMask 1% B | Advertising state Al Conn
state #Z i N sleep mode, TE conn_latency %A AERIHIFE T, R Adv interval
F1 conn_interval FJEAZRFR K (— i B AL 100ms LA , sleep HIHT [E]AN S
it Advinterval #1 conn_interval, BEWSIA(RAZBEFIFIIIMNAR, MA S L4,
AN E GPIO M, AibARtEE)EMEIE MCU.

{H& 24 conn_latency 4% )5 CEL AT conn_interval 2y 10ms, conn_latency A 99),
AT ALK Conn state B H sleep 4548 1S, XA FEh 4 nT e & Ffel, 7E
BLT_EV_FLAG_SUSPEND_ENTER [=] i HL A Wt 2R iR A4 Conn state, J H 24
T3k NI suspend HIRRERT (7] £ PE 25 4 TS )X T 80 ms, A4 %4 GPIO PAD (1)1
PRIt . QiR timer FRNR RS [A] FTOA R, B IZEIE T FGPIO _LHPF A
AR, filtk MCU FERTMLEE, RACERBE IS, HEmAS TR,

4.3 GPIO MEEEKVERFIN

4.3.1 MafE B R ToiEBE sleep mode

FH T~ 8x5x [ GPIO M i /& 5 rmy (K L SRR R, 1T AN A& BT T FR Ve liE, T DA
HlCE J GPIO PAD ML, ELANE | A~ GPIO PAD i i “F-MfiE suspend,
fififR MCU ZETRH cpu_wakeup_sleep #E A suspend B, 4HTHIIX A GPIO 15221
HAPABEEE Y. HYIicgg&mE T T, SEBRiEAN cpu_wakeup_sleep BR%
B, fh% suspend B2 TERAHT, S ZEH Sk, BI5E4i% A 3k suspend.
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WL L, EAE L, AR 2 iE R AR B R, P A SR AEZE N deepsleep
JatimMelE, FERFEBHAT, 458 MCU TLiEHEA deepsleep, T3 code ZE4EIE1T,
ANRRATHARRPIRES, BAFETF I flow Al REELEE

user 7E4# FH Telink ] GPIO PAD Mt Hf, Ty 7= 3k 43X A ) @it

SN EBCE AR G R A ) @, 7E VA cpu_wakeup_sleep BRETHT &
£ 7 GPIO PAD Ml L AR RUPIE L, N T B IERE P E AR N2 4, PM
driver fif 7 —4Lpf3E.

1) suspend Al deepsleep retention mode

R/ suspend fll deepsleep retention mode, #ESAR PR H B84k
cpu_wakeup_sleep, 1ZEREEE H I [2E AT B8 HH I P A 75 400 «

< PM BREER ARG E] T GPIO PAD AERLIIIRAS, 1R [F] WAKEUP_STATUS_PAD;

< PM FEH E RSB KIE] GPIO PAD ARG FRIRAS, 3R A
STATUS_GPIO_ERR_NO_ENTER_PM

2) deepsleep mode

R/ deepsleep mode, PM driver 2 7EJEJZ H 3 # MCU reset (IR ] reset
¥R watchdog reset R —F0 , F£/F 12 “Run hardware bootloader” 45 # 3§
‘@?’j—‘_‘c

DL R, 7E SDK demo “8258 ble remote” ®, i 1 AH M [ ab 7,

£ BLT_EV_FLAG_SUSPEND_ENTER F % & | R 24 suspend B [A]HE 1T HEAN B
[AJIF, 4 27T )5 GPIO PAD MfiE .
void ble_remote set sleep wakeup (u8 e, u8 *p, int n)
{

if( blc 11 getCurrentState() == BLS LINK STATE CONN &&

((u32) (bls_pm getSystemWakeupTick() - clock time())) >

80 * CLOCK SYS CLOCK 1MS) {
bls pm setWakeupSource (PM WAKEUP PAD) ;

A R, B 5% B latency N 0 B —AMB/NIE, ($115 sleep
INF 1A 46, B AR sleep INFIAJAN 2383 80ms, P4 sk Ao o Ak dieie 4 35 1 IS5 ( drive
pin FAEEH) FFE T GPIO PAD i HL Mg ., 40 T ACHS s o
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int user task flg = ota is_working || scan pin need || key _not released || DEVICE LED BUSY;
if (user_task flg){
bls_pm setSuspendMask (SUSPEND ADV | SUSPEND CCNN):

#if (LONG PRESS KEY POWER OPTIMIZE)
extern int key_matrix_same_as_last_cnt;
if(!ota is_working && key matrix same as_last_cnt > 5){ //key matrix stable can optimize
bls pm setManualLatency (3):
H
else{
bls pm setManuallatency(0); //latency off: 0
H
felse
bls pm szetManuallatency (0):
fendif

MCU 3\ deepsleep [ s L.

> RS 60S WA T 23k N deepsleep, X B FH AR T,
Fir LI A2 drive pin & HLF- 320 deepsleep LR ;

> RREE 60S Gt deepsleep, XIHEERIRA drive pin ) HLST, SDK
NG AREERY drive pin MEEE F SRR I S, O RR R, [RIREEE A 1 XA
MRl (SH R T IR D .

4.4 BLE RZKIBEEESH

{E T fi# 7 1% BLE SDK K ZhAEE B A S R B LA L, user AT LUR R VG HUPC &
H O EIFEE T, 152 SDK demo “8258 ble remote” {ILINFEE TR S H
code. FIHIfH—LLffrt.

7E main_loop M PM configuration #7381 blt_pm_proc BREY, 5 =X MR L
ELWAE main_loop M ETHT, CAPRIUEIZAT B [A]_E & BT blt_sdk_main_loop. Atk
blt_pm_proc R R IFEE AL E, 75 EMRIE Ul entry 570 & FES5 1 4b
PR 0 KA B 5 B

bit_pm_proc RAURIIFEE BB L2 S 45T

1) FEAT 5 T EC] sleep mode B, #11EH (ui_mic_enable). ZLANEATS51E1T
i, 1% & bltm.suspend_mask & SUSPEND_DISABLE.

2) Advertising state L #EH [l 2] 60S, ¥ E MCU A deepsleep, M
JEN GPIO PAD (75 ZL{E user initialization F43 32 11 % B 448 GPIO PAD) . ¥
Wit 15 7B 60S BT VA e i 48, HAE & advertise_begin_tick it
KT HEIT A1) System Timer tick.

AN-19011501-C5 225 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

3)

4)

5)

W B IESE 60S To) #E#EN deepsleep [ H &N T A IHFE, P11k slave W#51%&
B master IERER A — B 1. user FERIE B CHFER, SFIFEIEIT R
ftifG, e u{a4bFE advertising state FJHS [E] ] /81

Conn state slave role B}, FT A &R ORI WA EMWT5%5 LED {155
&, M T — KA S 60S PA L, % E MCU 3t deepsleep, Mt
5N GPIO PAD, f H.1E deepsleep iC/Z. %7 7%+ DEEP_ANA_REGO Fric 24 Hl
FEAEEREIRA T deepsleep (deepsleep Mifiitj5, A] DL B Pud | #R
PPl master % )

WEIELE 60S ToA BUESHEN deepsleep I H /2N T A THAE. S2br R 2
HERFEBI DIFERBIR N, WAl IAHEN deepsleep. user 75 EA1 4 H O
T SR AN T FER 0 78 ey SEI

Conn state slave role If Z i3t N\ deepsleep, 4G H bls_ll_terminateConnection
[A] master 3% TERMINATE fi%, “FRIX N arH ack Ja (LIS il

BLT_EV_FLAG_TERMINATE SHF 1A k%) FdE N deepsleep. XFEMMEA T

iR master UL 2 salve FBhIWE )G K5 L ZIW . @1 slave A K ik W

G RN deepsleep, master /3984 TEBRE FH—EH 2K A slave [F
5, 3 connection timeout fifi & . iX“}~ connection timeout i [A] A] G818 K (Eb
U1 20S) , HIEFE 20S connection timeout Z A slave Mg - & 4% =i

master 2 ERE, HT master BT L —IRFTERS Y, S8

ZIFN slave SESLIEE . N BRI S R AR S .

M — YT S AN RE B KN TR] ] sleep BEIRRT, A LLF-5) 152 & user_latency A4 0.
Ul key_not_released. DEVICE_LED_BUSY I i i API bls_pm_setManuallatency
4 user_latency 154 0, H54 latency_use 3L /& 0, conn_interval & 10mS i sleep
I (] AN B 10mS.

e LR EE 4 BB L, F3I2CH latency 5, A conn_interval #EFEK,
IHFERE A A, EAEHG A LED /255 b3 AN T5 Z A conn_interval
H— VR, BEBS AT A — S TR AL .

LONG_PRESS_KEY_POWER_OPTIMIZE & 1 v}, 4ffd 445 G
(key_matrix_same_as_last_cnt>5) , A LLF-ZN& E latency HIME,
bls_pm_setManuallatency (3)/5, sleep FIHS [ A28 4 4 conn_interval.

conn_interval 4 10 ms I, & 40 ms K —RALHE LED A 54

user ZEGEFHI /LAY, 7% 61715 conn_interval HOEAIE SR K
.
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4.5 N JZ 52 e

7E Advertising state fll Conn state Slave role, A% & GPIO PAD MefiE R $2 T,
—H 3\ sleep mode, R AETE BLE SDK TH 47 [ 18] 53 T_wakeup Maf, user &
VEAESE—AMRr € B 8] 50K sleep R FTHEER . v 7380 PM 1 R 7514, SDK 34
TN E g I e ) AP AR Y R BR B

N2 FH )2 5E IS R AP

void bls pm_ setAppWakeupLowPower (u32 wakeup tick, u8 enable);
wakeup_tick A€ B M2 System Timer tick {8 ;

enable 4 1 4T JHZMER DI RE, enable 4 0 I 5] .

N JE e B e A A, AT bls_pm_registerAppWakeupLowPowerChb v/}
Fml i ek 2, LR AR APLANTT -

typedef void (*pm appWakeupLowPower callback t) (int);
void bls pm registerAppWakeupLowPowerCb (

pm_appWakeupLowPower callback t cb);

L Conn state Slave role A

24 user {# /] bls_pm_setAppWakeupLowPower ¥ & T M H |2 & I Mg ()
app_wakeup_tick, SDK 7E3E N sleep A, 2152 app_wakeup_tick +& 757 T_wakeup
Z Ao

< 5 app_wakeup_tick £ T_wakeup Z 0, W FEFIR, #hefE
app_wakeup_tick filt & sleep /& Fij it ;

< i app_wakeup_tick 7E T_wakeup Z J&, MCU &7 T_wakeup MefiE,

T brx T wakeup

|
|
|
app_wakeup tick :
|
|

A

Ul taskF sleep

-

brx
—— —
event [

\i

|
- Conn interval

& 4-7 Early wake_up at app_wakup_tick
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5 fREAN

EH AL E A (battery power detect/check) , fE Telink BLE SDK F1AH < A4
R AT RE MBI I 44 7, B AE: HI BRI (battery power detect/check) .
1K H B AT (low battery detect/check) i HL &4 (low power detect/check)
LK A (battery detect/check) 5. L SDK A AH < SCAF A R A H B
battery_check. battery detect. battery power check 5y 4 o

KRG —LL “AK AN (low battery detect) ” XA FRHEAT UL .

5.1 AR E B

R e AL R s TR R I N B, SRR N ER
SRR 2 fil

1) 8x5x LAFHJERIVERE N 1.8V~3.6V. AL T 1.8V i, 8x5x CL&TLikIRilE
i LA,

2) YHAHEERACE, BT HEIERATEE, Flash B “write” fl“erase” #/E 1] B
R XS, 38 program firmware AR P EE R 1B, A S
Je3H . R AR R &2 250, AT XA AT 8 H XS AR IRAE % N 2.0V,

MR LI p s, R it = i, 2 E — N A HLEAE (secure
voltage) , RAMHELE TIXA 2B KRN EA LV MCU k82 T/E; —HH
JRAK T %k, MCU i 1kia1T, RESLZIHE shutdown (SDK _EAFA#EA
deepsleep mode KSZHL)

MCU #% shutdown 2/, 7] LB Ul f—L474 (40 SDK demo
“8258_ble_remote” {5 LED X TR NHR) K45 H™7 a2, X Ul AT NFR
FNEEIRE, = E B RMREHRERAT NG, TR OS24 TRE
IRAS, A PAXT Bt 3R 4T 70 L Bl B 460

CAHEWRRONIRE B K, XANEEE DRI, H AT SDK BRAEH 2.0v.
W R user ZEMEAE SR L T NSRRI, SEHRIEMN KR %L, %@
RIS T Bk st mE, thin 2.1v. 2.2V %5,

X} T Telink BLE SDK FF A SEBLRI = b, HEAE A 1 R Ab e, K rEURS I #4524
IR TZ = WA R A SERHE AT T 5%, DAORAIE R i IR RS e 1
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5.2 i EEREI A SEER
R LRI 75 B F ADC X HL Y R R HEAT I & . user 625 CHY (8258
Datasheet) A1 ADC driver fHI< 1 B SCRY, JGXT 8x5x [ ADC B gt 4T DA 2211 1 fitk.

G EEAG I RS20, 454 SDK demo “8258 ble_remote” 45 Hi I SEH K6, 2
% {4 battery_check.h #1 battery_check.c.

DAZBHAR: app_config.h S H1 72 “BATT_CHECK_ENABLE” 2 43T I 1Y, X%
BRAINEFT I, user AEEBHE.

#define BATT CHECK ENABLE 1 //must enable

5.2.1 {REANFERIM

IR A& — ML A ) ADC RAFAE S5, FESEHL ADC REEHLJEHLER, A —
SE R EOE R A R, WA

5.2.1.1 WA GPIO By \EIE

Telink -—4% 8267/8269 IC I, SZHFE“VCC/VBAT” i NIHIE 5] HL i HEL &
HE4T ADC KA. 8x5x I ADC iy NiBiE F R 7N, SN R AR

ADC InputPchTypeDef FHJG = “VBAT”,

{H T 5 sk (K 5 R, 8x5x “VBAT” channel ANBEAEFH, LA Telink ¥ 5E :
ANV R “VBAT” Ha NlIE, LUF F GPIO fy Nl iE

Al FH i GPIO %y NiBiE N PBO~PB7. PC4. PC5 X}M [ input channel.

/*ADC analog positive input channel selection enum*/

typedef enum {
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VBAT,

}ADC InputPchTypeDef;

i/ GPIO input channel X HLJE FEL R 2EAT ADC KA, A MFHSEEL T 2.
1) HLJEZERF] GPIO input channel

FEREAF BT b, B HYR B AT GPIO input channel 7%E4% . ADC #J4G10ETS,
¥ GPIO W AEFHA C(iev oe. output &1 0) , BEKF GPIO L HESET
YRR, BT ADC SRAFERITT .

2) HJEAEEAE GPIO input channel

F e FL 2% b AN 32 HE B A GPIO input channel 34 . 55 2% B GPIO K% H &
B SP A B . 8x5x A I8 FEL I 465 K4 e T H R LLARIIE GPIO i H v B T~ 1) B TS B AT
B YR B T {1 7K Gz A 4

H2 GPIO iyt i &y P AT AR N s 8 R, 83 1Z GPIO input channel #E4T
ADC XFE .

H H7“8258_ble_remote” %] GPIO input channel J& PB7, SKAE T 55 2 Fh“ i
PEA ik GPIO input channel” 77 R,

1% PB7 2N GPIO input channel, PB7 £ %8 GPIO Thig, HILHILET Fra IR
& Ge. oe. output) FHEAUCIRZARIT], AMURFRIE .

#define GPIO VBAT DETECT GPIO_PB7
#define PB7 FUNC AS GPIO
#define PB7 INPUT ENABLE 0
#define ADC INPUT PCHN B7P

T BT ADCRAERS,  PB7H HH i HL T
gpio_set output en(GPIO VBAT DETECT, 1);
gpio _write (GPIO VBAT DETECT, 1);

ADC %ﬁé LR 5, ATLUK PB7 MM HH S CHE . HHT“8258_ble_remote” fififH e,

H I PB7 A B 1 CRCH AIAT FELBS ), it v v IR AN i U AT
L, BTEL SDK _EFFATRE PBT7 i H & 95w
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5.2.1.2 REfEAZES R

SR 8x5x ADC input mode [A] I S FF B AL (Single Ended Mode) Fl12E )15
1 (Differential Mode) , {HH T-FLeREE M JE, Telink #E: R Befi 2 L
i B A RV

Z A input channel 434 positive input channel CIE 34 A\ J@iE) A1
negative input channel (fiimi NIEE) , =R HEE{EA positive input
channel HLE IR 2 negative input channel H3 575 21 i) H R 22,

15 ADC SKHEF input channel R 14, R Z 00, #2407 input
channel % & A positive input channel, ¥ GND %N negative input channel. X{f
T H N R ZE A positive input channel HLEFEZE

SDK A ERIMAE F T 250820, code N . “#if 17 5 “telse” /) S A& 5¢ 4 AH
[F ) ThRE W B, “#if 17 22N T ik code AT HE IR LA & I 7] . 7] LB F “#else”
KHA, adc_set_ain_channel_differential_mode APl H1iE#E T PB7 /£ A positive
input channel, GND {£°} negative input channel.
#if 1 //optimize, for saving time

//set misc channel use differential mode,

//set misc channel resolution 14 bit, misc channel differential mode
analog write (anareg adc res m, RESI4 | FLD ADC EN DIFF CHN M) ;
adc_set ain chn misc (ADC_ INPUT_ PCHN, GND);
#else
////set misc channel use differential mode,
adc_set ain channel differential mode (ADC MISC CHN,
ADC_INPUT PCHN, GND) ;

//set misc channel resolution 14 bit
adc_set resolution (ADC MISC CHN, RES14);
#endif

5.2.1.3 AZ5{# ] Dfifo B IRE ADC FHHE

Telink —4X 826x 41| IC #R & Ad H 152 27 7743 10 5 TR IR EL ADC SRAFSE IR
TMixT 8x5x, Telink ¥l7E: H BEfd F Dfifo BixtRks2Hl ADC RAEE KR EL. 13
2% dirver HH U0 pREAT LN

unsigned int adc_sample and get result(void);
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5.2.1.4 AR ADC FZEEY#H:
2:7%(8258 Datasheet ) 1] 1, ADC JIRAESHLELFHE Left. Right.Misc % JL/> channel
T — Sk (R 5L K, IX 2L state channel TCVEEIRS TAE, Telink #i5E: ADC IR
HLA ] channel AN 384T, AREREE TAE.

TR IAE —Fh B FE A ) ADC SRAF, {872 Misc channel. User WIER 7
BRI A I Z HoAR ) ADC 1455, 75 E4# A Misc channel. Amic Audio {8
1 5& Left channel. fIGJERIITEZ:S Amic Audio PA S Hofth ADC 55 AN B 4T,
K V14 1) 77 R S

5.2.2 iR HU SRS

user #“8258 ble_remote” app_config.h 3L+ %“ BLE_AUDIO_ENABLE” &
XN 0 (R Audio FTATIRE) » #in] LAskAE ADC R AR R AS I AS FH ) demo.
B B35 #48258 module” K B demo.

5.2.2.1 {KERIPIHL
27 adc_vbat_detect_init bR SZH

ADC HJABAK I NG 06 2505 A2 T T I IRFE: 5% power off (#51H8) saradc, 2RJ5
i & HAth %, )5 poweron ( L HL) saradc. FTH ADC KEEIVIGE AL AR 2 2
B IX AR
void adc_vbat_detect init(void)
{

J**xxxxpower offs@r adck*****xx/

adc_power on sar adc(0);
//add ADC configuration

/******power on sar adC********/
//note: this setting must be set after all other settings

adc_power on_sar_ adc(l);

Sar adc power on 5 power off Z FIIECE, user REAE LB, fHHIXL
BN B AT . User 15R1EFE T AR GPIO input channel, E#AZ %
“ADC_INPUT_PCHN" )5 SCHI ] . User FOASEE FEL IR G0 R T “HLYRIZE S22 GPIO
input channel” Bt it, 20K “GPIO_VBAT_DETECT” %t i F~F (K1 #R F 254
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adc_vbat_detect_init #J4H 1L EULE app_battery_power_check H i H ) code
N

if (ladc_hw initialized) {

adc_hw initialized = 1;
adc_vbat detect init();

}

X BEASH] T —ANME & ade_hw_initialized, R A %748 & 0 B — kB4 1L,
HHHE 1; 1ZTEN1NAHEYIIE. adc_hw_initialized 7E N1 APl FPHH 23
s L (8
void battery set detect enable (int en)

{
lowBattDet enable = en;

if (!en) {

adc_hw _initialized = 0; //need initialized again

T adc_hw_initialized (¥t AT LASZELII Zh A
1) 5HAh ADC 145 (“ADC other task”) H1]#

e AN & sleep mode (suspend/deepsleep retention) HI5ZIRE, 23K HAS
5 HoAh ADC AE 55 B D4

KA 75 B2 R AR FEAG I 5 oAt ADC AT S D) fdi FH, AT REH B
adc_vbat_detect_init #% 2 X AT, FrUAARESE 2 user intilialization H, W42
7E main_loop BL5ZHH,

Z—IKIAT app_battery_power_check P&, adc_vbat_detect_init #4147,
HFHASH R EHAT

— H.“ADC other task” 75 ZLHAT I , 48 7E ADC 8 AL, B £R“ADC other task”
WIUEALI D251 F battery_set_detect_enable(0), i 2% adc_hw_initialized
1A 0,

ZE“ADC other task” 5 il 5, 2CH ADC {8 AL . app_battery_power_check Ff
XPAT, BT adc_hw_initialized 154 0, AR PAT adc_vbat_detect_init,
XL ORAIE 7 FR A I A 2 ) [ R N 2 B BT I 4R 40
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2) X suspend Fll deepsleep retention ] H i& M AbFE
¥ sleep mode % [E K.

adc_hw_initialized 1IXME & AH H 200 E XA — > “data” BB “bss” Bt I [
=, AAEE X F retention_data . & X7 “data” B8 “bss” I 7] LALRAESE IR
deepsleep retention wake_up J5fE#AT software bootloader( Bl cstartup_xxx.S)
Bf X AN AR B 24 B VIR 40 N 0; 11 sleep wake_up J5IXAN28 & 1] MR FFA
A

adc_vbat_detect_init PR % L AC & 1 register [F) L [ERFE /2 : 7F suspend mode
A, 7 LRIEIRES; 7E deepsleep retention mode &5 H,

W5 McuU 2 suspend mode, i >k J5 F X H1AT app_battery_power_check K,
adc_hw _initialized FJ{EAN suspend Z Bif—%, A7 2 & B AT
adc_vbat_detect_init FR %Y.

W MCcU #E deepsleep retention mode, fi£>K J5 adc_hw_initialized ¥ 0,
J5i L H AT adc_vbat_detect_init, ADC FHISH] register IR 75 E gk AL E .

adc_vbat_detect_init FRELH 1% 5E register FRRIKAS A] PATE suspend AR FEFAS
G

ZHE VR ARIIFEE HL” 340X suspend mode )16 HH AT %11, Dfifo AHI< 13
T #31E suspend mode =45 HL, AT LALL N A) code %A i F adc_vbat_detect_init
PREL T, T2 1E app_battery_power check PR, i AR BEAS I A #E 2555
WH.

adc_config misc _channel buf ((ul6 *)adc _dat buf,ADC SAMPLE NUM<<2) ;

dfifo _enable dfifo2();

SDK H1%} adc_vbat_detect_init BRI 7 S F“ attribute ram code ”PA
WHE N ram_code, & HBZN T IACKHEEIRIEZS I Th#E. Lhanx S
10ms * (99+1) = 1S [KCHEARIE:, B 1S BER—IK, A A REEAR 5 FH 1) 42
deepsleep retention mode, A4 REIRIEEAK f5 adc_vbat_detect_init — & 2 H T AT
—IK, MMAZ| ram_code J& AT IE E &1 R,

l‘lz/l\”iattributeiramicodei"mz%ﬁ‘gﬁEl/‘]o TEF= S A, user AT AR HE
deepsleep retention area I AITEIL, S5 & TIFENIARIST R, RKOUE & 5 R I B
BUBRNZ] ram_code 1,
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5.2.2.2 {RHEBENAE

7£ main_loop 4, i app_battery_power check bR %Sz A H A I 1) b B,
AHIR code IR

_attribute data retention_ = u8 lowBattDet enable = 1;

void battery set_detect enable (int en)
{

lowBattDet enable = en;

if(len) {

adc_hw_initialized = 0; //need initialized again

}
int battery get detect_enable (void)

{

return lowBattDet enable;

if (battery get detect enable() &&
clock time exceed(lowBattDet tick, 500000) ) {
lowBattDet tick = clock time();
app_battery power check (VBAT ALRAM THRES MV);

lowBattDet enableBRIME N1, fIKHAGIZEINRVFR, MCU b HLESZZIAT
PATFUAA RGN . 1275 5 7 14 B filiretention_data, Hfiffdeepsleep retention 4~
BEBEME RS

AR H A ADCAT 45 75 46 5 ADCAE FH LR, ZrﬁEﬂigElowBattDet_enableHg
fE: HHMADCIESSTTURI, H Hbattery set_detect_enable(0), M. main_loop
H N2> Fi 1 Fapp_battery_power_check iR #; 7EHABADCIE S 45K G, M
battery_set_detect_enable(1), = HADCHH AL, LEhfmain_loopH X 1T LA H
app_battery_power_checkifi %%

I AR B 1 owBattbet tick RIFHIK AN KIAZE, DemoH HEE500mSHAT
— AR . Usern] LIRS B O F5 SKRAB DO AN )M .
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app_battery_power_check i 2 ) B AR SZILE Gk LU B, ¥ K B A A I
I DfifolfIHE . FIEIIIRE. BRI AR . (R R A 55

FHTADCHfS L S22, I A Ak FE ek A — SR PRI BR ], userfRXEEE
fE FT A AT o X EB A AL AR RN CRSORA SRR T B8N 6
O WA A A PN, Frlluser NE X K20, REM R 16 demo code.
REDE ST DB T, ASCR 2R B R ok PR SR A A
e AT DUB I 7T, user&BASBEA LA 245l -

ADCRFEHURE 3R B {8 B 1 Dfifo mode, DfifoBRiAKAESZERHE, s K iR
IME JGTHEF#)ME . adc_vbat_detect_init BB HUE 7] LLE BIEE S ad SRR 1 B HA N
10.4uS, P LASREUE R i #4283 us

Al LAE 2Demo %2 “ apc_savpre num” Al LIBAE N4, 4i kI ADCRAL Y 8] 2]
41uS. HEFEEHSERIEI T, THE LS RS InrER .

#define ADC_SAMPLE NUM 8
#if (ADC_SAMPLE NUM == 4) //use middle 2 data (index: 1,2)
u32 adc_average = (adc_sample[l] + adc_sample[2])/2;
#elif (ADC_SAMPLE NUM == 8) //use middle 4 data (index: 2,3,4,5)
u32 adc_average = (adc_sample[2] + adc sample[3] + adc_sample[4] +
adc_sample[5])/4;
#endif

app_battery_power_check B #; i Z] ram_code I, &% LX)
“adc_vbat_detect_init” ram_code Ui BH, &N 7T HBITHIE, LILIhFE.

iz4\f_attribute_ram_code_"ﬂ<£%ﬁ§@ﬁE@o EF= A, user AT AR Hig
deepsleep retention area I FTE ML, Z5ATIFEMAMIZE R, Kive £ 5K LK
BURNF] ram_code H,

_attribute ram code int app battery power check (ul6 alram vol mv);

5.2.2.3 {KEIRE

app_battery_power_check )% alram vol mv $8 FE K HLAS I AO 4R 28 Ho 1
AL mVe HRIEHT SO 4H, SDK FERINIZE A 2000 mV. £ main_loop KK
R A, 24 E AT 2000mV I, 3R TG L

R EHRZ )AL demo code W Fra. KL 5 20 shutdown MCU, ASEEF
HEAT HoAth TAE

“8258 ble_remote”ff i N\ deepsleep 1) /7 Z K5I shutdown MCU, I H
W 7 bk n] DI BERE Y5 4%

KRR AL, B T 240 shutdown 4, user A] IS BSOHAR IR ZA4T M.
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NI code H1, A LED ST 17 3 URERIN, 45 07 i {38 7 22 70 HL BICRE 4
FEI o

if (batt vol mv < alram vol mv) {

#if (1 s& BLT APP LED ENABLE) //led indicate
gpio_set output en(GPIO LED, 1); //output enable
for (int k=0;k<3;k++) {

gpio write (GPIO LED, LED ON LEVAL);
sleep us (200000);
gpio write (GPIO_LED, !LED ON LEVAL);
sleep us (200000);
}
#endif

analog write (DEEP ANA REG2, LOW BATT FLG); //mark
cpu_sleep wakeup (DEEPSLEEP MODE, PM WAKEUP PAD, O0);

“8258_ble_remote” # shutdown J&, 3t ATT# M2 [¥) deepsleep mode. LA
TR R A e iR, SDK £7E user initialization IRz 2 B (i — AR FLAG
MAAEZE 2] main_loop HHATI o IXAEACER 1 S5 PR 2 A 1 8 e b H _EAR 1%, 251
U

SRR E R LED NHRC&5En 7=, A5 deepsleep M A%
Mefi, M main_loop IACEERE, TFEZ /D 500mS HH[E] A 2> 2 (MUK F Rl .
£ 500mS Z i, slave ) iR CEKIRA T, IRATRESER master C&ERE LT .
EEERTE, B LR R HRE R R 2 AR L TAER bug 1.

RINIX AN B R, SDK DAZAE user initialization (S5 Bt 32 B O F A I, 4%
BHEIX — B BH AL R A BTG . BT PAYE user initialization IS, NI HE
&) <

if (analog read(DEEP_ANA REG2) == LOW BATT FLG) {
app battery power check (VBAT ALRAM THRES MV + 200); //2.2 V

}

4 pEEP ANA REG2 BRI 2T A7 75 AR 7T DA T 2 751K FE iR 2 shutdown 16k
FERIEOL, SRR SR T PR AR A, I B 2 AT 2000mV i 2 B v 2
2200mV (FRAMKE HIE) o $#25 200mV R A&

RIEARI S — iR 2, TR REN RS R UER A — 3t bR =4E
20mV, A REES — VAT E ) B R 2 1990mV i3\ shutdown R, 4R )5 Mafig J5 78
user initialization [ A5 fi5-FE ORI 21 (1) 8 R B2 2005mV. @1 538 72 LA 2000mV iy
RS, 2 TeyE R I BT R A bug.
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T LA ZEAE shutdown 5 e B (14 DRI AL FELASE N I, R4 2 ri R R ol v —
B, I e R R LAY AL P B AR ZE A K

A 245 AR FE ARSI & B0 R T 2000mV ##E N shutdown fERE, A4
LK B 2200mV, FITEL user AN FHFHOIXAS 2200mV 2060 SEFRHLE 2v~2.2V [
PR RACE . PP E 2R EIRE RS, TR e E S S, A
WA W R LR, =i IR IEE AL

5.2.2.4 {KHEMKN debug B

“8258_ble_remote” Demo code F1 i tH T > debug FHRI %, $RAELT user
47T debug.

#define DBG ADC ON RF PKT 0

#define DBG ADC SAMPLE DAT 0

HAE debug (I A FTREFT T EHIPIAS “57

“DBG_ADC_ON_RF_PKT’fI TG, =AE) HEEAMEERASN i E Mkt
IR ADC RFELE IR MG R R W Baf@saiuh sz ok, ol H g
T debug.

“pBG_ADC_SAMPLE DAT”¥]FFJ&, A LG ADC SRAF 1 H [A] 45 Ak 7E Sram b

5.2.3 {EHEREMF Amic Audio
S IEAR H RS I B P AR R P VRO 4, X T R B S2 I Amic Audio 77
i, R B UAR EAS AT Amic Audio BT #REPHT,

AR I R T 5 3, RE P IRigAT e, BRMRHRR IS )T R . 24
Amic Audio BEARAI, A5 LA P12

1) RHAMK A
1 H battery_set_detect_enable(0), % &1 AL MR LR ADC TR OB HE 5 o

2) Amic Audio ADC #JH1L

HI {3 1Y ADC Y7 AR AT A —#F, 75 B0 ADC BB AT H)4a k. R
WITEZSHE AR “Audio” HITHINA.

Amic Audio 45 I, A battery_set_detect_enable(1), 5 &G HL ARG Il AR B
ADC TR OV R LI HAS: I 75 L J1 BT 44k ADC B3R, SR FUhEAT
ARG HLASE I

AN-19011501-C5 238 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

0 52 FEAG AN Ho At 3E Amic Audio ) ADC 1F55 [RIBT /246, HiAth ADC /155
(AL FE AT RLA); Amic Audio [RIANFE RS .

T R HEASN . Amic Audio. HAth ADC {453 3 FiFSS RN FAE, user AJ
MR “ADC HE & T3 AT F” 1 R U, SE AR AT Amic Audio YIS IILR 77
%, FHEATSEH.
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6 Audio

6.1 Audio ¥JI54k

Audio [fJ2RJ5 AT LA/ Amic 8% Dmic.
< Dmic s& B4 F 4N audio ALFRIFC B, B EUTAE 5123 8x5x |

< Amic 75 EH R 8x5x WHBIY 2 ML Eg AL EL (B04E PGA. ADC. filter &) ,
SRR Audio 13 53T RRE G A0 B, BRAEALNETE S EME MCU.

6.1.1 Amic FK AN

33 A CRY XA FAG I (1A 48 AT %01, Amic Audio ARG FLAS I A ADC i3
I, A5 ADC HEAT I HAE FH

[F3, R R Amic Audio F1HEAR ADC /155, X 2 MESS
% ADC HEAT YA o G0 S [E] I 3R Amic Audio. fICEEARRII . Hifh ADC /55,
X 3 AMES TR EXT ADC AT VI HAE

Telink _|=-—4% 826x %% IC I Amic A] LALE user initialization B} % B, 1M 8x5x
Amic 75 27E Audio (L5 B BB, XA BE LI A AN Amic %) ADC Btk
PIYHAd A

6.1.2 Amic ¥R IEE

27 SDK demo “8258_ble_remote”i& & AL FEAH < code.

void ui_enable mic (int en)
{

ui mic enable = en;

gpio set output en (GPIO AMIC BIAS, en); //AMIC Bias output
gpio write (GPIO_AMIC BIAS, en);

if(en){ //audio on
audio config mic buf ( buffer mic, TL MIC BUFFER SIZE);
audio amic_init (AUDIO 16K);

}

else{ //audio off

adc_power on sar adc(0); //power off sar adc
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#if (BATT CHECK ENABLE)
battery set detect enable(!en);
#endif

- THiui_enable_micEi %, en=1%f NMAudiofE55 KT E . en=0%] M AudiofF-5%
(14

AudioFU5ES, GPIO_AMIC_BIAS 75 £ 4 & FE PR IX B Amics  Audio%s )5
GPIO_AMIC_BIASFE E ], B 1EX AN HHITEsleep models H -

AmicHIIEH I E N
audio _config mic buf ( buffer mic, TL MIC BUFFER SIZE);

audio_amic_ init (AUDIO 16K);

AudiofE T/ERE 2, {3 45 52 i Dfifols Lda YR YR AN Wi Ul 3 Sram L
audio_config_mic_bufH] 1At & 1ZDfifofESram L B 4G HE A B

Dfifo FECE £ ui_enable_mic BRECHALTR, A4 TR Audio FFUAHRE H T
f—, JR[A 2 Dfifo 5 register 7E suspend B &5 B & 2k,

AudiofE 55 S5 R P, A ZiCHHISAR ADC,  BJi 1E7Esuspend i) I He -

adc_power on_sar adc(0);

H T Amic I FE ARSI 75 ZE D) #e 8 FH ADC #5E, 7E ui_enable_mic BRI 7
1N battery_set_detect_enable(len), F T¢I BRI, ESH A CRK
EER el 15 P22

B AL S PIHATIE main_loop 1) Ul entry #43-
#if (BLEiAUDIoiENABLE)
if (ui mic enable){ //audio
task _audio();

}

#endif

6.1.3 Dmic ¥JiE{L i E

(RRIe
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75 Kite BLE SDK FFR IR

6.2.1 Audio FIEEF RF EEHE

Amic KA R P IR 75 2 2 pem #5300, SR pem to adpem SE75K I R 46
9 adpem ¥4, FEAE%N 25%, F LABAK BLE RF (4 /&, master Il 21 adpem
F& A il B 4530 )7 A pem A% 20

Amic KXFEFE N 16K*16bit, FEFPEN 16K 4> sample, ms 16 > sample, E[l%f
ms 16*16bit = 32byte.

15.5ms, ;=4 15.5%16=248 > sample &t 496 bytes 1] J& 7= HdfE . XTiX 496
bytes 17 pcm 2 adpem #5k: 1/4 K464 124 bytes, [FINf0_E 4 4 bytes 1)k
HE, 733 128 1 bytes HIEHE

128 bytes &4, 7E L2cap /2 FRIELZS master, 247 5 /> packet 34T,
ORI M RS A 27, B—/ M2 7 4> bytes [ 12cap B HAAE B.:

[2caplen: 2 bytes, chanid: 2 bytes, opcode: 1byte, AttHandle: 2 bytes

T BB A YRR RF ElE, FTRLE SIS — Mt 7 /\%ﬁﬁl\ﬁ'ﬂnu,
JE TH ' BR 20 bytes [ audio £i#%, J5 I AIE 27 bytes £ /& audio £, H— 1M
Ul 20 bytes ) audio 2(ds, JEH 4 NMEH T 206, ANTEEEW 12cap BWHE
B, EAEATRU 27 4 bytes: 20 +27*4 = 128 bytes.

Data Header RSSI
DataType ||;71p WESN SN MD PDU-Lengeh| CC |\(@sm [FCS
Empty POU || 1 TNt 0 0 0x8FEFDC || -8 || oK
Data lype Data Header L2CAP Header R S
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld |(Opcode AttHandle AtcValue B B —
L2CAP-S || 2 (I 27 0x0083 0x0004 [|0x13_ 0x0028 3F 03 07 7C A9 BE 13 65 21 43 51 B1 43 22 14 10 C3 40 22 25
Data Header RSSI
DataType ||;71p WESN SN MD PDU-engeh|| o0 |l(aBm)[/FCS
Empty DU 1 0 0 o 0 oxeFE4RS || -38 || oK
Data Header Generic LZCAP Payload RSSI
Data T - CRC FCs
YPe|lLLID NESN SN MD PDU-Length [|80 94 38 33 73 08 11 2A 32 61 94 11 99 53| (dBm)
LoCAPC || 1 T00 D T2] 41 92 99 A9 E9 81 8B 1C 92 09 AA D1 8B 0x132861 || —38 || oK
Data Header RSSI
DataType [\/77D NESN sN MD PDU-Lengen|  C°C |\@sm) [|FCS
Empty POU|| 1 A 0 0x8FEFDC || —38 || ok
Data Header Generic L2CAP Payload RSSI
DataType || 170 NESN SN MD PDU-Length ||AC BB C B9 CO &A 8D CB 4B 9C 09 AB 99 29| °°C [|(am) [|FCS
L2CAPC || 1 0 A 4 27 OF AB 0B 1A OF 04 15 21 53 30 C8 17 90 0x368603 || —38 || OK
Data Header RSSI
Data T, CRC FCs
YP€ [lIz1p NESN SN MD PDU-Length (dBm)
Empty EDU|| 1 0 0 o 0 0x&FE4AE || —38 || oK
Data Header ~ GenericL2CAPPayload RSS! |[ e |
DataType || /170 NESN SN MD PDU-Length ||19 09 89 89 89 A8 08 8A 50 ES 19 ea Be Do °°C [|amm [|FCS
L2CAPC || 1 A 27 08 AR F9 88 C1 AO 9A Bl 1B 9A 9E CA C9 0x441600 || —38 || 0K
Data Header RSSI
DataType ;77D NESN SN MD PDU-Length CRC  |l(aBm) || FCS
Empty POU || 1 T A 0 0 0x8FEFDC || —38 || 0K
Data Header Generic L2CAP Payload RSSI
Data T ——— CRC FCs
2WPC |7 TTD NESN SN MD PDU-Length ||EO 81 0B 09 1A DB B3 99 A9 D2 99 OF B9 91 (dBm)
LocaP—C || 1 I 27 C9 BO Bl CB B2 E1 1A AA 13 OF 33 47 32 0xF05ACE || -38 | ox
Data Header RSSI
DataType [l7770 NEsw sy mD PDU-Length R (dBm) e
Empty PDU|[ 1 0 0 o 0 oxeFEaRs || -38 || ok
Data Header RSSI
DataType ||;77Th NESN SN MD PDU-engeh||  C°C  |l(@Bm) /PSS
Empcy POU|| 1 1 0 o 0 oxerE27A | -38 |l oK

K 6-1 audio H#E PN
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L5 W BLE A ATT & GATT #4) %} Exchange MTU size #3731 15 BH AT %11,
X B audio Z¥E & T 128 byte 1K ALLE slave ¥iidt 4T T r B, WA peer
device OO Bt 15 £ ) YR BI3X LA i BE 8 E5 3 HF 2 i 2, mt— 8 #2481 Exchange MTU
size fifi X /7 peer device HJ¢ K ClientRxMTU, HH 24 ClientRxMTU KT%5F 128
i, slave i iX 1> 128byte KA A4 HEH peer device 1EAfALEE

FrLL 2 audio AR5 TR, fREEKIE 128 byte KA, i H]
blc_att_requestMtuSizeExchange 31T Exchange MTU size.

void voice press proc (void)

{
key voice press = 0;

ui _enable mic (1);

if (ui_mtu size exchange req &&

blc 11 getCurrentState() == BLS LINK STATE CONN) {

ui mtu size exchange req = 0;

blc _att requestMtuSizeExchange (BLS CONN_ HANDLE, 0x009e);

}

HEFE A S . 1T blc_att_registerMtuSizeExchangeCb 7/t MTU size
Exchange K] callback, ﬁ: callback B 27 peer device HJ ClientRxMTU &5 KT
T 128, HT— M master %45 ClientRxMTU #i Lt 128 K, SDK & dE L
callback H|WrSEZBR ClientRxMTU

audio service {F Attribute Table F (iR Ay

// 0033 - 0036 MIC

{0 ATT_PERMISSIONS READ, 2,1, (uf¥) (&émy characterUUID), (ug*) (£PROF_READ NOTIFY), O}, /fprop
{0,ATT_PERMISSICNS_ RERD,16,sizeof (my_MicData), (ug*) (emy MicUUID), (ug*) (&my MicData), 0}, //value
{0,ATT_PERMISSICNS RDWR,2,sizeof (micDataCCC), (uE*) (éclientCharactexCEgUUID), {(uB*) {(micDataCCC), 03}, { fwvalue
{0,ATT PERMISSICNHS RDWR,2,sizeof (my MicMName), (ug¥) (fuserdesc UUID), (u8¥*) (my MicName), 0},

6-2 MIC service in Attribute Table

Kl E55 2 A Attribute #2915 audio B4l ALK ] Attribute. ZE1X > Attribute |
i Handle Value Notification J4£#fi & i525 master. master it #] Handle Value
Notification Ji, 7] LURFZESE 5 AN 434050 B Y Attribute Value FHR AT HHE N 128
™ bytes, X HFATHEAGIL]E A pem ¥ 3UH) audio Hidf

6.2.2 Audio HIEEYE
MR UL BV, 1E app_config.h HE XAH R %
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#define ADPCM_PACKET LEN 128
#define TL MIC ADPCM UNIT SIZE 248
#define TL MIC BUFFER SIZE 992

& —% adpem [EZEEU4 5N 248 > sample, 496 /> bytes. H T Amic —H
TEAT RAE A BT ) pem #% BRI B FH L W E 11 buffer b
(buffer_mic) . WX buffer % B N7 64 2 EIE4E5UE, HHE 496 4>
sample, DASZE B A2 P FERAT o (F ] 16K SKAF, 496 4 sample i 992 4™ bytes,
TL_MIC_BUFFER_SIZE S} 992,
€ X buffer_mic:
s16 buffer_mic[TL_MIC_BUFFER_SIZE>>1]; //496 sample,992 bytes

config mic buffer ((u32)buffer mic, TL MIC BUFFER SIZE);
T A2 s 1 B 408 2 76 3] buffer_mic FIMLHTE IR -

Amic KFERI R 8 16K I3 ST 3N buffer_mic Hulib UG 1 N AF, W]
Ja#esh, HFHERKKE N 992, —HRIHRAKKE, FHHFIE buffer_mic Huht 4G
T . XN EFEAX WA B EEE AT 25 O e s AW, BEREn
Z AR . 7] RAM TSR Rt AR, 4 — AN E R T e YT RN 1Y audio
B O 243 RAM RN HE T .

B g X—A buffer_mic_enc, B RAFHUESE )G 1 128 4 bytes IR, ¥
buffer_mic_enc ff) number %8 4, T Z 0] LLZEATE 4 46 5 B

int buffer_mic_enc[BUFFER_PACKET_SIZE];

BUFFER_PACKET_SIZE A 128, T int (5 4 > bytes, Z§[AF 128*4 1 signed
char.

buffer mic buffer mic enc

AR Er -~ R

H¥e% | 128 byte
248 | | T~ O SRR
I fir

Same 128 byte HIfr &

SE= RS S 128 bree
Tt 5 sh 44 sample RN RS

128 byte

& 6-3 ot e 4 b 2
b B PR Bl 4 AR BRIV 5 s
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buffer_mic H a4 —AMEAE S 185,  [FIRE SR - 4E — AN sede gt

YA BRI RS fe St s R ZEAE A0 A2 248 > sample B, 5t
TR E4a b B e 5, A ieda st G ELE 248 4> sample HIEHE £46 9 128 4~
bytes, [RIFREELaEt# 20K FHrIA B, Rasso AR i 2 s Aos A &
. WHIEMER, AWriaE &2 L H 248 1> sample BEHE, R EXA 2]
AR R, BTG 4 A .

1T 248 4> sample 774 B4 15.5ms, BT E/D 15.5ms 4 &
W HETHRAER 5, FRFERED main_loop HHAT—IX task_audio,
2, main_loop HII[E]AZI/NTF 15.5 ms A REPRIE S AR AL . EIERIRE,
main_loop FJH[A]45F connection interval, FTUAHE EHUTL S AN, connection
interval — & Z/NTF 15.5 ms. SEFRMNH A HEEE 10 mS.

buffer_mic_enc 7 L 4E P B FaEH AL Fa4%T, 24 248 sample £ K46 N 128
bytes J&, ¥iXA~ 128 4> bytes ¥ N RISt H a1 TT, ¥ ERE—T
XA buffer ;&5 H o A, K —E8 G Clkfadtm G #3) 128
bytes Bl T]) .

B 545 5 B EE $4 D13 BLE RF 048 KIE 0P X B 5108 -

ST buffer_mic_enc £ ANIET (BIgEHAEEFREHHSERN AT, ANENTE
) o HAET, MR R R E 128 bytes #% V12| BLE RF 45 KL G2
X, SRJEHFRE 2 2K bR s B4 B .

Audio ¥ & 45 Ab ¥ X N 1 2R EUN proc_mic_encoder, 1527 SDK HHSEHI .

6.3 [h4 5 EAEEIX
FEA S ) 1 B BN

void mic_to_adpcm_split (signed short *ps, int len, signed short *pds, int start);
ps i 1) k4 5T 595 P9 A7 1) 1 Hudk, %F B2 K] 6-3 1 buffer_mic B EdR £ HIAL B
len HX TL_MIC_ADPCM_UNIT_SIZE (248) , I~ 248 /) sample.

pds & [ K46 J5 BE WA RO ek, TR 6-3 H buffer_mic_enc Hfa4%H)
A=
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(1) predict
2 |predict idx
3 124 audio data len
4
1/ 4548
248 sample
496 bytes 124 bytes
127
Kl 6-4 45 532060 B K B

AR 46 AR WAEI RTINS bytes 47 predict; 28 =A™ byte 17
predict_idx; & 4 > byte A4 adpem #&30H audio Bk 1A R EE &, Wit
124; JSHI[) 124 4 bytes FH 496 bytes [ /5 2% 1/4 R4E1M0oK, 48 i B AAR
AN, REREMRE X AN 70 B i s 4 B AT .

fifE IR 28 B2 06 N R AN «

void adpcm_to_pcm (signed short *ps, signed short *pd, int len);

ps 18 [ 77 B 40 U EHE N A7 P aa bk, st /2 48 1) 128 bytes ) adpem
K REAE, XA HbETEE user iE X buffer, M BLE RF Y F [ 128 bytes F#E % Il
FI1Z buffer;

pd 18 7] fif 5 4 J5 3B 5L ) 496 bytes pem H% 20 A N A aa H ek, XA
7 2 user i& X buffer, 4% & N HH M i% buffer Z=EHH;

len 5k 4aumt B —FF, 4 248.

IR A6 I, XTI 6-4 Fzs, METPIAS bytes 23| FIEHE /N predict,
= byte 4 predict_idx, % 4 ™K audio A K E 124, JSHIAT 124 bytes
X B3 496bytes pem % 2K audio £ .
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7 OTA

AT SEBN 8x5x BLE slave ) OTA ThiE, 52—/ Nk &1 N BLE OTA master.

OTA master 7] L2 3EPRY slave BB H MIE A & (FFEAE APP HLSLI
OTA) , A LU{# ] Telink ] BLE master kma dongle, i LA Telink f£] BLE master
kma dongle £} ota master JKFE4H/ 4 OTA.

8x5x ¥ Flash Z k35 BR T flash Hihik 000000, 83745 M flash Hudik
0x20000. 0x40000 BHY firmware 1817 ALY 0x20000 AR A1 4H OTA.

7.1 Flash 221 THHT1 OTA T2

7.1.1 FLASH fEAE28H

15 & Btk 0x20000 B, SDK 412 HH >k 1) firmware size S AN KT 128K, Ef
flash f{] 0~0x20000 =[] ] X 38 47-fi% firmware, 1E%m?~¢b¢%ﬁﬂiﬂﬁ JREA, A AL
F 2 shtibil 4 0 F11 0x20000 %2 % OTA F14%, H firmware size A58 124K; 40
SRt 124K W ZAd FH S ZhHh A7 0 F1 0x40000 A2 B T4, AT K firmware size
G 252K,

0x80000 0x80000
0x40000 0x40000  0x40000 0x40000
RF
transform
s S
New_firmware 1 Firmware_2.bin Firmware_2.bin g§’ Firmware_3.bin
storage area &
&
&
0x20000 0x20000  0x20000 é 0x20000
Firmware 1.bin New fi
Ota_master. bin ew_iirmware Ota_master. bin
storage area
0x00000 0x00000 0x00000 0x00000
slave ota_master slave ota_master
OTA of the (2n+1)-th time OTA of the (2n+2)-th time

7-1 Flash {71 4514
1) ota master ¥F 1] firmware2 5%5 ] 0x20000~0x40000 X 15 .
2) %1k OTA:
A. slave [ HIE M flash ff) 0~0x20000 XIRiEFE 7 /G 8, 1817 firmwarel;
B. firmwarel i&17, ¥IAHAL M 54 0x20000~0x40000 X IHiE 7%, %X okt
YENHFTHY firmware A7 X
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C. J23)] OTA, master 3T RF ¥4 firmware2 Z¥iz #| slave [ 0x20000~0x40000
X1 . slave reboot (EEHI)EZ), ZAL—RWrHE B8 B HLD)

3) KEHTHY firmware3 %E5 £ ota master [ 0x20000~0x40000 (1) [X 35
4) 52 Ik OTA:
A. slave FHL M flash [ 0x20000~0x40000 XL fE 5, 84T

firmware2;

B. firmware2 i&41T, WG4 IR 0~0x20000 X IE 25, 1% X AHBAE T
1) firmware HIEAEIX .

C. Ja3 OTA, master i RF ¥ firmware3 i # slave | 0~0x20000 [X 1,
slave reboot,

5) JomAp OTA MEESE B (1) ~ (@) i, mTHEN (2) REFE 2n+1 X
OTA, (3) f{3R%E 2n+2 IX OTA.

7.1.2 OTA EHHE

DALY FLASH f#0if 4k D92k Atti, FRAR UM OTA F8 7 EEH A 2 .

HENH— T 2 bk B ZHLE] CR A HETEAN JE skl 0x00000 F1
0x20000) : MCU LEHiJ5E, ZRIAM 0 bk S 5h, 521 flash 0x8 [N %, #i%
BN Ox4b, NI 0 HubiEFF 4G F2 (RIS 2 RAM, I H 2 J5 B I HUER #2& M\ 0 Hh
HEFFGG, BPECHEHbLE = 0+PC $REFIME; #5 Ox8 MI{EA N Ox4b, MCU B H: ik
0x20008 [{JH, #1%fH N Oxdb, JI] MCU M 0x20000 FF46#ACHS F] RAM, FFH2Z
Ja BT BIECHE &R A& M\ 0x20000 Hihk 4G, BPEUFEHlE = 0x20000+PC F5%THIME

AT L R EAE X 0x8 Fl1 0x20008 b A7 fME , BT E MCU #1447 FLASH MRS
43 B

SDK _FH:—¥k (2n+1 8% 2n+2) FHL K OTA 5 N:

1) MCU FH, J#idisz ox8 Al 0x20008 [F{E A1 0x4b 1E LA, e jmshihl, SR
Ji DOGE N R L S B 3R ATACHS . e Th BB MCU BB E 358 Ao

2) PV R, 152 MCU BEAR 25 A7 2% A B MCU Wil 2 AR sk 5 30 -

M 0 JE5), ¥ ota_program_offset % A 0x20000, F-## 0x20000 X1 F Oxff
R P A BRI N OxFf, 7~ K —1R OTA 3RAFHIHT firmware 2347\ 0x20000
AR X 385

# M 0x20000 55, ¥ ota_program_offset %4 0x0, FF4#+ 0x0 X1 Oxff
[P N 2R A BB HERR N OxFf, KRR T —1R OTA SRIGHIHT firmware 247 A\ 0x0 JF45
R IX 33k
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3) Slave F2F1IEH 21T, OTA master [ HLIZ{T, JF5 slave @57 BLE &+

4) {E OTA master ¥ Ul il K #E N OTA B30 CRJLLZ2F44E. PC THEWNAFSE) -
OTA master # N\ OTA B 5, & J75Z3KH slave OTA service £i#f Attribute
] Attribute Handle J{E (A] PL slave 3555 A1 master £ 4, A PLE
read_by_type ZKHUX A handle fH)

5) OTA master 3£HL T slave OTA service %{(#fi Attribute [¥] Attribute Handle {8 )5 ,
SR T slave FLASH F2 5 1) firmware }#)izl:%‘

A PRERA S IHXF X —2 user H CHRIE 72 15 77 ZAAZ B A M.

6) master ifi 7 E OTA E ¥ )5, Je/k—1 OTA start i i@ slave i\ OTA
v

7) Slave X%l OTA start fr 4 )5, #EN OTA 1, Z5£F master & OTA % .

8) Master M\ 0x20000 45 ) X IS FUSe A7 6 45 1) firmware, AS[E] T[] slave
Ki% OTA s, HEEA firmware # AL %

9) Slave #Ui OTA %(#E, I9) ota program_offset J4f i) X 3 A7 fif

10) master ¥ & 5E AT A 1) OTA Bl J5, R B IXEEER slave & 15 & IEmUL R (I
FH 2 BLE FIAH S ER ECHI BT link layer FOEHE 2 75 #04% IE#f ack)

11) master i 5E BTG (] OTA ZidE# 4% slave IEFIRE] S, & i%— OTA_END fir %

12) Slave Y% OTA_END 74>, H4¥7 firmware X38({mFs Hihik 8 CHP
ota_program_offset+8) 5N Ox4b, ¥ Z HiZ ] firmware £74if X I fm#% 1l 8
(R 77 58 0x00, FRon N — LT A 315 1 AT ) DX I3 A LS AT

13) ¥ slave reboot, HrHJ firmware 423K

14) f£% OTA P AET, slave 2 AW &R GAMUMEN, FNBIA
Wi A2 I (OTA JFAG I m s — M), —BATH . Z il
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i, slave N NEHIRIK, F2/F reboot, 12 i1 firmware.

PL_FIFE slave S AHOCHEEAVELE SDK V& 52HL, user AN BN IR 4574,
master Ui i L AAMAFRE R T, SRS AN A .

7.1.3 {&2 Firmware size 1 boot address

APl bls_ota_set_fwSize_and_fwBootAddr [A] i SZFFF NI EE: 1B K
firmware size flJ5 sl . XA G hHbEFE )& OTA Wit Bk 1 0 #ibk4h 55 —A
174 New_firmware ffJHilE (I BE/=Z 0x20000 Y 0x40000)

SDK H ERINFI B K firmware size Jy 124K, X ) e Zhithhik &y 0x20000 (H /&
B —Sekp Rk Y 5L, 8 Shhdik A 0x20000, firmware size NS RT 124K) o IX
PRAMEL AR SCH A — 2

//firmware size k must be 4k aligned
void bls ota set fwSize and fwBootAddr (int firmware size Kk,
int boot addr);

firmware_size_k HJ% & —EZ 4K byte X} 5%, LUl size N 97K B 75 B WA

100K,

XA APl H BELE main BRI cpu_wakeup_init Z BT, FNTER . BRI &
cpu_sleep_wakeup BREH 75 ZARHE firmware_size_k Al boot_addr FME il —LL 1%
Ho

R K firmware_size KA, T T 124K, BB T ER S s kR 3
0x40000 (e RANSHEIT 252K) o HLlnix K firmware size 7] GE %] 200K, ¥ & 41T

bls_ota_set fwSize_and_fwBootAddr(200, 0x40000);

GV EsUa sitAE, XA APLIETT LLXY flash 4 [A] s AT 04K o

ERIAI Firmware size 4 128K, 84 0x00000 ~0x40000 W fig K AF I
Firmware. U5 Firmware 2457 Kk CELanAEEE 60K) , B4 =ZBR 0x00000 ~
0x20000 F1 0x20000 ~ 0x40000 45 I BL LL 8 R A2 (Al IR T P e 24 user 75 24
X LR P 1 23 (VR A B OB A 2 (A, mT DUZ IR N i

bls_ota_set fwSize_and_fwBootAddr(60, 0x20000);

e FH € 2 )G, Flash [ 0x00000 ~ OxOFO00 F1 0x20000 ~ 0x2F000 P
E% 60K H25 [RI1E N Firmware 74k , 1 0XOFO00 ~ 0x20000 £ 0x2F000 ~ 0x40000
Bt 68K 2RI AR 7] IME A user IEHEAFE2S 7] T .
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7.2 OTA #=, RF HEAHE

7.2.1 Slave ¥ Attribute Table §' OTA ¥ AbEE

£ Attribute Table H¥5 /i1 OTA FIAHIR N ZE, Hoh OTA #ds Attribute 1)
att_readwrite_callback_t r fl att_readwrite_callback_t w 73 7| %N otaRead il
otaWrite, ## /&1 1% A Read F1 Write_without_Rsp (Master i#id Write Command
REAE, ATHE slave [F] ack, HESFHEH) .

static u8 my OtaProp= CHAR PROP_READ | CHAR PROP WRITE WITHOUT RSP;

{4,ATT PERMISSIONS READ, 2,16, (u8*) (émy primaryServiceUUID),
(u8*) (&my OtaServiceUUID), 0},
{0,ATT PERMISSIONS READ, 2, 1, (u8*) (&my characterUUID),
(u8*) (&PROP_READ WRITE NORSP), 0}, / /prop
{0,ATT _PERMISSIONS RDWR,16,sizeof (my OtaData), (u8%*) (&my OtaUUID),
(¢my OtaData), &otaWrite, &otaRead}, //value
{0,ATT PERMISSIONS READ, 2,sizeof (my OtaName), (u8*) (&userdesc_ UUID),
(u8*) (my OtaName), O},

master [7] slave K% OTA Z#aby, SCBR/E R _LIHIZE 3 4 Attribute 5 ¥,
master 7 B KIIEIX ™ Attribute 7E %4~ Attribute Table H7[1) Attribute Handle. 15
user 13 | master I slave i4: 452 I Attribute Handle {1 77, 7] DA B #E7E
master i i X Attribute Handle FA1E .

7.2.2 OTA 3% packet ¥\

Master Uil L2CAP /2 i Write Command [f] slave & 2 FIE3E .

3.4.5 3 Wite Command

The Wrte Command is used to request the server to write the value of an attri-
bute, typically into a control-point attribute.

Parameter Size (octets) Description

Aftribute Opcode 1 0x52 = Write Command

Aftribute Handle 2 The handle of the attribute fo be
set

Attribute Value 0to (ATT_MTU-3) The value of be written to the attri-
bute

K 7-2 BLE 3 #% Write Command #% =X,
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Attribute Handle {54 slave ¥ OTA £i#& 1) handle_value. Attribute Value
N 20, ML

OTA_cmd
0 1 19
OTA_CMD invalid data
o 1 2 OTA_data 17 18 19
adr index firmware data:adr index*16 — adr index*16+15 CRC

7-3 OTA 7y 2 FE (1A% X
R byte 75 A OxffO0 ~ Oxff10 ), Fon—> OTA K4, o 2RAH
XA byte FIME PLE :
1) Oxff00 & OTA_FW_VERSION, E3K3K1T slave 477 firmware fit4s 5 .

g SE N — DT K2, user AT LLERAT A . W R AFTH 71X A~ 4> 5 slave
Uiy B HH T RH I P [0 R AR user SRIERK firmware A5 FI4L 1%

2) Oxffol 2y OTA_Start 7%
master KX 245 slave, FK1ERJS 3 OTA 535
3) Oxff02 &y OTA_end 4

24 master i 5E TG 1) OTA BIRE 1% slave MRS, &I% OTAend A7 2.
N Tk slave FIRHfE O 52 2R T master AT A £ (double check, hn—
EIRKD) . OTAend fn &G HiTT 4 NE 3 bytes, J5 H1FELH/

4) Oxff0o3 ~Oxffof, fF#h7t.

HIPEA™ byte [FJJEH[/E 0~0x1000 2 I}, Fm—A OTA #dli. H T firmware
size ANjEHIT 128K (0x20000) , OTA data packet H4E A& 1% 16 byte ) firmware
s, fEHR adr_index SR firmware HibibBR DL 16 M. adr_index=0, F7n
OTA % ¥ 72 firmware itk 0x0~0xf HJ{E: adr_index=1, 7~ OTA #(#E & firmware
Hhhik ox10~0x1f M. /5 A byte 22441 18 /> byte 47—~ CRC_16 11 H 15
B —> CRC (1, slave W% OTA data J&, £3%HT 18 4N byte HEAT A FEM CRC
E, RAEAHELSRE 19, 20 byte i) CRC I &I, AINVIKR —E R
P
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7.2.3 master %5 RF transform b3 5%

5T BLE link layer RF £#i H 3l ack # TR T A B OA ZHIRTHE, OTA HEdE
transform ANk & & — OTA 45 /2 545 ack, Bl master i@ i write command &
—/~ota FrjE, AEHM EREXN T REA ack FEFIE, RZE master b
1 TX buffer ZZA7 I KIEE R KRR B —E MiE, HEK N8R Eidk X
buffer.

ota master 4 X} RF transform FJACFRAFE N
1) K& 2 S A itk N OTA B HIAT o, — B 2)Z4T N, 3\ OTA 5
Ao

2) master [7] slave f£i% OTA g & FEHE, 752 F11E slave I 4 HT OTA a1
Attribute 7] Attribute Handle 18 .

# user X FE LA T, BHEEE ZE;

LR HFLLEL, K Read By Type Request H)77 ZUIR1FIX ™ Attribute
Handle 1.,

Telink /T4 BLE SDK [f] OTA data ] UUID #{/& 16bytes, HKZEHS & x4
1 -

#define TELINK SPP_DATA OTA
{0x12,0x2B,0x0d, 0x0c, 0x0b, O0x0a, 0x09,0x08,0x07,0x06, 0x05,0x04,
0x03,0x02,0x01,0x00} //!'< TELINK SPP data for ota

fE master ) Read By Type Request H% Type 1% B NiX 16 /> bytes [ UUID,
slave ¥iii [7] 52 ) Read By Type Rsp "' 1] A2 2] OTA UUID Fr7E1JiX /> Attribute
Handle, %1 TFEFr7~, master 7] LLA 2 Attribute Handle (125 0x0031.

1 Data Type Data Header g L2CAP Header ATT_Read By Type Req
= LLID NESN SN MD FDU-Length ||L2CAP-Length Chanld ||Opcode StartingiHandle EndingHandle AttType
Lacap-s || 2 0o 0 25 0x0015 020004 ||0x08__ 0x0001 OXEFEE 12 2B 0D OC 0B 0A 09 08 07 06 05 04 03 02 01 40
] Data Header RSSI
Data T ne — CRC FCS
Yo |iLo wESN sv MD EDU-Tength (dBm)
*||Empry EDU|[ 1 1 1 0 0 0xEFEFDC|_ 0 | oK |
1 Data Header L2CAP Header ATT_Read By Type Rsp RSSI
DataType |- - WEsW SN MD PDU-Length ||L2CAP-Tength Chanid ||Opcode Lemgth AttData EIE (aBm) || FCS
Lacap-s || 2 a1 0 3 0x0005 0x0004 [[0x09  0x03 31 00 00| ox79893F|_ o | oK |

K 7-4 master i Read By Type Request 3B OTA [) Attribute Handle

3) 3RHX slave 2471 firmware AN 5, e & B ELN OTA B8 (FRACE
BOHT, ATREEH) o« XN user H kBB EM. 1% BLE SDK AHfH
AR A S 3RBL IS, user AT LA EAT K%

BIRXHE T | OTA version #ir<>, HHEIM BLE SDK & A KHLRA T 1%
i%. user 1] LUM# I write cmd [ FE @ T OTA version emd [7] slave f&i% —4>
FRHY OTA version 153K, 1H/2 slave HSum LU 2] OTA version i =K (i H 12
PE—E R A, user B CAE RN R 2 ELAR SRVEH slave i RRA 5 415 45

AN-19011501-C5 253 Verl.4.0



/TELINIG

O SEMICONDUCTOR 2}%@% Kite BLE SDK %ETEAF{?
master (H1FZhi%—> NOTIFY/INDICATE (%) -

4) Ja3h OTA HEAH —/Nitey, J5 HEA KRN Z i 2 S 15 7 (X H 2
NS W], SERRARYE user MR AT IEH OTA 75 E L /DB E] 5 IR -
I 15 FHIA 0y OTA I SR, BRI slave i3] OTA #idiE J5 1% CRC,
—H CRC FriR B I HAD AR (ANke’s flash BiR) , BN OTA 2RI,
BHEMFEE, MW link layer Toi2: ack master, master S I EE — B A A H
X FEGHR

5) 2HL Master flash 0x20018~0x2001b VU471, HisE firmware [ size.

XA size & HIRATI G IF 25 2R, B4 firmware [ size 2N 20k = 0x5000,
F 4 firmware 1] 0x18~0x1b [1J{E A 0x00005000, FTLLZE 0x20018~0x2001b
A LLEE 2 firmware R/,

IR K 7R i) 8258_remote.bin, 0x18 ~Ox1b %4 0x00005a98, fit LA K/
A 0x5a98 = 23192 bytes, M 0x0000 %| 0x5a97.

- R —— ' ' §o—— me - ' . - . A —— ;— J— f—

[=] B2BT_remote. bin&il

Addregs O(1 | 2 3[4 | 5|6l if2 ® a|lb|c|d|e| L
QOoO00000 Qe 80 01 032 00 00 00 00 4k 4e 4c 54 250 01 88 00
Q0000010 oHe 80 00 OO0 OO 00 QOO 0O %8 bHa 00 OO OO0 OO QOO 0O

goaoaonz20 25 08 26 09 26 Oa 91 02 0Z ca 08 50 04 b1l fa 87
nooonn=sn 14 08 ~0 /TR N8 BRR 0OA 15 N8 -0 A T4 0OR RR 0OA

K 7-5 firmware 7481 -- 73k 35 45

00005240 02 03 04 05 00 01 02 03 04 05 00 00 el 77 ad 92
00005a50 24 ab dc ba 13 02 f1 0 df ce kd ac 02 01 00 0O
00005a60 04 01 Q0 OO0 08 01 0O OO0 40 01 00 0O 10 03 00 00
0o0005a70 20 03 00 00 40 03 00 Q0 80 O3 00 0O 01 44 00 00
00005a80 02 04 00 00 LHc 55 00 00 2c 55 00 00 44 58 00 0O
00005a5%0 44 58 00 00 01 00 0O QO

K 7-6 firmware 7~f91--45 B4

6) [ slave &K —-™ OTA start -4 Oxffo1, i1 slave #F A\ OTA BEix, 254F master
Uity Y OTA £k, Wi~ B PR

] Data Header L2CAP Header ATT_Write_Command RSSI

Data T CRC FCS
YPe|ITTTD WESW SN MD POU-Length ||L2CAP-Length Chanld ||Opcode AttHandle AttValue (dBm)

L2CAP-5 || 2 1] 0 1 9 0x0005 0x0004 | 0x52 0x0031 01 FF 0x61875B 0 oK |

7-7 master & OTA start
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7) M Master flash 0x20000 [X 35 H 4655 BE 16 1 byte [ firmware, 3H A\ OTA data

packet, & B XMW [P adr_index, FH11% CRC1H, ¥4 packet push %I TX fifo, —
H 2 firmware size #¢J5— 16 byte N1E, ¥ firmware Fr A IEHE 4258 &K ik
%5 slave.
R RAL TR A4, #H OTA data (A%, A %EHE N 20 bytes, #ij
P bytes Ji adr_index, XER 16 AR firmware £, /5 M2 T 18
ANEHE R CRC THEAH .
R, WR firmware 5 —BEIRA R 16 FIXFF, T EM TR I 0%
Oxff #MXf 5%, 5L CRC B 75 20k Ab 78 i Bl TH SR 25 .
gt4 RPN 8258 _remote.bin SKRIEAN/ 48 OTA s infaf $f245 .
52X adr_index 5y 0x00 00, 16 % 0x0000 ~0x000f Huhik (1 ,
SRJEIX 18 M T CRC, 15 CRC 2598 0xXYZW, FB4 20bytes HEFIN:
0x00 0x00 OxOe O0x80 ...%EHHE% 12 ) bytes..... 0x88 0x00 OxZW  OxXY
o
0x01 0x00 Ox5e 0x80 ...%EHHE% 12 ) bytes..... 0x00 0x00 OxJK OxHI
o=
0x02 0x00 O0x25 O0x08 ...AMH& 12 4> bytes..... Oxfa 0x87 OxNO OxLM
15858 — 28
Oxa8 O0x05 O0x02 O0x04 ... A& 121 bytes..... 0x00 0x00 OxST 0xPQ
%E#%ﬁjﬁ
0xa9 O0x05 O0x44 0x58 O0x00 Ox00 Ox01 O0x00 0x00 0x00
Oxff  Oxff Oxff Oxff Oxff Oxff Oxff Oxff OxWX OxUV
8 I~ Oxff ARSI 384k
0xa9 ~Oxff 3L 18 /> bytes ] CRC i+ 455N OXUVWX.
F AR T B R

DamT"fe LLID NESH DaSl;He}?gHPDU—Length Lzmﬁzmanm @cmﬂzmi{m ArtValue CRC I:E:::r &S

DataType ;710 wesw Da‘itliil“el‘:]‘:erPDU—Length CRC EE

Empty PDU|| 1 1 1] 1] 0 OxB8FE27R 0 OK

e = e s R R

Datavee ||/ 1p nesy DaS‘;HeI‘:]‘:erPDUfLengr.h CRC E;

Empty PODU|| 1 a 1 a 0 0XEFES0F 1] 0K

R R

DataType ;710 wesw th;“el:gerpnu—mngth CRC EE

Empty PDU|| 1 1 1] 1] 0 OxB8FE27R 0 OK

e = e e R R
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Data Type Data Header L2CAP Header ATT_Write_Ct
R LLID HNESH SN MD PDU-Length ||L2CAP-Length Chanld |(Cpcode AttHandle AttWalue
L2CAF-5 2 [1] [1] 1 27 0x0017 0x0004 ||0x52 0x0031 A9 05 44 58 00 00 01 00 00 00 FF FF FF FF FF FF FF FF 44 47
Data Header RSSI
Data Ty CRC FCS
YP® |IIITD NWESN SN MD EDU-Length (dBm)
Empty PDU|| 1 1 a a a 0xB8FE27R [1] | OK |
Data Header L2CAP Header ATT_Write_Ci RSSI
Data Ty = = CRC FCS
LE2 LLID MESH SN MD FPDU-Length ||L2CAP-Length Chanld |(Cpcode AttHandle AttValue (dBm)
L2CAF-3 2 1 1 0 13 0x0009 0x0004 || 0x52 0x0031 02 FF B9 05 56 FR || OxE13FFA 0 | OK |

7-8 master OTA ##E

8) firmware H¥E Kik5E )5, KX BLE link layer IR 2 & C 4 4 RKikH 2=
(lﬁ ﬁémmwm%ﬁﬁﬁﬂwmwT A INZE I KIET) .
SEARIEH L, master KiE—> ota_end 74, BHI slave T A FdE O &
li*“ﬁo
OTA end [1] packet HRUF T A 6 4, FIPIAN A Oxff02, I bytes
N firmware B K adr_index {i GX NN T ik slave S B AN A+
PR — 2B LAk OTA 4l » B 5™ bytes AH[A] B¢ K Y adr_index {H
IR, AHS T — AR ARES . OTA end A5 2 CRC K% .
PL_EE PR ) 8258_remote.bin N5, &K adr_index S 0x05a9, U AH
A Oxfa56, FZMF) OTA end .40 F K TR

9) i master i link layer TX fifo /& 5 N&
AN, U T TR B A a4 %‘BEEEIJJE%HQ'?E, Rl master ¥ ft] OTA
1155 C &2 5E

CRC_16 40 bR 5 WA SCAS 5 1T FO PR3

7.2.4 slave ¥ RF receive AbE 5%

I EITH T, Slave Ui 7E OTA Attribute § B2 H otaWrite 1 otaRead H[!
T, master ¥ &£ K] write command 774>, BLE Wil k< B shfith 7 &0
FH %] otaWrite PR EUHE T AL,

7 otaWrite PR HLXT packet 20 byte FIEImBEAT MM, H AW & OTA CMD
/& OTA data, X OTA cmd EATHHRZ MRS, X OTA ##E i 4T CRC I I HH e 5
2| flash Xof NA B o
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slave iy OTA AH K HI#RAE -

1) Y53 OTA version fir2 (R bytes 4 0xff00: OTA_FIRMWARE_VERSION #54>):
master 3K 3K1T slave firmware WA S, 1% BLE SDK YL EIX /N0, A
AR, H AR user J& VM T U E version FIEIE BREL, T A& 15 fd % ]
VAR
£ ble_ll_ota.h H7F& 2y % B e 142 1A :

typedef void (*ota versionCb_ t) (void);

void bls ota registerVersionReqCb (ota versionCb t cb);

2) ie#] OTA start fi7 2 (HIPY bytes 4 0xff01) :
LR slave 13\ OTA #5K.

% H F 8 H bls_ota_registerStartCmdCb PREEM T OTA start B 1 [B1 1 B8 4,
)”'Ji‘ikﬁlﬂ:l%liﬁ, XA B AL P EEN OTA B )G, Bi—SH
RAEE, anf pm o (fE15 OTA £ fE i B ntese) -

T4k slave JA B I 4EH—A slave_adr_ index, WIME -1, ieFmibE—IRIEW
OTA data [fJ adr_index, H T HIWi#A oTA e 2 BH E0. —HEM, A
N OTA RI%, 1B OTA, MCU E )5, master ¥ H T UA ] slave 1) ack £,
22 T OTA AT 558 I {3 3 A A B OTA 2RI

M OTA start B [0 R 5L

typedefvoid (*ota_ startCb_t) (void);
void bls ota registerStartCmdCb (ota_startCb_t cb);

user g BYEMIXNENA, DMELE OTA start IR — e /E, HLunfd & LED
KT HIREIR IN R SR FE 78 OTA IEEIEAT .

F4b slave X i— H UL F OTA start 146 OTA J&, B2 f5 8h—ANiHit, H T SDK
HERIAJE 30s. WIS 30s 2N OTA B A T8/, RIAHEN 2RI, SEBR user
e 7 EARYE 5 2 firmware K/ GEROCERFER ) A1 master Uiy BLE £ 47

B CRAEMITESRM OTA %) SRABHUX A BRIAN 30s, SDK $RAHE S
A4

void bls ota setTimeout(u32 timeout us);//HAfL: us
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3)

4)

5)

W RIA R OTA 24 (HI P bytes 5 0~0x1000) -
XA B F4E s BAKRF) OTA data.

R slave I F]— 20 byte H] OTA data packet, 4G adr_index s& 545 T
slave_adr_index E’J@ﬂﬂ 1. A5G, WHHER, OTA KM FHAHSE, B
slave_adr_index HJ{H .

SRIGXTHT 18 byte HIN 2 3E4T CRC_16 IR EG » 5 ANULEC, OTA JM; #5ULIC,
MPKE 16 byte 1A 28048 S 21 flash X W A7 ota_program_offset+adr_index*16
~ ota_program_offset+adr_index*16 + 15. 7£5 flash [ FE, G 4
OTA R .

K ®] OTA end (HIM bytes 24 0xff02) :

fu 7 OTA end fLH [ adr_max FIIH S 56 2 75 1R o #5 IR A, U] adr_max
T DL KA double check.double check El’]lflﬂl% FIIWT slave Z BTYL ) master
(IR index e KA 5 1% B ) adr_max &5 A& . 25 H%%, 1A OTA K1),
LA, WNAERE T e —88J LB, OTA AEHE,

24 OTA FRIN I, slave Y4211 firmware PR ERLHE( flash B ZibrE N 0,
PLH ) firmware BT e UL flash JB bR &N 0xdb, 1 MCU reboot.

slave $EE OTA RS 1) 191 15 bR 44

slave ¥i— H.J5 3] OTA, A& OTA 2 Ihid & KM, &2 MCU reboot:
EI, 47E reboot B E flag 15 UF MCU TR B 351217 New_firmware;
# OTA KI, %ﬂgﬁgﬁﬂﬁ%ﬁﬁﬁﬁﬁﬁﬁ%ﬁﬁ 8, L& IEAT Old_firmware.

7E MCU reboot B, R4 user & 51N T OTA RSB R L, SRk e & 15 il
K% R

LAR 7 5% code:

typedef void (*ota resIndicateCb t) (int result);

enum {
OTA SUCCESS = 0, //success
OTA PACKET LOSS, //lost one or more OTA PDU
OTA DATA CRC ERR, //data CRC err

OTA WRITE FLASH ERR, //write OTA data to flash ERR
OTA DATA UNCOMPLETE, //lost last one or more OTA PDU
OTA TIMEOUT, //

void bls ota registerResultIndicateCb
(ota resIndicateCb t cb);
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WE T IRRHEEE, B RS 5 result 1) 6 MEW_ETH enum ik, 28
—/N & OTA 1M1, Fo T HY 5 AN 5 MASH JE R OTA 2T,

H T AR BT E G, — € =ik MCU reboot, SZFRCHHE BIX MRS
TR Ry, A K2 haetE . user EEZE Rk debug, 7£ OTA
AN, RTRAEE R EE result 5, 4 MCU H while(1)f#43, K T 24 T
e b JE R 3 20 OTA R,

User 1] L2 SDK demo “8258_ble_remote”#' debug OTA 1] code, H: H g
1 LED AHRBICRK AT OTA J& 15 B2l -
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8 IR

Telink 244t 7 — &I F47 54T keyscan 228, H T840, user
A DL S FHIX 3643 [ code, HATLAH 2252,

A4 L. SDK demo “8258_ble_remote” H 4 58 148 Sk i B .

8.1 BAHEPE

W REFR, X 5%6 [ Key matrix CBEELAEFE) , B2 30 30 N .
RowO ~ Row4 #& 5 /™ drive pin (3XzhE D , Fk4mH Kz 5 Col0 ~ Col5 /&
6 > scan pin CHIREHD , FSREH YR8 L B A H&EEIE T

vC€C VvCC VCC VvVCC VCC VCC

Row0 100 K |I-
. Rowl 100 K I
Drive 100 K
. Row?2 100 K I
Pin ==
Row3 100 K |I-
Row4 100 K |I-
CoL0 —
Col.1
Scan
. CoL2
Pin
CoL3
Col4
CoL5

& 8-1 1741 B £ 4544

4 FE, Xt app_config.h 7 keyscan A6 it B 34T VEGH AR U0 R o

KR PR AEfE %, demo B RowO ~ Row4 A PD5. PD2. PD4. PD6.
PD7. ColO~ Col5 A PC5. PAO. PB2. PA4. PA3. PD3.
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7€ X drive pin Z{ZHH1 scan pin 21 :

#define KB_DRIVE_ PINS

#define KB_SCAN PINS

{GPIO PC5, GPIO PAO,

{GPIO PD5, GPIO PD2, GPIO PD4, GPIO PD6,

GPIO PD7}

GPIO PB2,
GPIO PA3,

GPIO_ PA4,
GPIO_PD3}

keyscan { F it b i FE PR3 B GPIO AL HALBH :  drive pin iEH T $ir
100K, scan pin B 7 10K A4 93 H H#5E% T I, scan pin fE N%iI A GPIO
BER M2 10K _ERi s . [HEMT RIS, 7E drive pin L HAKRESE, scan
pin IZRIMK T, RS UETY EATREIZ T GEZE IR drive pin A& float 4,
#+ output ¥ FTJF, scan pin E£E 42 100K A1 10K 17 K, 2D -

E XATHAFAFH,  drive pin i B K ESFR scan pin 33 21 A 2EF

#define KB LINE HIGH VALID
5€ X Row Fl1 COL 1) | T Hi:
#define  MATRIX ROW PULL
#define  MATRIX COL PULL
#define  PULL WAKEUP SRC PD5
#define  PULL WAKEUP SRC_PD2
#define  PULL WAKEUP SRC PD4
#define  PULL WAKEUP_SRC PD6
#define  PULL WAKEUP SRC_PD7
#define  PULL WAKEUP SRC PC5
#define = PULL WAKEUP SRC_PA0
#define  PULL WAKEUP SRC_ PB2
#define  PULL WAKEUP SRC_ PA4
#define  PULL WAKEUP SRC PA3
#define  PULL WAKEUP SRC PD3

0

PM_PIN PULLDOWN 100K
PM_PIN PULLUP 10K

MATRIX ROW PULL
MATRIX ROW PULL
MATRIX ROW PULL
MATRIX ROW PULL
MATRIX ROW PULL
MATRIX COL_PULL
MATRIX COL_PULL
MATRIX COL_PULL
MATRIX COL_PULL
MATRIX COL_PULL
MATRIX COL_PULL

H1 T4 gpio_init I 4 ie PRS2 BRINBN 0, scan pin FFEELHF, 17T je:

#define
#define
#define
#define
#define
#define

AN-19011501-C5

PC5 INPUT ENABLE
PAO_INPUT ENABLE
PB2 INPUT ENABLE
PA4 INPUT ENABLE
PA3 INPUT ENABLE
PD3_INPUT ENABLE

N = T T = T =
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2 MCU A sleep mode ), 75219 E PAD GPIO Mifi . W E drive pin = HLF
MR, T 44, drive pin 23] 100K F1 10K 1943 H~F, N 10/11 VCC &
HSF . 75T IT drive pin f ie 2B TR S :

#define PD5 INPUT ENABLE

#define PD2_ INPUT ENABLE

#define PD4_ INPUT ENABLE

#define PD6_ INPUT ENABLE

#define PD7_ INPUT ENABLE

N = = =

8.2 Keyscan. keymap

8.2.1 Keyscan
I8 FI RS B SE RS, 7E main_loop AR A R I BRI £ 5E AR keyscan.

u32 kb_scan key (int numlock status, int read key)

% — A2 numlock_status £E main_loop Fif KIS A 0 Biel, HELE
deepsleep BRI P T2 f8 I A4 = H o
KB_NUMLOCK_STATUS_POWERON, J& il [ FRd 4 2 v A (f o
DEEPBACK_FAST_KEYSCAN_ENABLE) -

% A2 read_key s keyscan BRETZEE 2/ 0B, XAN—RAEAR], —
BN 1R Ch 0 2B 12 {H A7 1 buffer B, ARES LE)

IR [EEH T IE 50 user 4 HT A4 B8 4 & 5 R BVAE PR AL A A0 A ARILET,
&A1, AR, iR [E 0,

kb_scan_key iXNBREIELE main_loop Hi I, HAE BLE I AT 41,
main_loop MJiZ4TH A4 adv_interval &% conn_interval. | #IRASHE (%
adv_interval & 30ms), %} 30ms ffl—¥X key scan; EBLIRENT (% conn_interval
=10ms) , 10ms fi— X key scan.

FRe b, 4ET key scan K IVFERE LB IR AN L IR key scan IR A —F
i, BOIANE .

SERRES R R T — AR IR A EE . R R IIESE IR key scan 445
&, B E— A B BOHT FE FEZ SRS A —FEIN, AW e — N F R
PR . XTI ] 1 RN A AR, SRR B R IRAS I8 kb_event 45
P S B ke, R BT B 3 24 i () 42 SRR S D i B R PR IR A o 33043 0 87
AR ES A keyboard.c H )

unsigned int key debounce filter( u32 mtrx cur[], u32 filt en );
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T P ) B A BRI RE BT SR A4 BN T FRPIRZS £
Bo LI, BROANS —UOERF RS A T A s T . Rl Bt
EHUEBAL B 5 I FERE B RS R AR AL, R IBHE AR 1, &R [E] 0.
e %N MR ERIR R AN AT MR R IR [N 42T NI
2N AR A AN AR 42 MR A R S =AM ER Bl — R 12T
PG ARTF L o — R [8] — ANl e

8.2.2 Keymap &kb_event

user fE ] kb_scan_key & 2| — MR LRS, i — A2 /S A &
kb_event SRIRH Y R (RS o

#define KB RETURN KEY MAX 6

typedef struct/{
u8 cnt;
u8 ctrl key;
u8 keycode [KB RETURN KEY MAX];

}kb _data_ t;

kb data t kb event;

kb_event H 8 ™ byte #4J
%A ent H T8 4006 LA RIS 4Z T

%A ctrl_key — A AR, RAALEMARHER] USB HID keyboard I A4 23 H
| (keymap "1 keycode B Oxe0-Oxe7 I £xfi %, JifLh user T /i AEHIX 8
MED .

keycode[6]H T 8 2 174 2411 6 M T% T 4458 11 keycode (U SEFRTE T )5
Hit e, HAHRI6 MM K .

FITAG 42 8% W FF) keycode 7E app_config.h H15E X -

#define KB_MAP NORMAL {\
VK B, CR_POWER, VK NONE, VK C, CR_HOME, \
VOICE, VK _NONE, VK NONE, CR VOL UP, CR VOL DN,  \
VK 2, VK _RIGHT, CR _VOL DN, VK 3, VK 1, \
VK 5, VK _ENTER, CR _VOL UP, VK 6, VK 4, \
VK 8, VK _DOWN, VK UP , VK_9, VK 7, \
VK 0, CR BACK, VK LEFT, CR VOL MUTE, CR _MENU, }

XA~ keymap HIFS AN 5%6 FEFELE M —E, 1T DX B %58 i% T 5 )
keycode, 1% Row0 Al ColO M2k Z<E X 1%k, KM keycode 4 VK_B.
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t kb_scan_key PR, BTSN kb_event.ent 35 0, 1M

kb_event.keycode[]iX M & ANERRIT. B LREGR [A] 1 R B 22 10R, H
kb_event.cnt HIWr 9 ATFE PRI B A LA 200 dREE .

1)

2)

3)

kb_event.cnt =0 B, _|— KGR kb_event.cnt H E & AZT 0 1,
EAHER 1. 2 72 3, XN —E IR, A E 2 — MR UL
F& [FI I 3 JLANEERE T

LR} kb_event.keycode[] H I B A £ dE, &L, ZIEAE .

kb_event.ent=1, A FIK kb_event.cnt =0, A4 ZEEAR AL & — AN % T
Al gE LIk kb_event.ent = 2, ABAFEEARAL RPN — MR b A H
M mTREME, G = AN R AN B[RS RE T

B kb_event.keycode[0]5R 7~ 24 HI#E 4% N X A8 882 1E, J5 I [ keycode
BHEAT

kb_event.cnt=2, H[HE FIX kb_event.ent =0, AR{b 2PN [EIINHZ N, AT RE
ik kb_event.ent = 1, — PMEPHIZ T 5 —ME8 4% T ATRE Rk
kb_event.ent =3, /MBI IR, HA— R, HAR AT RE TS SE.

T kb_event.keycode[0]F1 kb_event.keycode[1]3% 7~ 24 B 4 1% N FA TR N EE 1K)
B{E, JSTHH keycode ZBEANTE .

user 1] LLEEIRTE key scan fil H ©. % kb_event.keycode i 0, XS5t AT AR

kb_event.keycode KW & M A& K A, W iR

XA A ] B R A R AN T RIS L, BB

kb_event.keycode[013F O I, W\t — MZHBAL T, FFA A2 5 A4
S AT 42 T B AN B o ) — SRR TR R BT

kb _event.keycode[0] = 0;//clear keycode[0]
int det key = kb scan key (0, 1);

if (det key)
{

key not released = 1;

u8 key0 = kb event.keycode[0];

if (kb event.cnt == 2) //two key press, do not process
{
}
else if (kb event.cnt == 1)
{
key buf[2] = keyO;
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//send key press
bls att pushNotifyData (HID NORMAI KB REPORT INPUT DP H,
key buf, 8);
}
else //key release
{
key not released = 0;
key buf[2] = 0;
//send key release
bls att pushNotifyData (HID NORMAI KB REPORT INPUT DP H,
key buf, 8);

8.3 Keyscan flow

W kb_scan_key I, — e A ] keyscan HIVLFEMNT
1) ZB—REmEEE.

# drive pin &% drive H°F- (0) , [FAIHEEUTA 1Y scan pin, & EN
AR E AT ST, s —2) B3] 7B RS (H scan_pin_need i
WHRMENS) .

AR X ERMEEE, BEZTHANE, 20 BT IE TR,
R B0 fe 4 T B AR IZAT I, LRGN [A] . IO T 28— IR & HERE
WA, HEKIUEMY) AT, ginl DUEBER H keyscan, 1ERH
ferg e NI SRR 2w A

S IR EFEFEIEI 1 code XFRLU1H :

scan_pin need = kb key pressed (gpio);

1 kb_key_pressed BRELHVE BT A AT M IR HESF,  JERT 20us J5 (ZERS &N
S HPRRE A T scan pin) o WE T —> release_cnt 4 6, Al £
FERE e NI AEREUS , ARSI ZI A R A 25T H
T, WM& 6, HIKRIES: 6 YR &R F2% 5 4 3B UE A

LB . LI T — key debouce P EHENALEEL,
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2) MIEEFEFFEFNLR, BT,
EHEFFIE AR DAT s NI, JTiRIZ AT, AN ROWO ~ ROWA4 3217 Hi i
AR drive T, BEHU ERTHCTE, Bk R R ROALE .
PRPNA L AMENSR

u32 pressed matrix[ARRAY SIZE (drive pins)] = {0};

kb _scan row (0, gpio);

for (int i=0; i<=ARRAY SIZE(drive pins); i++) {
u32 r = kb_scan_row (i < ARRAY SIZE(drive pins) ? i : 0, gpio);
if (1) {

pressed matrix[i - 1] = r;

FEMEZAT RIS AL T — 2207 R R AR A AR PRAT I 8] -

—5e Y{HAT drive B, FFATETIN RIS CoLo ~ Col5, MRHEZ Hi@EHAM
scan_pin_need A] LLRIEWFLL ) FREG5 152208 R, e Rt e pibs
EHFIEITAT

TR AT drive B, TR EE 20 us A A AERRR R A], M T — AR AL,
8 20us BZEFIN R LA BIHAT code 1, T TIXAEE] ., BAKE 4 SZIA
N, iE user BATHA

e & S0 M R S u32 pressed_matrix[5] (AIE HB £ S FF 40 51)) K
74, pressed_matrix[0]f¥] bit0O~bit5 FRric. Row0 |- ColLO ~ Col5 & 54 %
H#, ......, pressed_matrix[4]f] bitO~bit5 Fric. Row4 | ColO ~ Col5 J& 5 A %4k,

3) X} pressed_matrix[J3E4T B ) 2 8 AL PR
XF R Ay«

unsigned int key debounce filter( u32 mtrx cur[], u32 filt en );

u32 key changed = key debounce filter( pressed matrix, \
(numlock status & KB NUMLOCK STATUS POWERON) ? 0 : 1);
2 deepsleep MK J5 BRI 3% B K M, numlock_status =

KB_NUMLOCK_STATUS_POWERON, Ittt filt_en=0, ASFHATIEN, &N T &
PR R B

HAMEI T, filt_en=1, FHEJRIRACTE, SRR IR . BITHESEH
X pressed_matrix[]—F(, HA_LE—EH R pressed_matrix[|A—H, AN AH
TR R A T BRI, key_changed = 1.
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4) Xt pressed_matrix[]iH1T 25 A AL PR

4% pressed_matrix[]ﬁ)\ﬁéj}‘{qﬂlz ’ i—’l kb _scan_key (int numlock status, int
read_key) " 1) read_key 4 1 B, SZZIEEH S X FI5dE, 24 read_key A 0
i, i X B R R, ANl EZE, RE%E read_key N 10, A HEEE
H R AT B

HTIRATH) read_key 7K A 1, XH4rA] LZBEATE, M T2 X KA
BEH . BARRIEAA A

5) #R#E pressed_matrix[], X3 KB_MAP_NORMAL, iR [F|8#1H .

X5 . R BN kb_remap_key_code Fll kb_remap_key_row, A EAKA4H, user
EEFEL 78

8.4 Deepsleep MEEPE 4 (wake_up fast keyscan)

2 Slave WA TEIEREIRAIEN deepsleep &, #eiztdnfii. MifE)s, 2R
MELFFAG L, B2t user_init JG£E main_loop H12e kT #E, 3% G4 e
{78 FIE KI5 25 ble master.

1% BLE SDK "1 &l T AH R FALHE ik deep back Fr) [a] ks R AT ge b, 1H
IX AN ()30 & AT RE 258 3 100 ms 253 (0 300ms) o A 1 [y 1k M g 14 X A F2e it
SVEE4, 1E SDK BLM 7 P 8 - 2 7 2l i Ab B

PRUE A R AR SR IR 5 MCU E 8 M flash load F2/7 BB W14t 2 #E 45—
LERf[E], 7E main_loop H keyscan [P 8]t T B £ h 8 Uk AL Bt 2> 2 — LL i [a],
e FECXAMZE K

AT BRI RAE ] ST B 1A 1% 8 A%, push 21 BLE TX fifo
Ja, BENERSBIE S EENER.

4] code 7E app_config.h H1[#1% DEEPBACK_FAST_KEYSCAN_ENABLE #2.

#define DEEPBACK FAST KEYSCAN ENABLE 1

void deep wakeup proc (void)
{
#if (DEEPBACK FAST KEYSCAN ENABLE)
if (analog read (DEEP_ANA REGO) == CONN DEEP FLG) {
if (kb_scan_key (KB _NUMLOCK STATUS POWERON, 1) && kb _event.cnt) {
deepback key state = DEEPBACK KEY CACHE;

key not released = 1;
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memcpy (&kb_event cache, &kb event, sizeof (kb _event));

}
#endif

WILEA I g £E user_init BTSUEEAT B4, TN deep AN HLBLALL 27 77 2%
Fri 28 EEROIRASHEN deep MERE )5, ] kb_scan_key, XIS A S BB #1308
REFE, E R A B AN P R IR BN . AR IA R T (R AT
AR IF H kb_event.ent JE 0D, U kb_event AR E % N B 24742 &

kb_event_cache.

main_loop K] keyscan H1 ¥ Il deepback_pre_proc #1 deepback_post_proc Zb ¥ :

void proc_keyboard (u8 e, u8 *p)
{
kb event.keycode[0] = O;
int det key = kb scan key (0, 1);

#if (DEEPBACK_FAST KEYSCAN ENABLE)
if (deepback key state != DEEPBACK KEY IDLE) {
deepback pre proc(&det key);
}
#endif

if (det key) {

key change proc();

#if (DEE PBACK FAST KEYSCAN ENABLE)
if (deepback key state != DEEPBACK KEY IDLE) {
deepback post proc();

#endif

deepback_pre_proc b ¥ /2243 slave Al master iE4 FLLG, ERH—X
kb_key_scan A BRI, 2 BIZEA7 1) kb_event_cache HIMEAE N 24 7T
OB B AL, SEIL T ORI A A AL
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B R MR U A . TR X AN E R, AT — R AT ML
BIPIRS R BICA G . HAMERE, ARBIINTF3IE release, FY5k
BRI SRR RN 27 A — MR s & ST el 7, &I — T
1075 245 — T3 release, HMIA T e MM ML EN—BEAR 1
TR

deepback_post_proc AbFE il /&R 3E deepback_pre_proc #2758 K T3
release FF, KU BT ble TX fifo HJH—AN%4# release F1f,

8.5 Repeat Key #bF

PL AR FEA N keyscan HE TEFZEIRASARLI 72 4 — N A, 18
i kb_event KiZHCYHT key {H, #EICIESZIL repeat key ThE: — M&HE— H %
HI, TR R AR

JON repeat key 403, 7E app_config.h F1C B AH < 20 .
KB_REPEAT_KEY_ENABLE F>R4TH B 5G] repeat key DIRE, ERIAIX N DIREAE K

EilioR

//repeat key

#define KB _REPEAT KEY ENABLE 0
#defineKB REPEAT KEY INTERVAI MS 200
#define KB _REPEAT KEY NUM 1
#define KB MAP REPEAT (VK 1, }

1) KB_REPEAT_KEY_ENABLE
FHKFT IF 8% ] repeat key T RE
7SI repeat key, B JCEN KB_REPEAT_KEY_ENABLE %N 1.

2) KB_REPEAT _KEY_INTERVAL_MS
7€ X repeat key [ repeat i [H]

FTHN 200ms, TR P — g — HIER, &5 200 ms, kb_key_scan £
IR [\ — A4, I BAE kb_event B %5 H 24T MRBLIRAS

3) KB_REPEAT_KEY_NUM 1 KB_MAP_REPEAT
58 YT E repeat BB AH

KB_REPEAT_KEY_NUM & X ¥ #; KB_MAP_REPEAT & X.— map, & HFTf
i 22 repeat [#] keycode, VE & IX > map 1 keycode — & % & KB_MAP_NORMAL
HIME

AN-19011501-C5 269 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

VAR

WIF AR —A 6%6 BIHIREZHE, DU SCH Thae & : 8 M&sE up.
DOWN. LEFT. RIGHT. V+. V-, CHN+. CHN-3Z#¥ repeat, %F 100ms repeat —{X;
HARH I BEHASCRF repeat keyo

#define KB MAP NORMAL  {\

i {VK_POWER, VK_LOW BATT, VK TV _PLUS, VK_TV_MINUS, VK_IN OUTPUT, VK _VOL UP,},
{VK_VOICE SEARCH, VE_PROGRAM, VK RETUEN, VE_HOME, VE_MENU, VK_EXIT, 1}, \
{VK_UE, VK_CH_UE, VK_W_MUTE, VEK_LEFT, VE_CONFIRM, VK RIGHT, }, \
{VK_VOL DN, VE_DOWN, VE_CH DN, VE_FAST BACKWARD, VE_PLAY PAUSE,VE 1, oM
{VK 2, VE_3, VE_4, VE_5, VE_6, VE_7, | I
{VEK_9, VKPAD ASTERIX, VK O, VK_NUMBER, VK_W_SRCH, VE_8,}, ¥

#define KB REPEAT KEY ENAELE 1

#define KB REPEAT KEY INTERVAL M5 100

i#define KB REPEAT KEY NUM 8

#define KB MAP REPEAT { VE_UP, VE_DOWN, VE_LEFT, VE_RIGHT, \

VK_VOL UP, VK VOL DN, VK CH UP, VK CH DN, }

repeat key fRAG I SEIUX A4, user FATHRMR, HEAE TR FERD L
DAl ol AR B P A AR 1

8.6 R

RHEALFE (Stuck Key process) 5 HsE 24— RE2 ds /58 B AE AN OIS i, ]
PR/ AR P b — MRS AT T, 50 L AR R A
JRAE T R0, SO IR keyscan 2 RIL— ELH LR SRR 1A R,
code |4 AR FRALEL, Bh&— EYCHRIRHEE S BRI, ACTHER
T deepsleep SR IIFEMR L

app_config.h "FARIHIPI A2 N

//stuck key
#define STUCK KEY PROCESS ENABLE 0

#define STUCK KEY ENTERDEEP TIME 60//in s

BRI\ EEALF R LE ), K STUCK_KEY_PROCESS_ENABLE ¥4 1 BT JF 4
LI

STUCK_KEY_ENTERDEEP_TIME & X -REEHII ], BN 60 S K Y— Pk Z 4
PR AR, RS — B SO LN T 60 S, BN AL T,
AT 4 ik McU #E N deepsleep.

2% STUCK_KEY_PROCESS_ENABLE %%, 1] LATE keyboard.c 14K 2 A CHS 40
T

#if (STUCKiKEYiPROCEssiENABLE)

u8 stuckKeyPress[ARRAY SIZE (drive pins)];

#endif
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5E X —~ u8 FIEA stuckKeyPress[5], F T3 AT 8 FE Bl —1TE 2
IT B R ZE RIS LE key_debounce_filter BREL T SZILK], 15 user 4T HE
fi#t o

LR A

kb event.keycode[0] = 0;

int det key = kb _scan _key (0, 1);

if (det key) {
#if (STUCK KEY PROCESS ENABLE)
if (kb_event.cnt){ //key press

stuckKey keyPressTime = clock time();

#endif

W TR — MRS AR L, YRR 8EL T h) (kb_event.ent £ 0) , it
IR Il N F2 8% T ARSI 1] stuckKey_keyPressTime.

SRS LEDbIt_pm_proc AbFR YR :

#if (STUCK KEY PROCESS ENABLE)

if (key not released && clock time exceed(stuckKey keyPressTime,
STUCK KEY ENTERDEEP TIME*1000000)) {

u32 pin[] = KB DRIVE PINS;
for (int i=0; i<(sizeof (pin)/sizeof (*pin)); i++)
{

extern u8 stuckKeyPress|[];

if (stuckKeyPress([i]) {
cpu_set gpio wakeup (pin([i],0,1); //reverse stuck

key pad wakeup level

}

cpu_sleep wakeup(l, PM WAKEUP PAD, 0); //deepsleep

#endif
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S W 30T 1) — IR BB A R I TR 2 15 D S0t 60s. it AN

TRAE T REACTE, RIERZER stuckKeyPress[[3REUA AR TE AT S, BiX
L84 JF K 75 HEL T PAD Ml deepsleep BN HLSF- PAD M:fiE deepsleep.

B SRR Ak fedtie RIS, XTRIIAT L drive pin 132312 10/11 VCC
HF, e 2 oiEdEN deepsleep (9, BN CEE M 1, REEAN deepsleep
ST AP IX A = PR s B ORI S5, PTLLIER HE deepsleep,
HI Ry, 47 14 drive pin [ HESFAR S 100K RG-S, Btz ga ]
AR i B2 AS MCU
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9 LED &

9.1 LED fE&AHRE FH %

1% BLE SDK &t | — led HEE S H AT, CLIRISHEME, user 7] LA E F{H
X E B code B S 25 HsLH VA H 2wt . SIS 4E vendor/common/blt_led.c,
user £ H C /¥ Cfile  include vendor/common/blt_led.h B ],

user 5 22 FH ) = A e B0 -
void device led init(u32 gpio,u8 polarity);

int device_led setup(led cfg t led cfq);

static inline void device_ led process (void);

FERTAEAL I i 48 device_led_init(u32 gpio,u8 polarity) 15 & 241l LED X 87 (1)
GPIO ARt . MM ¥A 1, Kox gpio Hth s M- misT LEDs IR 0, KRk
1~ 555 LED

7E main_loop HJ Ul Entry #5705 I device_led_process PR, 1% bR EUEF IR £
JEA5T LED AE459% 43 58 K (DEVICE_LED_BUSY), & A1ESS, FHATHIN I#EAE

9.2 LED (EHHIACEMEH

9.2.1 5EX led event

fER T g5 /4R 8 X — led event

typedef struct/{
unsigned short onTime ms;
unsigned short offTime ms;
unsigned char repeatCount; //0Oxff special for long
on(offTimeims=O)/long off (onTime ms=0)
unsigned char priority; //0x00 < 0x01 < 0x02 < 0x04 < 0x08 <
0x10 < 0x20 < 0x40 < 0x80

} led cfg t;

onTime_ms # offTime_ms 78 4 AT H led event R+F 24 A B TA] (ms) IR K
HIEE TRl (ms) . YRR EAT2 H unsigned short int 5 X ], A 65535,

repeatCount 7~ onTime_ms 1 offTime_ms & X [{)—5— K shF 4L EE
Z /B 1T 2 unsigned char € XK, K 255,

priority K7~ 247 led event L2 .
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HFATE ' LMK KT led event B (A I RIFRH1, W5k 2
repeatCount ANEE/EH), #4 repeatCount HI{E 1% N 255(0xff), LT onTime_ms #0
offTime_ms B Z1—/ & 0, —4MFE 0, RHEIE 0 KA K =ik 2K K.

LR A LA led event 711 :

1) 1 Hz IR NKE 3 #2: 5% 500ms, K 500ms, repeat 3 Ko
led_cfg tled_eventl = {500, 500, 3, 0x00, };

2) 4 Hz FIBIE KR 50 #b: = 125ms, ‘K 125ms, repeat 200 {X
led cfg t led event2 = {125, 125, 200, 0x00, };

3) K%: onTime_ms dE 0, offTime_ms N 0, repeatCount & Oxff
led cfg t led event3 ={100, O, Oxff, 0x00, }

4) KK: onTime_ms N0, offTime_msdE 0, repeatCount A Oxff
led cfg t led event4d = {0, 100, Oxff, 0x00, }

5) %3 #JEHK: onTime_ms & 1000, offTime_ms A 0, repeatCount A 0x3
led cfg t led event5 = {1000, O, 3, 0x00, }

A device_led_setup ¥ —> led_event i5%5 led 1F45 & 3.

device_led_setup(led_eventl);

9.2.2 Led event 5L Z%

user A] A7E SDK B 5 X £ led event, LED fE—/NHt[E] S R BEFAT — led
event.

XA led BHEA WEARSIIE, 2 led FWNE, led #:5Z user i H]
device_led_setup & 3ZJ{E(T led event; 2 led busy It} (HI—> old led event &%
LD . AT new led event, X led event (IR SGHEAT HLEE. #5 new led
event L SE 2T old led event (M54, ¥ old led event #7, FFUAHAT new
led event; # new led event HRSEZRAICT 5055 T old led event I Sed), 4kZEHh
1T old led event, ¥ new led event i FE (V2 : = MM FE, H A2 K1X ) led event

ZRATHCRJG I FHALEED .

user A LAFRYE LA L1 led event A2 AT R N, 75 H S8 H BLE XASFIR S
1 led event, SEHLE O led R
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Fhh, T led FEHERA T EWBIPLE], 24 DEVICE_LED_BUSY B}, ANHE
A latency XU 1) long suspend, WIS T —™ long suspend (L4 10ms * 50
=500ms) , 2T onTime_ms B/NFME (W1 250ms) JoiZqs 2 S B w5, - AT
20 T LED INIRI AR

#define DEVICE_LED_BUSY (device_led.repeatCount)

BEXFCL B TR, 7 AR blt_pm_proc HHEAH N AL 2 -
user_task_flg = scan_pin_need || key_not_released | | DEVICE_LED_BUSY;

if(user_task_flg){
bls_pm_setManuallatency(0); //F-31><H]latency

}
user A] LS 247 8258 ble remote % B XS LED AHICH AL FE 77725
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10 Blt e 3: (Software Timer)

N T {8 user —LLfa HL B B 8$4F 4%, Telink BLE SDK #24t | blt software
timer demo, J H & EASHEML . user W] DAEFEMR T 1% timer MBI 5 B 4%
i, tWablE aff—8 B S50kTt .

JPEARAS 45 7E vendor/common/blt_soft_timer.c #1 blt_soft_timer.h X4+,
s i, e IR SO 1:

#define BLT SOFTWARE TIMER ENABLE 0 //enable or disable

blt soft timer s&3& T~ system tick BT A 15X timer, JLAERf B o 1208 2 BE A
timer IS4, HFHEIRIUELE main_loop H—E & .

FATTE : bt soft timer I H 758 @ B B KT Sms. HX 1B [a] 1% 2%
BURA R = i O -

blt soft timer [ K47 12 AMYLE main_loop FHEHE A7), tLRERIIRAEEN
suspend J& A8 S I MR IR HAT timer WIAE5S, 1ZBTT R 28 TR DO FEME B 5 70
YHI R Z e e S .

Hursit L2 [F B S2RE 4 4> timer 1847, SEBR user A DB ECT TH] AR 25 5K 5K
LR 2 i) a3 52 /D 1Y) timer:

#define MAX TIMER NUM 4 //timer max number

10.1 timer #J154L
VAR R AP 34T HIAEL -

void blt_soft_timer init(void);

A LA BYAS_Ew)aa b 2% blt_soft_timer_process J: it 4 5 F 2 $2 Hif e
P 11 R ] bR 5
void blt soft_timer init (void)

{
bls pm registerAppWakeupLowPowerCb (blt soft timer process);
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10.2 Timer I #ALFE

blt soft timer 12 1] AL H{# FH blt_soft_timer_process pf UK SZHL -

void blt_soft_timer process(int type);

—J7 I 75 2EAE main_loop FF AN PR B R — B, 5O AIE

Ttk DA 2 FE 2 8 i M FO [ 8 BR AR, IS A BEIRAE suspend FH KA SE IS SE R AR ,

WEPHPAT Z KL, LA timer 1155,

g woid mai;_;uup (void)

8§

: static w32 tick loop;

; tick loop ++;

z blt soft timer process (MATNLOOF ENTRY)
; blt =dk main loop(}:

blt_soft_timer_process HI S 41+ type HUI FHFIEHL: 0 FR/RTE main_loop

PEWEEN, 1 RRKET timer $2LRTMEE R N 1% R 5.

1)

2)

#define  MAIN LOOP ENTRY 0

#define CALLBACK ENTRY 1

blt_soft_timer_process fHARSLIL LA E %, FEABRIK T -

BSR4 HT timer table F 2 S IEA user & X timer: %A N EERH,
FERAE N E e N Mg, 59 timer (155, k5204 NigiT.

if (!blt timer.currentNum) {
bls pm setAppWakeupLowPower (0, 0); //disable

return;

R B ] EfOT i) —A> timer AR5 & W EIA: AR, MERH, 4k

BAE T BT, Wit L ORIUE timer £EAR R IR AR A 4% MEURF R HEFP - BT BLUX
B EE I [A])_EfAL ) timer BIR]

if( !blt is timer expired(blt timer.timer[0].t, now) ) {

return;

}
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3) AR timer £5, PSR T BT timer RHIES

for(int i=0; i<blt timer.currentWum; i++){
if(blt_is timer expired(blt timer.timer[i].t ,now) }{ //timer trigger

if(blt timer.timer[i].cb = NULL){

write reg32Z(0x40000, 0x11111122); while(l): //debug ERR
}
else{

result = blt_timer.timer[i].cb():

if (result < 0){
blt soft_timer delete by index(i):
H

else if{result — 0){

change flg = 1;

blt timer.timer[i].t = now + blt timer.timer[i].interval;
H
else{ [/set new timer interval

change flg = 1;
blt timer.timer[i].interval = result * CLOCK 16M SYS TIMER CLK 1US:
blt_timer.timer[i].t = now + blt_timer.timer[i].interval;

X B A LB BIXS timer A1 55 R AU A A EE : 212 R E0R [B1 48 /N T 0, 1X ™ timer
1R, JEAEmN; #ZIREMEAR 0, REFE—RIENE; HFiR
FME KT 0, MPLZIR IFMEAE N e A CRAL us)

4) fELIRIEE 3 D, Wi timer fE55 R AP HMESS KL 1224, T2 AT A [A]
NG5 AT RE 2 BERIR 1K B ERHE Y
if (change flg) {
blt soft_ timer sort();

5) A EATHY timer AT55 H M NI [R) BB ILAE AR 3 AP (38 AT RLFF R —28) A
B, DPREZIS A BN R 2 32 BT R IR, 75 T OGP S J2 S BT e
if( (u32) (blt _timer.timer[0].t - now) < 3000 *

CLOCK 16M SYS TIMER CLK_1MS) {

bls pm setAppWakeupLowPower (blt timer.timer[0].t, 1);

else{

bls pm setAppWakeupLowPower (0, 0); //disable
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10.3 AN INSE I 22255
IR AP TR I B 924145+

typedef int (*blt timer callback t) (void);

int blt_soft_ timer add(blt timer callback t func, u32 interval us);

func N BAPAT ISR interval_us N ERTESE], FALA use
SE AT func 1 int IR [BIE = AP A3 75750

1) REMENT 0, WHRZAESPATEHE B MR a7 DA A I AR PR 2 i) o i
A AT IR

2) RIE 0, NW—EfFH BT interval_us SKERS .

3) REMERT 0, NAE 2R EHE A B E N A, B4 us.

int blt soft timer add(blt timer callback t func, u32 interval us)
{
int i;
u32 now = clock time();
if (blt_timer.currentNum >= MAX TIMER NUM){ //timer full
retorn 0;
}
else{
blt timer.timer[blt timer.currentNum].cb = func;
blt timer.timer[blt timer.currentNum].interval = interval us * CLOCK 16M S¥S TIMER CLK 1US:
blt timer.timer[blt timer.currentlum].t = now + blt timer.timer[blt timer.currentNum].interval;
blt timer.currentNum ++;

blt soft timer Sort();:
retorn 1:

AR S B A BT DU 1) 24 5€ N 85 R S AR I, AR &R —A4
B timer A£55, AAUEFH— THEFP, DU DR E I 8841 55 AE AR A I (e 02 12 T
IR HEFP A, I TA) b R AR timer AE55 X% B[] index 4 0.

10.4 R E I 8L ST

B 1A TR [BME /N T 0 Sk B S R E N 4455, 38R LU R 1T APL K
FHE B BRI € I 25 4E55

int blt_soft_timer delete(blt timer callback t func);
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10.5 Demo

blt soft timer [f) Demo code 5% 8258 feature
TEST_USER_BLT_SOFT_TIMER.

int gpio_testO (void)
{
DBG_CHNO_TOGGLE; //gpio 0 toggle to see the effect

return 0;

int gpio_testl (void)
{
DBG_CHN1 TOGGLE; //gpio 1 toggle.to.see the effect

static u8 flg = 0;
flg = !'flg;
if (f19) {
return 7000;
}
else{

return 17000;

int gpio_test2 (void)
{
DBG_CHN2_TOGGLE; //gpio 2 toggle to see the effect

//timer<last for 5 second

if (clock time exceed (0, 5000000)) {
//return -1;
blt_soft_timer_delete(&gpio_test2);

return O;

int gpio_test3 (void)

{
//gpio 3 toggle to see the effect
DBG_CHN3_TOGGLE;

return O;
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}

CILGEee
blt_soft_timer_init();
blt_soft_timer_add(&gpio_test0, 23000);
blt_soft_timer_add(&gpio_test1, 7000);
blt_soft_timer_add(&gpio_test2, 13000);
blt_soft_timer_add(&gpio_test3, 27000);

ENX T 4NMMESS, X AN ERARS B R
1) gpio_test0 4 23ms toggle — XK.
2) gpio_testl {7 7ms/17ms PN [a] i) H) e B .
3) gpio_test2 /£ 55 5 H Ol $H.
RIS b Py b 7 2N AT LSRR A D e«
— 2 H blt_soft_timer_delete(&gpio_test2); —7& return -1,
4) gpio_test3 & 27ms toggle —{K.
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11 IR

11.1 PWM Driver

iH &% (8258 Datasheet) % 8 &= PWM [I/4H.

PWM Al TR IC B AR AT B, SN2 BB E AT A A RS2 . BAE %47
25 1] AP #5E XAE pwm.h ' CANFEEE ¢ SCF) , f# ] static inline function SKSZIH,
IXFER] AR ST AR, 4 code size.

11.1.1 PWM id R

8x5x FL 12 1 PWM, 435I PWMO ~ PWM5 I PWMO_N ~ PWM5_N.
WA e T 6 % PWM A:

typedef enum {
PWMO ID = O,
PWMI_ID,
PWM2_ID,
PWM3_ID,
PWM4_ID,
PWM5 ID,

}pwm_id;

B B A% E 6 H PWMO~PWMS, 754k 6 B PWMO_N~ PWMS5_N & X} ¥ PWM
FI R . Hehn PWMO_N AT PWMO i, 24 PWMO N &I PWMO_N A,
1M PWMO A1IRES PWMO_N A& BT LA R EAZE T PWMO, PWMO_N LRI E T o
[) L LA LBt —F

X 12 % PWM X8 IC 8 BN R BT :

PWMXx Pin PWMx_n Pin
PWMO | PA2/PC1/PC2/PD5 PWMO_N | PAO/PB3/PC4/PD5
PWM1 PA3/PC3 PWM1_N PC1/PD3
PWM2 PA4/PCA PWM2_N PD4

PWM3 PBO/PD2 PWM3_N PC5
PWM4 PB1/PB4 PWM4_N PCO/PC6
PWMS5 PB2/PB5 PWMS5_N PC7
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1 | void gpio_set_func(GPIO_PinTypeDef pin, GPIO_FuncTypeDef func) K% &
XN AE RIS PWM T RE

pin I 52 FRPWMIE X N iR GPIO;

funch e FEGPIO_FuncTypeDefiE 3L JAS_PWMO ~ AS_PWMS5_N, #R#E L
M52 H gpio S bR M pwm DI REXT RIERE . W N R

typedef enum({

AS_PWMO = 20,
AS PWMI1 = 21,
AS PWM2 = 22,
AS PWM3 = 23,
AS PWM4 = 24,
AS PWM5 = 25,

AS PWMO N = 26,
AS PWMI N = 27,
AS PWMZ2 N = 28,
AS PWM3 N = 29,
AS PWM4 N = 30,
AS PWM5 N = 31,
}GPIO FuncTypeDef;

Eban B PA2 12N PWMO SR A :
gpio_set_func(GPIO_PA2, AS PWMO);

11.1.2 PWM B84
i/ API void pwm_set clk(int system clock hz, int pwm_clk)ﬂ%ﬁi%i
PWM ] clock CHJ%Ef) o

system_clock_hz Y 4 () & Zilt Bh CLOCK_SYS_CLOCK_HZ (X% 4&fE
app_config.h H15E XA

pwm_clk NE X B clock, system_clock_hz —EZHEW pwm_clk B&F%, A
Be o A4S B X AN IEHR Y PWM clock.

R T ik PWM BTERERE, PWM clock 75228 8K, e REA GBI RGN 8,
HEFZ W E pwm_clk 24 CLOCK_SYS_CLOCK_Hz, HfI:

pwm_set_clk(CLOCK_SYS_CLOCK_HZ, CLOCK_SYS_CLOCK_HZ);

Eb i 4 /7 R GeBH 4 CLOCK_SYS_CLOCK_HZ Jy 16000000, kI & ) PWM
clock B &h Al R Gt B AHEE, N 16M.
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WA EL pWM BB N 8M, FIZWI R iRE, ANE RGP anfAE L
(CLOCK_SYS_CLOCK_HzZ >y 16000000, 24000000 E¥ 32000000) , PWM clock #R
=]
= 8M,

pwm_set_clk(CLOCK_SYS_CLOCK_HZ, 8000000);

11.1.3 PWM A (cycle) F1 52 H (duty)

PWM T LA BAAT S22 PWM {5510 (Signal Frame) .
fi & —> PWM Signal Frame 75 Z % & cycle fl cmp NS4,

void pwm_set cycle(pwm id id, unsigned short cycle_tick)ﬂa?iﬁﬁ
PWM cycle, H.47°8 PWM clock M4

void pwm_set cmp (pwm id id, unsigned short cmp tick) HT%E PWM
cmp, 47N PWM clock N4

N AP ARG BT FIAS APL A R —, AT LA R E I ROR
void pwm_set cycle and duty(pwm id id, unsigned short cycle tick,

unsigned short cmp tick)

AKX TF—4 PWM signal frame, 115 PWM & 25 LE(PWM duty):
PWM duty = PWM cmp/PWM cycle

A 24T pwm_set_cycle_and_duty(PWMO_ID, 5, 2)53 3| ) 45 5. . —> Signal
Frame f¥] cycle 4 5 4> PWM clock, = HSFRFTE]A 2 4 PWM clock, PWM duty A
40%.

PWM |
waveform 3

A
v
A
v

Signal Frame Signal Frame

11-1 PWM cycle & duty
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Xt PWMO ~ PWMS, B b2 B 2l iy BT, AR P iUR T . ansg
REER A PAERT AU, A3 LU LR 57

1) f#EFXE RN PWMO_N ~ PWMS5_N, F1 PWMO ~ PWM5 #H %2
2) {#i ] APl static inline void pwm_revert (pwm id id) 4 PWMO ~ PWMS5

BT B .

FL U4 HT Y pwm clock A 16MHz, 75 2% & PWM JE BN 1ms. 523 HEA 50%
] PWMO — frame J715N:

pwm_set_cycle(PWMO_ID, 16000)

pwm_set_cmp (PWMO_ID, 8000)

W

pwm_set_cycle_and_duty(PWMO_ID, 16000, 8000);

11.1.4 PWM EFEEUR

API void pwm_revert (pwn id id) H T2 PWMO ~ PWMS5 i TEHUR
APl void pwm_n_revert (pwm id id) F3-TKf PWMO_N ~PWM5_N JETEHUR »

11.1.5 PWM FF /3 F{E1E
TIPS AP T 8 FVEE 1k R — 2% PWM::

void pwm_start(pwm_id id) ;

void pwm_stop (pwm id id) ;

11.1.6 PWM FE R,

PWM 3t 5 Fifi=: Normal mode(t#X Continuous mode). Counting mode. IR
mode- IR FIFO mode F1 IR DMA FIFO mode. 1R X:

typedef enum{

PWM_NORMAL MODE = 0x00,
PWM_COUNT MODE = 0x01,
PWM IR MODE = 0x03,

PWM IR FIFO MODE = 0x07,
PWM IR DMA FIFO MODE = OxOF,

}pwm_mode;
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BWIE PWM T APL N

void pwm_set mode (pwm id id, pwm mode mode)

PWMO E. A Normal mode. Counting mode. IR mode- IR FIFO mode F IR DMA
FIFO mode FTA 1) 5 FidH=; 1fi PWM1 ~ PWMS #HH normal mode.

Wt 2dl, RAE PWMO B R normal mode 41 4 Pk =

PWM I FEAN UL T 2% (8258 Datasheet) 1) 8.5 5.

11.1.7 PWM k%L (pulse number)

APl void pwm set pulse num(pwm id id, unsigned short pulse num) H
TWEREM PWM HIEH Signal Frame /M4, X B “pulse” #1 Signal Frames J&
[ — P ME

Normal mode (Continuous mode) 4~3Z Signal Frame METIRR i1, AT LAE API
X Normal mode T X o RAHAR 4 MREERI mode A4 H AT BEFH 21X > API,

11.1.8 PWM F1 i1

AP —F Telink MCU H Hr i) — LB LA HE 2,

KT “status” & BRI RE e Z0E (Ek 2 R IishiE) P2 RS s hr, &
AT A HATAT R E , AE W “mask” 2 BT, R ZE R EishifE x4,
“status” WARENL ((H N 1) « — MBI X “status” 5 1 B#EAE AT PLIE BRIX A “status”

(EEE 0) -

8 SCHR T B A R N, RN EEAE W sh R AR e, B B AR TR
% PC Bk 3 irq_handler AT A SE AT,

IR user A B R BRI 2, 39 75 EEAAOR 1 11 A BT B BT “mask” A i 4T
Fo “mask”FIBER 21>, Z M “mask”’ Z A2 @5 "R R . RAXUHTH “mask”
ERETH 1, il “status” A il ok e &0 W 52, MCU Bk#% 2 irg_handler 23k
175 HEH—Amask” &% $TFF, H W7 “status” {177 A AR TC T2 fid 2w Wi 1o
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PWM driver H user RJ §E 75 2L H 2R i Frs (code 78304
register_8258.h 1) . FRULZ AR IR A LR, user AF R

#define reg pwm irg mask REG_ADDRS8 (0x7b0)

#define reg pwm irqg sta REG_ADDRS8 (0x7bl)

enum {
FLD IRQ PWMO PNUM = BIT (0),
FLD TRQ PWMO IR DMA FIFO DONE =  BIT(1),
FLD IRQ PWMO FRAME = BIT (2),
FLD IRQ PWMI1 FRAME = BIT (3),
FLD TRQ PWM2 FRAME = BIT (4),
FLD TRQ PWM3 FRAME = BIT (5),
FLD TRQ PWM4 FRAME = BIT (6),
FLD TRQ PWM5 FRAME = BIT(7),

}i

AR T 8 4>, TN core_7b0/7b1 [ BIT<0:7>. core_7b0 s&iX 4
8 MW A “mask”, core_7b1 72 8 N KT “status” .

¥ 8 Ml status” 43 A 3 K. S T BRI, % PWMO TAELE IR mode,
PWM Signal Frame [ 545 A 50%, B IR task % M Bk b4 pulse number
(BX Signal Frame number) 4 3.

IR task
(pulse number = 3)

IR task
(pulse number = 3)

Signal Frame Signal Frame Signal Frame Signal Frame Signal Frame Signal Frame

—

N N

IRQ_PWMO_FRAME IRQ_PWMO_FRAME

IRQ_PWMO_PNUM IRQ_PWMO_PNUM

11-2 PWM interrupt

1) #—22%: IRQ_PWMn_FRAME(n=0,1,2,3,4,5)
TR S I 6 A, AR —Fhi T, 4357 PWMO~PWMS /24,

WE TS, IRQ_PWMn_FRAME &4 PWM Signal Frame 45 W G #8272 4 1
thlr. PWM 5 Fi#EIC L, Signal Frame #4& PWM IR IE A AT . T DAAS
EWER PWM 230, IRQ_PWMn_FRAME #<x HH .
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2)

3)

%% IRQ_PWMO_PNUM

IRQ_PWMO_PNUM s&—4 Signal Frame (/M#{H APl pwm_set_pulse_num &
D) SRE AR W, EH R 3 A Signal Frame JEEAE—A
IRQ_PWMO_PNUM.

PWM [t] Counting mode. IR mode 2 F %] APl pwm_set_pulse_num. LA, K
H PWMO ] Counting mode. IR mode 4 274 IRQ_PWMO_PNUM .

% =2%. IRQ_PWMO_IR_DMA_FIFO_DONE

PWMO LAE7E IR DMA FIFO mode K, X4 DMA b FrA L B 47 1 PWM B 4
HRIRSEEE S, fili )% IRQ_PWMO_IR_DMA_FIFO_DONE.

T BTSSR U mask” (R B 4T TR, 4 2l ok IS, 6T PWM

Hilkr, L FLD_IRQ_PWMO_PNUM A, H 3 JZ“mask” 5 24T IF:

1)

2)

3)

FLD_IRQ_PWMO_PNUM HJ“mask”

Rl core_7b0 X M [ “mask”, FTFF 71N
reg_pwm_irq_mask |= FLD _IRQ_PWMO_PNUM;
—FRAEAT T mask Z HiISeiB e 2 AT H status, 57 15 A B 4% 1 fis K

reg_pwm_irq_sta = FLD_IRQ_PWMO_PNUM,;

MCU &G B PWM “mask”

R core_640 [] BIT<14>.

#define reg irq mask REG_ADDR32 (0x640)
enum {

FLD IRQ SW _PWM EN = BIT(14), //irg software | irg pwm
}i

I TN

reg_irg_mask |= FLD_IRQ_SW_PWM_EN;

MCU & T RENRL, Bl irg_enable().
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11.1.9 PWM phase

void pwm_set phase (pwm id id, unsigned short phase)
T WE PWM 46§ Y ZE B B[]
phase NIERTHS ], HLA7N PWM clock AN, — A TR LER), 54 0.

11.1.10 API for IR DMA FIFO mode

FTHA44 IR DMA FIFO mode % LA™ API. User 7] 454 SDK | PWM demo
code R,

4 bytes 2 bytes 2 bytes 2 bytes
DMA length wavetorm | waveform| —_om waveform
1 2 n
FIFO 1 FIFO 2 FIFO n

DMA FIFO buffer

%] 11-3 DMA FIFO buffer for IR DMA FIFO mode

i B AR, DMA FIFO buffer /& 7E Sram 52 XK —He#diE, #i 4byte DMA
length 72 FIFO (5 H byte %, Kl I DMA length = n*2,

FIFO HJE &N n, & FIFO 2 /> bytes A LA RE R —4 PWM I
(waveform) . 8x5x X fri K n N 256,

| THIf¥) DMA data buffer ZE205, PWM A8 {4 A5 e 242 W8 BF 1R I o PWM
waveform 1. waveform 2. waveform n iZE4E K i% H 2=,

RILEEAE PWM HEWE R, Il % 7 i IRQ_PWMO_IR_DMA_FIFO_DONE

11.1.10.1 DMA FIFO HEC &

/> DMAFIFO I, {# /] 2bytes (16 bits) KL E 1 PWM waveform. &~
I API 32 [A] 2 bytes ] DMA FIFO %4 .

unsigned short pwm config dma fifo waveform(int carrier en,

PwmOPulse SelectDef pulse, unsigned short pulse num);

1% APl 5 =/NS%: “carrier_en”. “pulse” fll“pulse_num”, Bt E HKH PWM
waveform ;& “pulse_num”“> PWM Signal Frame 45 .
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2% (8258 Datasheet) PWM waveform FJECE#520, BIT(15)85E 241l PWM
waveform [ZEAHAL Signal Frame %30, XN APl H1¥) “carrier_en”:

< “carrier_en” A 1 i, Signal Frame A & ik & A= R 5
<~ “carrier_en” A 0 i}, Signal Frame &4 0 £, =k TLRL.

“pulse_num” A4 PWM waveform ' Signal Frame {14 & .
“pulse” AT IEFEUN T PR 5E o
typedef enum({

PWMO _PULSE_NORMAL
PWMO_PULSE_SHADOW = BIT (14),

Il
o
~

}PwmOPulse SelectDef;

“pulse” ) PWMO_PULSE_NORMAL I, Signal Frame >k E API
pwm_set_cycle_and_duty FIECE ; “pulse”’y PWMO_PULSE_SHADOW I, Signal
Frame 2K PWM shadow mode [{JAC & .

PWM shadow mode #& A T ¥4 i1—2H Signal Frame Bt & , 114 IR DMA FIFO
mode ] PWM waveform FCE I INE 2 1R iGN, BLE APL AN, J5iEA01 API
pwm_set_cycle_and_duty 54—,

void pwm_set pwmO_shadow_cycle and duty (unsigned short cycle tick,

unsigned short cmp tick);

11.1.10.2 ¥ E DMA FIFO buffer

DMA FIFO buffer I & 52 )5, W H T APl itk buffer ey ik % & 2
DMA Rk,

void pwm set dma_address (void * pdat);

11.1.10.3 IR DMA FIFO mode H1FF )5 51& 1k
DMA FIFO buffer #E£ 12 J5, J8H N API JT 5 PWM waveform [ & 3%

void pwm _start dma_ ir sending (void);

DMA FIFO buffer I fii5 PWM waveform Ki%45 5, PWM #2305 1k,
SR T A S 2 AT F A0 1E 1 pwMm R, R TH API:

void pwm_ stop_dma_ ir sending(void) ;
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11.2 IR Demo

1527 SDK demo “8258_ble_remote” I IR ] code, ¥ app_config.h #1 1%
“REMOTE_IR_ENABLE”.

11.2.1 PWM R KR FE

IR 1)1 75 AR R E TR V)8 PWM % HE,  oF ) FR B ) f6) v ol ek T SR
tbikim, IREMBOR— A5 IR R

FR¥E A SCRY BLE HE879XF Link Layer B F A48, Link Layer i T RG Wik
ALFE brx event (T SDK L4244 adv event i E main_loop A, A 5
KRG PWIIETED o a5 IR AN He PWM Far H B[] s PR RISKRES, brx event
RISk T, XA i< 5 Mcu I E], BT RSS2 pwM Fi B )
Pert (AR AE IR, IR R AR .

BT LA IR ANBEA# B PWM Normal mode.

Telink _F—4% 826x %] BLE SDK _I-, {#/H PWM IR mode JK5EZHL IR, user B] DA
Z:#:826x BLE SDK handbook” {1 /+48 «

PWM IR mode F{J5Ff 42 826x IR mode H % Y #F 2 /™ IR fifo (I TAF £, a0k
H I PWM Signal Frame B [8]4E% %5 CEE irq_handler HL[H BLE HH W Ab £ B[] 56
%) I, mrEE I PWM waveform # ZERT H1E . FTLA IR mode WAFAE H &5 A X
6 o

IR DMA FIFO mode #& 8x5x b #iif 1Bzl (826x R%1 IC ACHFFIXFIEAD o
IR DMA FIFO mode HH T-17fif FIFO AJ LU X AE Sram L, {§i5 FIFO 4 E 2 & 42
=, ] DU AU o BRI IR ) PWM IR mode PSR

IR DMA FIFO mode 7] L2 K £ 2H PWM waveform f74i%7E Sram |, —HJ3
3] DMA AT B2, XFERP AT DL 24 B B A B g ], ] BARY
1R R 4 B 22 A v [ e e B2 3 20 PWM waveform 5 4E1R o

BT HA PWMO E A IR DMA FIFO mode, IR {52 HL K feim it PWMO SESZIE,
T F BT IR A945 1] GPIO UL PWMO (B PWMO_n) X137 15 A
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11.2.2 Demo IR ¥}

SDK _I= demo IR #an ~ B AT 7S

| | |

: 110 uS : 110 S i

| | '

__J / Data /
Start Repeat Repeat
9ms 560uS 560uS 9ms
4. bms 560uS 1690uS
' ; |
Logical : “q» 2250uS
Start : “gr | Logical "I : Repeat
Data
Red : Start
Data format: Address + Addrss + Command + Command Blue: Data

Green : Repeat

11-4 demo IR T

11.2.3 IR B ¥t

B FEEIT RN, H3E demo IR BIPHY, 454 IR DMA FIFO mode F45
B, BAVER] T EZRE IR B .

IR DMA FIFO mode — /™58 B 114155 %€ SN FifoTask. 56141 SDK demo H1%] IR
repeat 15 5 HJ AL ¥ K FH “add repeat one by one GENNININ repeat) ”H) /7 A4,
BRI A2 € LN 1.

#define ADD REPEAT ONE BY ONE 1
FifoTask_data] FifoTask_idle FifoTask_repeat FifoTask_repeat
110 mS 110 mS 110 mS
«~— T _data —!~—— 110mS - T_data
data repeat repeat repeat
IR dlrna fifo done 1R d_ma fifo done IR dma fifo done IR dma fifo done
IR start interrupt interrupt interrupt interrupt
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1)

2)

3)

4)

1)

2)

\‘*\Ei£?Ta5k data FifoTask_idle_repeat#*n FifoTask repeat#n
~— 1lmS —— =~ 110 mS *n 110 mS * n
) - Y e e
© © ©
data g ...... g 8 oooooo 8 8
[ () [ () [
& & o & o
............
/’ 1 2,3... n 1 2,3... n

IR start

11-5 IR timing 1
PR N ik IR RIEHIRIE, K IR 9750 B & _E 1 FifoTaske

IR start )i, 1&1T FifoTask_data, RIEHRCHHE. FifoTask_data HFEERS[A] A
T data, HTEIEHAMEME, T _data A AHiE . FifoTask data £5 W 5, fil
% 1§ IRQ_PWMO_IR_DMA_FIFO_DONE.

7F IRQ_PWMO_IR_DMA_FIFO_DONE H Wik % B, JF/5 FifoTask_idle, XANBh
RIS S, WHEN 110ms —T_data. FifoTask_idle f#EHI = XN T
&1 26 1 1 FifoTask_repeat I [8] &5 IE 477 IR start J5 /) 110mS. FifoTask_idle
S5 )5, filsk J i IRQ_PWMO_IR_DMA_FIFO_DONE.

7£ IRQ_PWMO_IR_DMA_FIFO_DONE Wk £ B, 7T J5 28 1 4> FifoTask_repeat.
B/ FifoTask_repeat HIFFEEIS (A HKIE 110mS, A HO NI
IRQ_PWMO_IR_DMA_FIFO_DONE 7 K £ 4% ZL 45 N T — > FifoTask_repeat,
WA LLIE ] IR repeat 155 MIRRSE K%

IR stop MRS IE] SR AIIE ), HURT128E release IR TE] . N JZ 16 31 42
¥ release J& , fEMfi{R FifoTask_data 1EAf5E A RTEE T, Fah{5 1k IR DMA FIFO
mode B AT Z5 5 IR ) K%

xof LTI s AT — 2 . TRAL B R0 A

T FifoTask_repeat & [i 52 FrJHS 52, 10 IR DMA FIFO mode 7' Dma fifo (& Lt
BR, AILLEZ ™ 110mS | FifoTask_repeat &4 1 /™ FifoTask_repeat*n, iX
FERT LS D 8 kb3 IRQ_PWMO_IR_DMA_FIFO_DONE k%, *%FN Demo
1% “ADD_REPEAT_ONE_BY_ONE” 4 0 ffJ 4L 2, HEA Demo f# H T 5 /™ IR repeat
signal & i.—> FifoTask_repeat*5. User A LLAR 4G Dma Fifo 1S ML, 4k
it

DR 1 Ak Feati b, %% FifoTask_ilde A% —) FifoTask_repeat*n & —itC,
ZH 1Y, FifoTask_idle_repeat*n.

PRI B IR B Py 2 T B T

IR dma fifo done IR dma fifo done IR dma fifo done
interrupt interrupt interrupt
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11-6 IR timing 2

MRYE L IR I P icit, BAFRAE XA code:

IR start I/ I FH ir_nec_send X%, JF)3 FifoTask_data, J&[Hi 40 H 245
#ill. FifoTask_data 45 WA H KT B, JF )5 FifoTask_idle. FifoTask_idle 25 JfA 187 HL,
& FifoTask_repeat. fEFZ}15 1k IR DMA FIFO mode Z fiij, FifoTask_repeat ZE4E
#l‘//fj;o

void ir nec_send(u8 addrl, u8 addr2, u8 cmd)
{
//Add FifoTask data to Dma
ir send ctrl.is sending = IR _SENDING DATA;
ir send ctrl.sending start time = clock time();

pwm start dma ir sending();

void rc_ir irq prc(void)
{
if (reg pwm irqg sta & FLD IRQ PWMO IR DMA FIFO DONE)
{
reg pwm irqg sta = FLD IRQ PWMO IR DMA FIFO DONE;

if (ir_send ctrl.repeat enable) {

if (ir send ctrl.is sending == IR SENDING DATA) {
ir send ctrl.is sending = IR _SENDING REPEAT;
//Add [EFifoTask idle repeat*n to Dma
pwm_start dma ir sending();

}

else if (ir send ctrl.is sending == IR SENDING REPEAT) {
//Add FifoTask repeat*n to Dma

pwm_start dma ir sending();

}
else(

ir send release();

AN-19011501-C5 294 Verl.4.0



/TELINIG

®'SEMICONDUCTOR, Z&V% Kite BLE SDK JF K 1EF

11.2.4 IR ¥JiE4L
11.2.4.1rc_ir_init

IR WG4 RN T, user i5 2% SDK I code.

void rc_ir init(void)

IREIVIIEA A T B user initilialization B BEAT, 112 7EIRTEEE Ml A B, #4240
T
if(!ir hw initialed) {
ir hw initialed = 1;

rc ir init();

A deepsleep retention model’J#£7E, MCUT] fEHH L% 5 Mdeepsleep
retention wake_up P15, TIRMEE FH AR ES,  HOE IRT i A2 I 4 91451k
AT LA Rk D re_ir_initB AT BB

IRIIFIGE A 53 PR AP A
< X register ) 1% E  (UWpwm_set_mode) , %E{Kdeepsleep retention

wake_up )5 W ATE TR E .

< ZRESramP A EIWIG1L (Awaveform logic 0 1st) . X AR U AR
“data/bss” Bt I, WZIERIRARE BT E; WHA{E retention_data” Bt |, HE %
BT LA
SDK demo I B ixX S8 45 & 7 “data/bss” Bt I 1, FT A FE B IR AL B HT L &
UserfEMIHFEALALET, W] PLARPESram retention area )i FIH I, € 2 T
‘BT 3] “retention_data” X .

A Erir_hw_initialed W 20U 7E “data/bss” Bt , NEELLE “retention_data” ., LA
fR%E X deepsleep retention wake_up J&5 #BE HHT AT re_ir_init BRI,

11.2.4.2 IR FE4ECE
Demo codefll .,

pwm n revert (PWMO ID);

gpio_set func(GPIO PB3, AS PWMO N);

pwm_set mode (PWMO_ID, PWM IR DMA FIFO MODE) ;

pwm_set_phase (PWMO_ID, 0); //no phase at pwm beginning

pwm_set cycle and duty(PWMO ID, PWM CARRIER CYCLE TICK,
PWM_CARRIER HIGH TICK );
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pwm_set dma address (&T dmaData buf);
reg irg mask |= FLD IRQ SW _PWM EN;
reg pwm irq sta = FLD IRQ PWMO IR DMA FIFO DONE;

HA PWMO 3Z#F ID DMA FIFO mode, FTLLi%EH PB3 XMW PWMO_N RS2 .

Demo IR B BAZ Ty 38K, AN 26.3us, sty 1/3. ] API
pwm_set_cycle and_duty FCE AHAM 525t 7E Demo IR 1, WA HILZFA
[F) B BT O, 1X A 38K HIEI AL LU 2 A FifoTask FIFCE . Fr LA 2
i F PWM shadow i,

DMA FIFO buffer 4 T _dmabData bufo
FTH Z G H W mask “FLD_IRQ_SW_PWM_EN”
TE TP IR & “FLD_IRQ_PWMO_IR_DMA_FIFO_DONE”,

11.2.4.3 IR R EXIIH1L

%F M. SDK demo EP’}E% waveform_start_bit_1st. waveform_start_bit_2nd %5.
i RPN, FEREH FifoTask_data. FifoTask_repeat.

Start {5 5 /& 9mS HIE (5 5 +4.5ms TS S, XTRIFF T DMA FIFO %
ﬁ%ﬁﬁ@ﬂ%ﬁﬂ%ﬁﬁ pwm_conflg_dma_flfo_waveforn1J<ﬂﬂﬁﬂ1::

//start bit, 9000 us carrier, 4500 us low
waveform start bit 1st = pwm config dma fifo waveform(l,

PWMO PULSE NORMAL, 9000 * CLOCK SYS CLOCK 1US/PWM CARRIER CYCLE TICK);
waveform start bit 2nd = pwm config dma fifo waveform(O,

PWMO PULSE NORMAL, 4500 * CLOCK SYS CLOCK 1US/PWM CARRIER CYCLE TICK);

ul6e waveform stop bit 2nd;

R RIFER L, W LAS 3 stop /55 repeat {55 . data @4H“1"{5 5. data
ZHE0fE TN E .

11.2.5 FifoTask AL E
11.2.5.1FifoTask_data

P demo IR BT, IR K IE—4 emd (Ebll 7) , 45K start 55 (9ms
HI(E 5 +4.5ms LEHIES), RJG & address+ ~address+ cmd + ~cmd . SDK Demo
code T FRATEL address “N 0x88.

9% ~emd B G — bit I, logical “0” 5%, logical “1” {15 T #F & — B I &k
BAE 5. WR~emd FIHIAFAEMEE, BfoaTas I —A . BT
A HIE A FAE NI 5, AFIE &G —A bit FIJLEIEAE T 1A 2 560us &2
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1690us, FECLIEHMNIXE—1 logical “0”ik /2 logical “1” .

AT FRPGXA AR, FRATLE Data 5 5 R E LI IN—> stop 55, stop 55

MR R : 560uS B AE 5 +500uS TLHIEAE T
R4 FTH A, FifoTask_data £ 253K 3 #4)
1. startf£5: 9ms K5 5+4.5ms LHIE S
2. data{55: address+~address+ cmd + ~cmd

3. stopfE'5: HE XM 560uS (S 5 +500us LK E 5

RIELLE 3 B{E5, . HE Dma Fifo buffer |53l IR [F) %1%, code &l F:

//// set waveform input in sequence //////

T dmaData buf.data num = 0;

//waveform for start bit

T dmaData buf.data[T dmaData buf.data num ++]=waveform start bit 1lst;

T dmaData buf.data[T dmaData buf.data num ++]= waveform start bit 2nd;

//add data

u32 data = (~cmd)<<24

for (int i=0;1<32;i++) {
if (data & BIT (1)) {

//waveform for logic 1

addr2<<8 addrl;

cmd<<16 \

T dmaData buf.data[T dmaData buf.data num ++] =
waveform logic 1 1st;
T dmaData buf.data[T dmaData buf.data num ++] =
waveform logic 1 2nd;
}
else/
//waveform for logic O
T dmaData buf.data[T dmaData buf.data num ++] =
waveform logic 0 1st;

T dmaData buf.data[T dmaData buf.data num ++] =

waveform logic 0 2nd;

//waveform for stop bit

T dmaData buf.data[T dmaData buf.data num ++]

waveform stop bit 1st;

T dmaData buf.data[T dmaData buf.data num ++] = waveform stop bit 2nd;

T dmaData buf.dma len = T dmaData buf.data num * 2;
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pwm_start dma ir sending();

11.2.5.2 FifoTask_idle

22 R WP Eit, FifoTask idle HFFZERS [A] 110mS — T_data. FifoTask_data
AR/ LIRS RLIR

ir send ctrl.sending start time = clock time();

HB-41E FifoTask_data 25 A fil A (1) B B, 115 FifoTask_idle [ 7B (8]

110mS — (clock_time() - ir_send_ctrl.sending_start_time)

T W.codellll | :

u32 tick 2 repeat sysClockTimerlo6M = 110*CLOCK 16M SYS TIMER CLK 1MS -
(clock time() - ir send ctrl.sending start time);
u32 tick 2 repeat sysTimer =

(tick 2 repeat sysClockTimerloM*CLOCK SYS CLOCK 1US>>4) ;

TX B T R A IR TR) ST (A B (e A 22 AR SR IR AR KA G T
A THI S ) System Timer S 2 [ 52 1) 16M . 1l PWM clock fSR A2 system
clock, TFEH Y system clock I NIE 16M (24M. 32M) BHEITE DL

FifoTask_idle A~ &% PWM waveform, HA] LI\ NE— BHAERIELHIKES .
% API pwm_config_dma_fifo_waveform H 25 —/NS4{ carrier_en Bt & A 0 B nJ 5L
/8

waveform wait to repeat = pwm config dma fifo waveform(O,

PWMO_ PULSE NORMAL, tick 2 repeat sysTimer/PWM CARRIER CYCLE TICK);

11.2.5.3 FifoTask_repeat
HRHE demo IR ML, repeat 15 5 HIALEAE 9mS FIEI S 5 +2.25mS Tk
G5,

KALLTF FifoTask_data HIACHE, 75 EAE repeat (55 B E Lil—/NEEHPE
SYE NS AINbRE, I E]54 560uS.

HH IR B PR AL,  repeat {5 5 ERFFEEHT (A0 110mS, H4 560uS ik
55 Ja NI EIEAE 5 L) (A
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110mS —9mS — 2.25mS — 560uS =99190uS
—NEHEH repeat 15 5 HIECE W T code fis:

//repeat signal first part, 9000 us carrier, 2250 us low
waveform repeat lst = pwm config dma fifo waveform(l,

PWMO PULSE _NORMAL, 9000 * CLOCK SYS CLOCK 1US/PWM_CARRIER CYCLE TICK) ;
waveform repeat 2nd = pwm config dma fifo waveform(O,

PWMO_PULSE_NORMAL, 2250 * CLOCK SYS CLOCK_1US/PWM_CARRIER CYCLE TICK) ;

//repeat signal second part, 560 us carrier, 99190 us low
waveform repeat 3rd = pwm config dma fifo waveform(l,

PWMO PULSE NORMAL, 560 * CLOCK SYS CLOCK 1US/PWM CARRIER CYCLE TICK) ;
waveform repeat 4th = pwm config dma fifo waveform(O,

PWMO PULSE NORMAL, 99190 *

CLOCK _SYS CLOCK 1US/PWM_CARRIER CYCLE TICK);

T dmaData buf.data[T dmaData buf.data num ++

[ = waveform repeat 1st;
T dmaData buf.datal

[

[

T dmaData buf.data num ++] = waveform repeat 2nd;
T dmaData buf.data[T dmaData buf.data num ++] = waveform repeat 3rd;

T dmaData buf.data[T dmaData buf.data num ++] = waveform repeat 4th;

11.2.5.4 FifoTask_repeat*n & FifoTask_idle_repeat*n

DL FifoTask_idle. FifoTask_repeat LM, 7E Dma Fifo buffer I fij &[S fnEf
A SEH FifoTask_repeat*n Al FifoTask_idle_repeat*n.

11.2.6 NLH ZHIHT IR busy
user 7E N FH JZ 18I AR 5 ir_send_ctrl.is_sending” K H W1 411 IR A& 575 K%L
PEEK repeat 155

W A7~ A demo code THFEE FEHX) IR 275 busy HIHIKT. 24 IR busy i,
MCU AN RE it suspend.

if( ir send ctrl.is sending)
{
bls pm setSuspendMask (SUSPEND DISABLE) ;
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12 HAbAEdR

12.124M GRS B

Z2 FEH ) 24M SARILEC A 1AL B €19/C20.

SDK ERAf# FH 8x5x I HEHELZE (Bl ana_8a<5:0>%) W cap) 1EN 24M ERIRH]
VCHC HELZS, LRI €19/C20 ANFMEBEHAS . %7 R E: 7E Telink 16 B F
AT DA R T A, (A &N P2 A AT AR B et

Crystal

—: C19 C20 ——:¢
NC NC
'|| Y1 1

DAMHz-12pF-+/- 20p§

-
-

TL XC1

K 12-1 24M SR HL K

m%%%@%%%%%%%%%MMm%%@m%ﬁmwmmhﬁﬁﬁx
M) X BELE main BREUTAE LT (— 8 ZALE cpu_wakeup_init BRELZ R 8 H T
AP| BIH]

static inline void blc_app_ setExternalCrystalCapEnable (u8 en)
{

blt miscParam.ext cap en = en;

HREAE cpu_wakeup_init Z HT A 1Z API, SDK < HBIAHE A R E, W1
RPN FUCHC A . AP RBUT W F(E S
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12.2 32k B SRR LR

SDK ZRiAf# A MCU PN 32kRC #1R3% LIS, TIFK 32k RCo 32k RC iR 2 L%
K, FrlhX}T suspend B3 deep retention B [HIEAC I, FEB [l AR 14 2> 22
—2&, H AT 32k RC BRI\ S B KA BRI 3s (YT SDK AR 32k iy
PR T FIRERR ), — EUEEREIXANESTE], ble_timing 2 HUHE, i SUSCED S TR) 4
ANHERG, 55 BIR A retry, ThEERG K, FLZ R ILKE.

GRS P G B S BRI A E S T AE, AR TRE RS 0 1 IR v i 5 4
By, AFLAGE SR SNES 32k @A, fAIFK 32k Pad, H R SDK SCH#FiZARE .

P R & EAE main MEUF IR (—EZALE cpu_wakeup_init B 7D
WA P AP —A:

void blc_pm select internal 32k crystal (void);

void blc_pm select external 32k crystal (void);

fthATT 43 2 3% ¢ 32k RC AT 32k Pad ] API, SDK ERiA 1 FH
blc_pm_select_internal_32k_crystal i&6#% (] 32k RC, UK 7 EAEH 32k Pad, F43H:
Al blc_pm_select_external_32k_crystal Bl ],

123 PA

W T S RF PA HUiE, 152 % drivers/8258/rf_pa.c Al rf_pa.h.
BT NI, BIARKMAR.

#ifndef PA ENABLE
#define PA ENABLE 0

#endif

ERGYIIR LRI %, AT PA HIBTAEAL .

void rf pa init(void);

SIS, ZAIEIL B, K PA_TXEN_PIN F1 PA_RXEN_PIN %A GPIO
WA, PIIEIRA AT 0. 75 user € 3L TX F1 RX PA X} 5[] GPIO:

#ifndef PA TXEN PIN
#define PA TXEN PIN GPIO_PB2
#endif

#ifndef PA RXEN PIN
#define PA RXEN PIN GPIO PB3

#endif
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40 Fvoid app_rf_pa_handler(int type)iyE M APARI I ALFE R £, S 1% R
B, SEBRE A T RH3FIPAIRES: PAX. JFTX PA. JFRX PA.

#define PA TYPE OFF 0
#define PA TYPE TX ON
#define PA TYPE RX ON 2

User R 75 Z1f H 1 ) rf_pa_init, app_rf_pa_handlergl iy Mt 21 )2 1 71,
BLETE & MURA S, #i<x H 3N Happ_rf_pa_handlerf{j &b 2

12.4 PhyTest

PhyTest B[} PHY test, *&f§XJ BLE controller RF 4 A& I o

V£ 152 8 (Core_v5.0) (Vol 2/Part E/7.8.28~7.8.30)#1 {Core_v5.0) (Vol 6/Part
F “Direct Test Mode” ).

12.4.1 PhyTest API

PhyTest FIYRASHY I 3ELE library SO, $RALFHOC APL At user i HH, 1H5Z&%
stack/ble/phy/ble_test.h /4,

void blc_phy initPhyTest module (void) ;

ble sts t blc _phy setPhyTestEnable (u8 en);
bool blc_phy isPhyTestEnable (void) ;

//user for PhyTest 2 wire uart mode

int phy test 2 wire rx from uart (void);

int phy test 2 wire tx to_uart (void);

VIUEAL %, 1 blc_phy_initPhyTest_module ¥4 PhyTest #5 B4 & 1,

N Efh & PhyTest J&, W blc_phy_setPhyTestEnable(1) )& PhyTest 5.
SDK demo “8258_feature_test” P aA Ak it BLHEfih & phytest JT46;

SDK demo “8258 ble remote” 11X & | — MM ALk, RAHAF % FIX
At A st N PhyTest i3,

PhyTest s& —/MEFE IR, FIIES A BLE IRE& B 5, — Hi#E N PhyTest
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B, RRAERACA T 1. FrPAISAT IR BLE THREM A REfif K PhyTest.

PhyTest 45 W )5, B4 EH2 8 b, 224 A blc_phy_setPhyTestEnable (0),
I MCU 2= E ) reboot.

i H blc_phy_isPhyTestEnable Wi 4 i PhyTest /& f ffi &k 1, 7T LAE A
i A 2 APL SR SZIURIHFEE B, PhyTest B U RESE AR INHE

24 PhyTest 1 ] uart PiZkAz (PHYTEST_MODE_THROUGH_2_WIRE_UART)
W, WA I A an N B

blc_register_hci_handler ( phy_test 2 wire_rx_from_uart,
phy test 2 wire_tx_to_uart);

phy_test_2_wire_rx_from_uart SZIL_EAZHL T A B ecmd FIEST FIHAT,
phy_test_2_wire_tx_to_uart SEIKEAH B (1) 45 S ANEOE [ imi4s E AL,

12.4.2 PhyTest demo
12.4.2.1 Demol: 8258 feature_test

SDK demo “8258_feature_test” [ app_config.h A, WA E SN
“TEST_BLE_PHY”, W1 FHTs:

#define FEATURE TEST MODE TEST BLE PHY

HRAE YD ERE AN i A% A ANFD, - PhyTest AT 70 9 =il sl, anF

FR, ”PHYTEST_MODE_DISABLE"%% PhyTest 2%

#ifndef PHYTEST_MODE_DISABLE

#define PHYTEST MODE_DISABLE 0
#endif

#ifndef PHYTEST MODE_THROUGH 2 WIRE_UART
#define PHYTEST MODE_THROUGH 2 WIRE_UART 1
#endif

#ifndef PHYTEST MODE_OVER HCI WITH USB

#define PHYTEST MODE_OVER HCI WITH USB 2
#endif

#ifndef PHYTEST MODE OVER HCI WITH UART

#define PHYTEST MODE OVER HCI WITH UART 3
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#endif

HEFE PhyTest AR 2 -

#if (FEATURE TEST MODE == TEST BLE PHY)

#define BLE_ PHYTEST MODE PHYTEST MODE THROUGH 2 WIRE UART
#fendif
R 5E XN uart PHZRAE

#define BLE_PHYTEST_ MODE  PHYTEST MODE_THROUGH_2_ WIRE_UART

R 8 SOA HC B UART #2100 (442 138 42 uart) phytest:
#define BLE_PHYTEST MODE  PHYTEST MODE_OVER_HCI_WITH_UART

HCI A5 5 USB %111, BB AN .

DL F e X, 9WiF 8258 feature_test 25K IT1 bin X4 B MR AT LLE L o
user IJ A 5L — T code MISZHL, IR DTHIEH .

12.4.2.2Demo2: 8258 ble_remote

SDK demo “8258_ble_remote” ] app_config.h 41, “BLE pHYTEST MODE”ERIA
N” pHYTEST MODE DISABLE”, I PhyTest AHOCARILHE BRifl, THREAARL.

#define BLE_PHYTEST_MODE PHYTEST_MODE_DISABLE

R B SO A BB 2 N Y PhyTest Dhag, & FNAE 0N vart PR 2R
F1 PhyTest:
#define BLE_PHYTEST MODE  PHYTEST _MODE_THROUGH_2_ WIRE_UART

R 8 OIS B 28 N ) PhyTest ThAE, @ BMRAE RN Ho B
B4 OB & vart) -

#define BLE_PHYTEST MODE  PHYTEST_MODE_OVER_HCI_WITH_UART

R DL e X, 2wk 8258 ble_remote A= %1 bin SCAF BRI ] PLE I .
user AJHfF 57— 1 code MJSZEN, EHRAHIH TDIIMEH .
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12.4.2.3 PhyTest 4%

Wik PhyTest Joyidid, mIHERT S ECH rf packet preamble [FIH BE RN L
o IR A
X rf packet preamble HJ1f%E, 5 core_402 &7 esBli ], 8258 feature_test
demo B 0] ULFE BIWI4GAL (I B X rf packet preamble #E47 1 {75
blc_phy_initPhyTest_module();

blc_phy_setPhyTestEnable( BLC_PHYTEST_ENABLE );
blc_phy_preamble_length_set(11);

8258_ble_remote H7EF-Bhfilik PhyTest J5 4 1% rf packet preamble.

void app_phytest_init(void)

{
blc_phy_initPhyTest_module();

blc_phy_preamble_length_set(11);

R PR T 2, ZELL L demo HUAHNA B, BHEWE AT W
KPSy B PR B, TR ana_ac BELFEIRAAE .

12.5 EMI

12.5.1 EMI Test

EMI Test ZEMRIT, FFEWA ridrv AHICHIEE O, AT rf_drv_init(). X464
VEFE AR E 25 2 library H, 7E rf_drv.h FR]CLE 2 API FHH .

EMI Test A5 PUFHIMEAAE . carrier only #R2 (HLEREARIL) + continue FE
G EAEIRR ROEE, ELRIE)  RXE, =Fh TX burst 0 (ki
AR payload KBIAED o 407F & L fiR:
Struct test list sate list[] = {
{0x01,emicarrieronly}, // A
{0x02,emi con prbs9}, //tx continue mode
{0x03,emirx}, //rx mode
{0x04,emitxprbs9}, //tx burst
{0x05, emitx55}, //tx burst
{0x06,emitx0f}, //tx burst

i
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12.5.1.1Emi ¥JiEfLiE

1) FEREAT EMIIECHET, EETHRZESRA of_drv_init() & ECR 56 B rf H12614 -
void rf_drv_init (RF_ModeTypeDef rf_mode);

HPSH rf_mode FH KRGS rf 130, {HZ1E 8258 ble SDK H ¥ H 37 #F
RF_MODE_BLE_1M.

2) WHEE rf?‘ﬂﬁﬁﬁc)ﬁ, i i app_emi_init()BR &L, XK B VI EAIAL
BEOamg.
write reg32(0x408,0x29417671 );//rf access code
write reg8(0x840005,tx cnt);//tx cnt HILHEM O
write reg8(0x840006,run);//run 4 L1: FFUAMAI, 0. 45 A0ll(T
write reg8(0x840007,cmd now);//cmd: Ml E
write reg8(0x840008,power level);//power level: Kikpower#Jififh
write reg8(0x840009,chn);//chn: RF channel ¥JUfifk
write reg8(0x84000a,mode);//mode: RF X #IUi1t,
//#EBLE (SDKHE A X FFBLE 1MBER
write reg8(0x840004,0); // 4bytes RSSIZII-FIMEVILL A0
write reg32(0x84000c,0); // 4bytes rx packet GilHZIINEILH N0

3) 7 main_loop T H app_rf_emi_test_start(), FHRE IR .

12.5.1.2 Power level (ZHZ) F Channel (Jiim)
LEMRRS, AT LB AL E f power level FI rf channel SR B & LI THER DL K
KALI channel.

RF Power: F] LLHR4E RF_PowerTypeDef rf_power_Level_list[60] 15 & AN ] )
power {H .

RF Channel: % & FIMR{EEET (2400+chn) MHz.
(0<chn=<:100)

Hrr, % H powerlevel i, FEFEE—T, HAHINRLISZERMEVIE,
AR AT B AN R B R 2 DG e fEL % Hh ) power A 2257 o FH P vl LAE I 1
FIRTH T 2 A B EOR LB power BEH :

1. static void rf set power level index singletone (RF_PowerTypeDef

level); //H#Ep FAES KA AT Power level
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2. void rf set power level index (RF_PowerTypeDef level);//tx burst
1ﬁftTWHﬁ5power level X H

H A ZH level 1% IEMZEIY RF_PowerTypeDef % B E1A] .

W HE chn B}, chn JE[#E N 0~100. EhanH 7 AH 1% B 2405MHz ) channel, #%
chn W& N 5 BIRT. AP AT DL R an R R 2

void rf set channel (signed char chn, unsigned short set);

Hr, Z% chn 7] 38 RF_channel &, % set XE N O.

12.5.1.3 Emi Carrier Only (EREI)

Carrier Bz N EMI Test ML RIERE, P B H emicarrieronly ()
PRECEP R, EFRHEWRE.

void emicarrieronly (RF ModeTypeDef rf mode, RF PowerTypeDef

pwr,signed char rf chn)

Hr, Z%(rf_mode N rrF MoDE BLE 1M, ZE( pwr FIZEL rf_chn 4% AT T
IR B IR BRI .

12.5.1.4 emi_con_prbs9

continue XN EMI Test 23k b7 3% 2L U il B0 Ak i =X, Hdh ik B
R rf continue mode loop O BRECKHEHr, LLMRORUESME FEdE -2 —
RYNEHLEL

M P EFEZH eni con proso () BRELEITTHEAN continue B3, TLHRHE X
#Ho

%Eﬁiﬁiconﬁnueiﬁiiﬁ$f, emi con prbs9 ()E@iﬁé?ﬂ%ﬁﬁ
rf emi tx continue setup () BRECKSEM continue B &, W rf_mode.
power level. chn 25, &AM r£ continue mode loop () BRI HUR S Bk i
Bl o

void emi con prbs9 (RF _ModeTypeDef rf mode,RF PowerTypeDef

pwr,signed char rf chn)

Hrf, 2% rf_mode. power level F1Z% rf chn ZIEFTH KN HKE BRI,
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12.5.1.5 Emi TX Burst

Tx Burst BN ] DUAIE = AR 1 d 2:  PRBS9 packet payload.
00001111b packet payload. 10101010b packet payload. F /" A LLiE cmd SRk £
ANE] TX AR

P B8 H emitxprbs9 (). emitx55 (). emitx0f () FHH—ARERIATHEA
TX Burst 3, TFHEBHE.

void emitxprbs9 (RF _ModeTypeDef rf mode,RF PowerTypeDef pwr,signed

char rf chn);

void emitx55 (RF_ModeTypeDef rf mode,RF PowerTypeDef pwr,signed char

rf chn);

void emitx0f (RF_ModeTypeDef rf mode, RF PowerTypeDef pwr,signed char

rf chn);

Hdr, 2% rf_mode. power level F1Z3 f_chn S8 B4k & BRI,

emitxprbs9()\emitx55()\emitx0f()@@%ﬁ%ﬁé?ﬂ%fﬂ rf emi tx brust setup
PRECRTE L tx burst VUG ICE, W X WAL Z G, 456
rf_emi_tx_brust_loop()Eﬁiﬁﬂéﬁmjijifgy Elliﬁi%fpaWoad Vﬂ2§o

void rf emi tx brust setup (RF _ModeTypeDef rf mode,unsigned char

power level,signed char rf chn,unsigned char pkt type)

Hr, Z%f_ mode. power level F1Z%{ rf chn ZHEZ BTN B BRI,
ZH pkt_type 0 N & fL payload "N PRBS9, 1 J4 00001111b, 2y 10101010b.

12.5.1.6 EMI RX

i# i emirx()i#E N rx mode, £E main_loop()F A A rf_emi_rx_loop()2K#2 1
RX /& S UCEIBHE, FRXTUCRI A RX HdiE #E4T B A1 RSSI St it

void emirx (RF ModeTypeDef rf mode,RF PowerTypeDef pwr,signed char
rf chn) ;

void rf emi rx loop(void);

Hrp, S48 rf_mdoe. pwr FIZEL rf_chn S8 HINFoREEIT]
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12.5.1.7 EHEESH B E
Run:
0 Default 1 Start test
Cmd:
1 CarrierOnly 2 ContinuePRBS9 | 3 RX
4 TXBurst(PRBS9) | 5 TXBurst(0x55) | 6 TXBurst(0xO0f)

Power . channel Fifi L&A/,

Mode:

0 Reserve 1 Ble_1M

XS HERIN EHRE N (mode=1; power=0; channel=2; cmd=1) , BRI
ble_1M 3. 2402MHz T LA 10.4dbm 1) A& 5 T2 A 5 83800
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12.5.2 EMI Test Tool

AT MR, F P AT LLASE S EMI Test Tool T H 34T EMI MR, T B 5 an

NEPIR:

{) EMI_TEST_vL5

8258.ini

RF PM

Setting:
2402
10.5dbm
BLE_2M
Carrier:

Carrier
TX: Unlimited

PRBS9

RxTest

Read Rx_Cnt

- SWIRE SWB 5P
T Rx
= .
Set_Channel PA Set Gpio
Log_Window:
Set_Power B
Set RF Mode
CarrierData Hop
0x55 Ox0f
ReadRssi

& 12-2 EMI test tool

Pthe RS

AN-19011501-C5

{J) EMI_TEST_v1.5

8258.ini ENE
8258.ini
8266.ini

8267_8261.ini
Setting:

K] 12-3 kP

B

310

Verl.4.0



/TELINIG

O SEMICONDUCTOR,

75 Kite BLE SDK FFR IR

e

HD H el LR SR AFERN 7. B swire I, WAL R ST B

F 16MHz B LL T,

| SWIRE |

@it WTCDB T.H SWBSP — F, ffiFREIEH (=,

~ SWIRE [
JIES |

Kl 12-4 EFEEIE B

[]

8258.ini - swiRe -
RF PM
Setting: Tx Rx
- )
2402 Set_Channel PA 28500
Log_Window:
10.5dbm - Set_Power
/ Set Chip Typ
BLE_2M - Set_RF_Mode
otal Time: 0 ms
N AR R A R R OR R R R R R R R R R R R R R R R R ROk FEERERREREERRRE
Carrier:
SWB SP
R S R R R R R R R R R R R R R R R R R R R R R R R R R R R
Carrier CarrierData Hop Set SWB controller register: 46d15e
(32 EVK: Swire OK
TX:  Unlimited -
PRBS9 0x55 0x0f

K] 12-5 Swire [F]35HE4E
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B=20: WH chn, AJRIERIANEN BEfESN, 2R)5 5 Set_Channel BRI H],
R IEEIBER L, 28R Swire ok, W N EF R,

Setting: = Rx
Set Gpi
2402 Set_Channel PA eI
Log_Window:
10.5dbm - Set_Power =
R R R R S S R R R R R R R R R R R R R R R R R R R R R R R R R R R
BLE_1M - Set_RF_Mode Set Parameter
Carrier:
| @ Set Channel:2402 [
R R R R R R R R R R R R R R R R R R R R R R R
Carrier CarrierData Hop TC32 EVK: Swire OK
Total Time: 0 ms
‘e e R R o o e o o R R Rk R R R RO Rk R R R kR
T Unlimited . @Start Test Command
TC32 EVK: Swire OK
PRB59 0x35 0xf Total Time: 0 ms
RX:

] 12-6 set channel

UYL BN RHE R LLE A E ) power level 2 ble mode, 1E&H%5¢8 )5,
s A set #4 (“Set_Power”/“Set_RF_Mode”) EIA]5E K% & -

2402 Set_Channel
10.5dbm - Set_Power
BLE 1M ™ Set RF_Mode
BLE 2M

(r:BLE 1M

Zigbee_250K

Carrier CarrierData Haop

12-7 £ RF
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10.5dbm N Set_Power s o o R SR SR SR K K K KR SR SR SR KK KSR R SR R R KKK SRR R
Set Parameter
BLE_1M - Set_RF_Mode e s 3k 6 5k o 3 o 3 ok ok ok o ok o ok 3k ok o ok S o ok ok o ok sk ok 3k oK 8 ok S ok ok ok o R ok ok ok
s 3k o ook ok ok o o R oK 3R oK ok KK K o R oK SR K oK KKk ok R K sk oK sk ok ok R R
Carrier: @ Set RF Mode:BLE_1M

3 3 3k s o o s o o o o o o S R R s Rk kR Sk R R R R

. . TC32 EVK: Swire OK
Carrier CarrierData Hop Total Time: 0 ms
3 3 3 R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

@Start Test Command

™ Unlimited - K 5K 5K KK 5K 5K K K K SR KK SK 5K SR K 5K K K 5K K KK K KKK K K KK SK K K SR K K KK oK

TC32 EVK: Swire OK
Total Time: 0 ms

PRBS9 0x55 0x0f

12-8 set RF #0278 S

B Hip: AT Carrier. CarrierData. RXTest. PRBS9. 0x55. OxOf B AJHE AA
A AR

8258.ini - SWIRE - SWB SP
RF PM
Setting: Tx Rx
Set Gp
2402 Set_Channel . JeLLpio
Log_Window:
10.5dbm - Set_Power (<]
e o o o O o o R e o o o R R ok R R R R R R R R R R R R R R R
BLE_1M - Set_RF_Mode Set Parameter

3k sk o b sk R o o ok o o oo s o o oo s o s S R R S kR R R R R
e 3k o b s o ok o o oo s o o o oo s o S R S kR R R R R

Carrier:
@ Set the number of packet Command
Carrier CarrierData Hop | TEC32 EVK: Swire OK
Total Time: 0 ms
— J s A ko 2 e o e e e e o o o e o R R R R R R R R R R R R R R
™ Unlimited - @ Send Tx(0x55) Command
FF O R R R S b o o R R R R R R R R
TC32 EVK: Swire OK
PRB59 0x35 0xof Total Time: 0 ms
A @ Send Start Tx(0x55) Command |
RX: FEFEFEF R R R R

RxTest

K 12-9 BN
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FND: IXBEEACE, A RLEF A 1000 MEEE IR A .

1 el nlimited =
Unlimited
1000
PRBS 0x0f

K 12-10 ¥ & TX packet number

FHL R, 7T PLE N 2 Read_Rx_Cnt BEEESCELANEL, A7 ReadRssi
SRS AT RSSI, Wl R B TR

Setting: T Rx
3 )
2402 Set_Channel PA SSg Gpio
Log_Window:
10.5dbm - Set_Power
R R R R R RO R R R R R R R R R R
BLE_1IM - Set_RF_Mode [[@ Read the number of received packels ]
HRECR R R R R Rk
Carrier: r‘LGSJ—B&Y.—Swwa—OLI
0000 _00 00 00 00
. . Total Time: 0 ms
Carrier CarrierData Hop @ the number of received packets:0
***********************2************************
— @ Read the value of the RSSI
™ Unlimited
FVK: Swire OK
: 0000 _00
PRBS9 0x55 0x0f Total Time: 0 ms
|
RX: '/
RxTest
Read_Rx_Cnt ReadRssi

AN-19011501-C5
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13 fff3x

13.1 5% 1: crcle Bk
unsigned shortcrcl6é (unsigned char *pD, int len)

{
static unsigned short poly[2]={0, 0xa001};
unsigned short crc = Oxffff;
unsigned char ds;

int 1i,7;

for (j=len; 3>0; j--)
{
unsigned char ds = *pD++;
for (i=0; 1<8; i++)
{
crc = (crc >> 1) ”~ poly[(crc ~ ds ) & 1];

ds = ds >> 1;

return crc;
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14 FreeRTOS SDK i BH RIE B H W
ARFEFTHRT freeRTOS #557 SCAY A it BH , (AN IE F F45 %€ 1% T freeRTOS fix SDK.

14.1 freeRTOS TES ¥

RGNS B

G &M app_config.h HLIAA  #define CLOCK_SYS_CLOCK_HZ 16000000 #&%E,
freeRTOSconfig.h HLIHIfY) #define  configCPU_CLOCK_HZ (16000000UL) XX
Tick Rate
#define configTICK_RATE_HZ 1000
Tick Rate I ATLAHATIE, —MZ& 100-1000. ANFEKT 1000

14.2 REHIEEAL
Main.c FHEAATD R BRI o 314 LA T B4

$if (BATT CHECE ENABLE)
adc_hw initialized = 0;]

#endif
blt dma tx rptr = 0;

PL N IXE) /&M deep wakeup #C KGR EATS, 16RE

if (deepRetiWakelUp) {
DEBUG GPID(GEID CHM4, 0);
DEBUG GPIO(GEIZ CHHO, 1);
task reatore -:1:1,'—|
I newer rearh here

14.3 BB ES
B IARAT S IR

x"l.'askCr'eateli proto_task, "tProte™, 128, (void*)0, TASE PROT_PRICRITY, &handle proto task |;

tProto £ 55 & M AUEATHI, AREMIER. WhsRAE SR — B vl mih de 4k

Ul {55 AEEBFIR wakeup Ml #2218 FH— K, Bt DART UK — b B g Jisg ) SR 4F 5% 1)
VERAE ui_task HLTA

xTaskCreate( ui_task, "tUI", configMINIMAT STRCE SIZE, (void*)0, TRSE UI_PRICRITY, &handle ui );

TEAT & B vTaskStartScheduler B, ASEHHE IRQ

AN-19011501-C5 316 Verl.4.0



	1 SDK介绍
	1.1 软件组织架构
	1.1.1 main.c
	1.1.2 app_config.h
	1.1.3 application file
	1.1.4 BLE stack entry

	1.2 适用IC介绍
	1.3 software bootloader介绍
	1.4 Demo介绍
	1.4.1 BLE slave demo
	1.4.2 BLE master demo
	1.4.3 feature demo和driver demo


	2 MCU基础模块
	2.1 MCU地址空间
	2.1.1 MCU地址空间分配
	2.1.2 Sram空间分配
	2.1.2.1 Sram和Firmware空间
	2.1.2.2 list文件分析demo

	2.1.3 MCU地址空间访问
	2.1.3.1 外设空间的读写操作
	2.1.3.2 Flash空间的操作

	2.1.4 SDK FLASH空间的分配

	2.2 时钟模块
	2.2.1 System clock & System Timer
	2.2.2 System Timer的使用

	2.3 GPIO模块
	2.3.1 GPIO定义
	2.3.2 GPIO状态控制
	2.3.3 GPIO的初始化
	2.3.4 GPIO数字状态在deepsleep retention mode失效
	2.3.5 配置SWS上拉防止死机


	3 BLE模块
	3.1 BLE SDK软件架构
	3.1.1 标准BLE SDK软件架构
	3.1.2 Telink BLE SDK软件架构
	3.1.2.1 Telink BLE controller
	3.1.2.2 Telink BLE slave
	3.1.2.3 Telink BLE master


	3.2 BLE controller
	3.2.1 BLE controller介绍
	3.2.2 Link Layer状态机
	3.2.3 Link Layer状态机组合应用
	3.2.3.1 Link Layer状态机初始化
	3.2.3.2 Idle + Advtersing
	3.2.3.3 Idle + Scannning
	3.2.3.4 Idle + Advtersing + ConnSlaveRole
	3.2.3.5 Idle + Scannning + Initiating + ConnMasterRole

	3.2.4 Link Layer 时序
	3.2.4.1 Idle state 时序
	3.2.4.2 Advertising state时序
	3.2.4.3 Scanning state时序
	3.2.4.4 Initiating state时序
	3.2.4.5 Conn state Slave role时序
	3.2.4.6 Conn state Master role时序
	3.2.4.7 Conn state Slave role时序保护

	3.2.5 Link Layer 状态机扩展
	3.2.5.1 Scanning in Advertising state
	3.2.5.2 Scanning in ConnSlaveRole
	3.2.5.3 Advertising in ConnSlaveRole
	3.2.5.4 Advertising and Scanning in ConnSlaveRole

	3.2.6 Link Layer TX fifo & RX fifo
	3.2.7 Controller Event
	3.2.7.1 Controller HCI Event
	3.2.7.2 Telink defined event

	3.2.8 Data Length Extension
	3.2.9 Controller API
	3.2.9.1 Controller API说明
	3.2.9.2 API返回类型ble_sts_t
	3.2.9.3 BLE MAC address初始化
	3.2.9.4 Link Layer状态机初始化
	3.2.9.5 bls_ll_setAdvData
	3.2.9.6 bls_ll_setScanRspData
	3.2.9.7 bls_ll_setAdvParam
	3.2.9.8 bls_ll_setAdvEnable
	3.2.9.9 bls_ll_setAdvDuration
	3.2.9.10 blc_ll_setAdvCustomedChannel
	3.2.9.11 rf_set_power_level_index
	3.2.9.12 blc_ll_setScanParameter
	3.2.9.13 blc_ll_setScanEnable
	3.2.9.14 blc_ll_createConnection
	3.2.9.15 blc_ll_setCreateConnectionTimeout
	3.2.9.16 blm_ll_updateConnection
	3.2.9.17 bls_ll_terminateConnection
	3.2.9.18 blm_ll_disconnect
	3.2.9.19 Get Connection Parameters
	3.2.9.20 blc_ll_getCurrentState
	3.2.9.21 blc_ll_getLatestAvgRSSI
	3.2.9.22 Whitelist & Resolvinglist

	3.2.10  Coded PHY/2M PHY
	3.2.10.1  Coded PHY/2M PHY 介绍
	3.2.10.2  Coded PHY/2M PHY Demo介绍
	3.2.10.3  Coded PHY/2M PHY API介绍：

	3.2.11 Channel Selection Algorithm #2
	3.2.12 Extended Advertising
	3.2.12.1 Extended Advertising介绍
	3.2.12.2 Extended Advertising Demo搭建
	3.2.12.3 Extended Advertising相关的API介绍


	3.3 BLE host
	3.3.1 BLE host介绍
	3.3.2 L2CAP
	3.3.2.1 注册L2CAP数据处理函数
	3.3.2.2 更新连接参数

	3.3.3 ATT & GATT
	3.3.3.1 GATT基本单位Attribute
	3.3.3.2 Attribute and ATT Table
	3.3.3.3 Attribute PDU & GATT API
	3.3.3.4 GATT Service Security
	3.3.3.5 8258 master GATT

	3.3.4 SMP
	3.3.4.1 SMP安全等级
	3.3.4.2 SMP参数配置
	3.3.4.3 SMP安全请求配置
	3.3.4.4 SMP绑定信息说明
	3.3.4.5 master SMP

	3.3.5 GAP
	3.3.5.1 GAP初始化
	3.3.5.2 GAP event



	4 低功耗管理（PM）
	4.1 低功耗driver
	4.1.1 低功耗模式
	4.1.2 低功耗唤醒源
	4.1.3 低功耗模式的进入和唤醒
	4.1.4 低功耗唤醒后运行流程
	4.1.5 API pm_is_MCU_deepRetentionWakeup

	4.2 BLE低功耗管理
	4.2.1 BLE PM初始化
	4.2.2 BLE PM for Link Layer
	4.2.3 相关变量
	4.2.4 API bls_pm_setSuspendMask
	4.2.5 API bls_pm_setWakeupSource
	4.2.6 API blc_pm_setDeepsleepRetentionType
	4.2.7 PM软件处理流程
	4.2.7.1 blt_sdk_main_loop
	4.2.7.2 blt_brx_sleep

	4.2.8 deepsleep retention的详细分析
	4.2.8.1 API blc_pm_setDeepsleepRetentionThreshold
	4.2.8.2 blc_pm_setDeepsleepRetentionEarlyWakeupTiming
	4.2.8.3 T_init的优化和测量

	4.2.9 Connection Latency
	4.2.9.1 Connection latency生效时的Sleep时序
	4.2.9.2 latency_use的计算

	4.2.10 API bls_pm_getSystemWakeupTick

	4.3 GPIO唤醒的注意事项
	4.3.1 唤醒电平有效时无法进入sleep mode

	4.4 BLE系统低功耗管理参考
	4.5 应用层定时唤醒

	5 低电检测
	5.1 低电检测的重要性
	5.2 低电检测的实现
	5.2.1 低电检测的注意事项
	5.2.1.1 必须使用GPIO输入通道
	5.2.1.2 只能使用差分模式
	5.2.1.3 必须使用Dfifo模式获得ADC 采样值
	5.2.1.4 不同的ADC任务需要切换

	5.2.2 低电检测单独使用
	5.2.2.1 低电检测初始化
	5.2.2.2 低电检测处理
	5.2.2.3 低压报警
	5.2.2.4 低电检测debug模式

	5.2.3 低电检测和Amic Audio


	6  Audio
	6.1 Audio初始化
	6.1.1 Amic和低电检测
	6.1.2 Amic 初始化设置
	6.1.3 Dmic初始化设置

	6.2 Audio数据处理
	6.2.1 Audio数据量和RF传送方法
	6.2.2 Audio数据压缩

	6.3 压缩与解压缩算法

	7 OTA
	7.1 Flash架构设计和OTA流程
	7.1.1 FLASH存储架构
	7.1.2 OTA更新流程
	7.1.3 修改Firmware size和boot address

	7.2 OTA模式RF数据处理
	7.2.1 Slave端Attribute Table中OTA的处理
	7.2.2 OTA数据packet格式
	7.2.3 master端 RF transform 处理方法
	7.2.4 slave端 RF receive处理方法


	8 按键扫描
	8.1 键盘矩阵
	8.2 Keyscan、keymap
	8.2.1 Keyscan
	8.2.2 Keymap &kb_event

	8.3 Keyscan flow
	8.4 Deepsleep唤醒快速扫键（wake_up fast keyscan）
	8.5 Repeat Key处理
	8.6 卡键处理

	9 LED管理
	9.1 LED任务相关调用函数
	9.2 LED任务的配置和管理
	9.2.1 定义led event
	9.2.2 Led event的优先级


	10  Blt软件定时器（Software Timer）
	10.1 timer初始化
	10.2 Timer的查询处理
	10.3 添加定时器任务
	10.4 删除定时器任务
	10.5 Demo

	11 IR
	11.1 PWM Driver
	11.1.1 PWM id和管脚
	11.1.2 PWM时钟
	11.1.3 PWM周期（cycle）和占空比（duty）
	11.1.4 PWM波形取反
	11.1.5 PWM开启和停止
	11.1.6 PWM模式
	11.1.7 PWM脉冲数（pulse number）
	11.1.8 PWM中断
	11.1.9 PWM phase
	11.1.10 API for IR DMA FIFO mode
	11.1.10.1 DMA FIFO的配置
	11.1.10.2 设置DMA FIFO buffer
	11.1.10.3 IR DMA FIFO mode的开启与停止


	11.2 IR Demo
	11.2.1 PWM模式的选择
	11.2.2 Demo IR协议
	11.2.3 IR时序设计
	11.2.4 IR初始化
	11.2.4.1 rc_ir_init
	11.2.4.2 IR硬件配置
	11.2.4.3 IR变量初始化

	11.2.5 FifoTask的配置
	11.2.5.1 FifoTask_data
	11.2.5.2 FifoTask_idle
	11.2.5.3 FifoTask_repeat
	11.2.5.4 FifoTask_repeat*n & FifoTask_idle_repeat*n

	11.2.6 应用层判断IR busy


	12 其他模块
	12.1 24M晶体外部电容
	12.2 32k时钟源选择
	12.3 PA
	12.4 PhyTest
	12.4.1 PhyTest API
	12.4.2 PhyTest demo
	12.4.2.1 Demo1: 8258_feature_test
	12.4.2.2 Demo2：8258_ble_remote
	12.4.2.3 PhyTest参数调整


	12.5 EMI
	12.5.1 EMI Test
	12.5.1.1 Emi 初始化设置
	12.5.1.2 Power level（功率）和Channel（频点）
	12.5.1.3 Emi Carrier Only（单载波）
	12.5.1.4 emi_con_prbs9
	12.5.1.5 Emi TX Burst
	12.5.1.6 EMI RX
	12.5.1.7 上位机配置参数设置

	12.5.2 EMI Test Tool


	13 附录
	13.1 附录1：crc16算法

	14 FreeRTOS SDK说明及注意事项
	14.1 freeRTOS 主要参数
	系统时钟
	Tick Rate

	14.2 系统初始化
	14.3 创建任务




